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Task: Disable Anti-Virus scanning temporarily for troubleshooting,
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See the Explanation. Explanation:

1- In SmartConsole > Gateway Properties > Threat Prevention.
2- Uncheck "Anti- Virus" blade temporarily.

3- Publish and install the policy.

4- Re-enable it post-testing following the same steps.

5- Confirm with cpstat antimalware.

il =8 #68
Task: Assign the custom profile to a Threat Prevention policy rule.

ER:
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See the Explanation. Explanation:

1- Open Threat Prevention > Policy.

2- Add a new rule or edit an existing one.

3- Inthe Profile colunn, select Corporate TP_Strict.
4- Set Track to Log and Action to Accept.

5- Publish and install the Threat Prevention policy.

R #69
Task: Update IPS protection database on the Security Gateway manually.

ER:
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See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: ips update now to fetch new protections.

3- Verify update status: ips stat or cpview.

4- Check update timestamp in SmartConsole > Gateways > Threat Prevention > Updates.
5- Confirm protections appear in IPS Protections list.

R #70
Task: Verify if a specific IPS protection is active.

ER:
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See the Explanation. Explanation:

1- Go to Threat Tools > IPS Protections.

2- Use the filter to search by name or CVE ID.

3- Confirm status is "Active" and assigned to profile.

4- Double-click to view scope and affected profiles.

5- Confirm via SmartConsole logs if it triggered recently.

PR #71

Task: Roll back IPS protections to a previous version.
ER:

fE R A -

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates.
2- Click "View Versions" under IPS.



3- Select an older version and click "Install.”
4- Monitor status and confirm with ips stat.
5- Document rollback for audit purposes.
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