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HE #45
(What is an alternative to using a Certificate Revocation List (CRL) with certificates?)

¢ A. Online Certificate Status Protocol (OCSP)
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¢ B. Root Certificate Authority (CA)
¢ C. Privacy Enhanced Mail (PEM)
¢ D. Policy Certificate Authority (CA)

EfE: A

R -

OCSP is the primary online alternative to CRLs for checking whether a certificate has been revoked.

With a CRL, a relying party periodically downloads a list of revoked certificate serial numbers published by the issuing CA (or CRL
distribution point). That approach can be bandwidth-heavy, introduces latency between revocation and client awareness, and can
result in clients using stale revocation data if updates are infrequent. OCSP improves this by allowing a client (or a server on the
client's behalf) to query an OCSP responder in near real time about the status of a specific certificate (good, revoked, or unknown).
In practice, many TLS deployments use OCSP stapling, where the server periodically fetches a signed OCSP response from the
CA's responder and "staples" it to the TLS handshake, reducing client-side network calls and improving privacy (the CA doesn't
learn which site the client is visiting). Thus, OCSP provides a more tinely, certificate-specific revocation status mechanism than
CRLs while preserving the CA's signed assurance.

H #46
(Why should an administrator choose lightweight cryptography?)

¢ A The payload requires complex rounds of encryption.

¢ B. The data requires minimal protection due to the sensitivity level.
¢ (. The embedded system has limited resources.

e D. The desktop is in a secure area of the building,

Ef#: C

R -

Lightweight cryptography is designed for constrained environments-devices with limited CPU, memory, storage, bandwidth, and
power (battery). Examples include IoT sensors, smart locks, RFID tags, embedded controllers, and industrial devices.
Administrators choose lightweight algorithms and protocols to maintain reasonable security while fitting strict resource budgets and
real-time constraints.

The goal is not "weaker security because data is unimportant," but rather efficient security that can still meet threat models under
constraints. Option B captures this: embedded systems often cannot afford the computational cost of heavy cryptographic primitives
(large key sizes, complex modes, frequent handshakes) or may struggle with latency and energy consumption. Option A is irrelevant
because physical security of a desktop doesn't remove the need for cryptography in commumnications or storage. Option C is the
opposite of lightweight design. Option D is a poor justification; security design should be based on risk, and lightweight cryptography
is not merely for "minimal protection,” but for practical deployability under constraints. Therefore, the correct reason is imited
resources on embedded systens.

W #47
(Which technique involves spotting variations in encrypted data and plotting how the characters relate to standard English
characters?)

A. Frequency analysis
B. Chosen ciphertext
C. Brute force

D. Known plantext

IEf#: A

AR :

Frequency analysis is a classical cryptanalysis technique that exploits predictable statistical patterns in natural language. In English,
certain letters (like E, T, A, O, I, N) occur more frequently than others, and common digrams/trigrams (TH, HE, IN, ER) appear
with recognizable distribution. When a cipher preserves character boundaries (as in many substitution ciphers), the ciphertext will
also show frequency patterns-though mapped to different symbols. The analyst counts ciphertext character occurrences, compares
the distribution to expected English letter frequencies, and infers likely plaintext mappings. "Spotting variations" refers to observing
differences in how often symbols appear and using that to plot relationships between ciphertext and standard English. Brute force
instead tries all keys; known-plaintext attacks rely on having plaintext-ciphertext pairs; chosen-ciphertext attacks involve decrypting



attacker-selected ciphertexts. Those are different attack models. Frequency analysis is specifically about statistical correlation
between ciphertext symbols and language characteristics, which is why it is effective against monoalphabetic substitution and weak
polyalphabetic schemes with short periods.

H #48
(What is the maximum key size (in bits) supported by AES?)

e A0
e B.1
e C2
e D3

Ef#: A
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AES supports three standardized key sizes: 128, 192, and 256 bits, with a fixed block size of 128 bits.

The maximum of these supported key sizes is 256 bits (AES-256). Key size affects resistance to brute- force key search: larger
keys exponentially increase the search space. In practice, AES-128 is already considered strong against brute force with
contemporary computing capabilities, while AES-256 is often chosen for compliance requirements, conservative security margins, or
to hedge against future advances. AES-512 is not part of the AES standard; if 512-bit keys are desired, systens typically use
different constructions (like using AES-256 in certain key-derivation or wrapping schemes) rather than changing AES itself.
Therefore, the correct maximum supported AES key size is 256 bits.

B #49
(An organization wants to digitally sign its software to guarantee the integrity of its source code. Which key should the customer use
to decrypt the digest of the source code?)

A. Organization's private key
B. Customer's public key

C. Organization's public key
D. Customer's private key

EfE: C

fi .-

When software is digitally signed, the organization computes a cryptographic hash (digest) of the software (or its manifest) and then
signs that digest using the organization's private key. Verification works in the opposite direction: the customer (verifier) uses the
organization's public key to validate the signature and recover/confirm the signed digest, then independently hashes the received
software and compares the result. If the digests match and the signature validates under the public key, the customer has strong
assurance that the software has not been altered since it was signed and that it was signed by the holder of the corresponding private
key. The customer never needs the organization's private key-sharing it would destroy security and enable forgery. Likewise, the
customer's own keys are irrelevant to verifying the publisher's signature. The organization's public key is typically delivered inside a
certificate chain (code signing certificate) so the verifier can also validate publisher identity and trust. Therefore, the customer uses
the organization's public key for signature verification (often described as "decrypting” the signed digest).

R #50
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