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Microsoft Developing Solutions for Microsoft Azure Sample Questions (Q429-
Q434):

NEW QUESTION # 429

You develop and deploy a Java application to Azure. The application has been instrumented by using the Application Insights SDK.
The telemetry data must be enriched and processed before it is sent to the Application Insights service.

You need to modify the telemetry data.

Which Application Insights SDK features should you use? To answer, drag the appropriate features to the correct requirements.
Each feature may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.

Features Answer Area
Samphing Requirement Feature
Telemetry initializer : Reduce the volume of telemetry without
affecting statistics
. c
Telemetry processor o Enrich telemetry with additional properties
- Of overnde an existing one.
Telemetry channel
. Completely replace or discard a telemetry
item.
Answer:
Explanation:
Features Answer Area
Requirement Feature
- Reduce the valume of Telemetrny Withowut I Samphing
- affecting statistics
- -
e Enfich telemetry with additional properties elemetry initializer |
- Of OVerTicle an existing one
Completely replace or discard a telemetry 1 Telemetry processor L}
item
Explanation:
Features Answer Area
Samplis . Requirement Feature
Telemetry initializer : Reguc@&ithe volume of telemetry without Sampling
= affegling statistics.
Telemetry processor L= Epnrich telemetry with additional properties Telemetry initializer
- & override an existing one
Telemetry channel
Compiletely replace or discard a telemetry Telemetry processor
item
You are developing a web service that will run on Azure virtual machines that use Azure Storage. You configure all virtual machines
to use managed identities.
You have the following requirements:

* Secret-based authentication mechanisms are not permitted for accessing an Azure Storage account.

* Must use only Azure Instance Metadata Service endpoints.

You need to write code to retrieve an access token to access Azure Storage. To answer, drag the appropriate code segments to the
correct locations. Each code segment may be used once or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE:Each correct selection is worth one point.
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Code segment 1 “ ; f _Enswer Area
|http:mocalhost:59342;o.token IVIICU O S O

var url =

|http //169.254.169.254:50432/0auth2/token
var queryStping =pcdl."
! var client/ = new H:tptlien:(),
lhttp:/f]ocalhost,'metadata,fidentity,’oauthb’token var responseisiawait client.GetAsync(url + queryString);
' var payload = await response.Content.ReadAsStringAsync();

|Etp:/f:l€9.254. 169.254/metadata/identity/oauth2/token l

fetgpn | Code segment 2
Code segment 2

I XDocument.Parse(payload);

| new MultipartContent(payload);

| new NetworkCredential(“Azure”, payload);

| JsonConvert.DeserializeObject<Dictionary<string, string>>(payload); |

Answer:

Explanation:
Loge segment 1 ANSWer Area .
_______________ —— .
‘ht_tp //1ocalhast:50342/oauth2, token . ! _t
-

= mm mm mm mm omm e mw m= mm e mm o= mw == mm == == mm == -

[ var url = ° |htt ') 2°4.169. 254 /metadata/identity /oauth2 /token| = ;
httv /169,254,169, 254: 50432 foauth/ token . — W TRl S T R T Y
____________________ var queryString sFR05. %5

———————————————————— & var client = _ngw Httpl:lient(J,

'httl:' //localhost/metadata/identity /oauth2/token I var response = awalt client.GetAsync(url + queryString);

var payload =@wait response.Content.ReadAsStringlsync();

r
hEP_”_l_Bg_ 2_54_163 lfdf_negd_ata_f.tienfuif!fuihgm_keﬂ Fetuen ‘l JsonConvert.DeserializeObject<Dictionary<string, string»(payload)

Codesegmentz . oo TTTTmTmmmmmmmmmmmmmmmmm T

—_ e e e e e e e e e e e = o e

| ]svun{onver't Deserial1ze0bject<tli<t£onar'r-:striﬂs strlr‘g:-)(paylead),
Explanation

http //169.254., 169 25dfmetadataj'1dentityfoauthl/token 3

url =

var queryString = "...";
var client = new HttpClient();

var response = await client.GetAsync(url + queryString);
var payload = await response:Content.ReadAsStringAsync();

return | JsonConvert. DeserializeObl_(D;iFthuaryat string, Firingn(payload} - l

Azure Instance Metadata Service endpoints 'Yoauth2/token"

Box

1: http//169.254.169.254/metadata/identity/oauth2/token

Sample request using the Azure Instance Metadata Service (IMDS) endpoint (recommended):

GET

'http//169.254.169.254/metadata/identity/oauth?/token?api-versior=2018-02-01
&resource=https’//management.azure.comy’ HTTP/1.1 Metadata: true

Box 2: JsonConvert. DeserializeObject<Dictionary<string,string>>(payload); Deserialized token response; returning access code.
Reference:
httpsv/docs.microsoft.conven-us/azure/active-directory/managed-identities-azure-resources/how-to-use-vim-toke
httpsv/docs.microsoft.con/en-us/azure/service- fabric/how-to-managed-identity-service-fabric-app-code




NEW QUESTION # 431

ASP.NET Core API app by using C#. The API app will allow users to authenticate by using Twitter and Azure Active Directory
(Azure AD).

Users must be authenticated before calling APT methods. You nust log the user's name for each method call.

You need to configure the AP method calls.

Which values should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Code segment Value
Attribute A v
Authorize ¢~
Microsoft |AllowAnrgnymous
AutaValidateAntiforgeryToken

Request Héader v
X-MS-CLIENT-PRINCIPAL-NAME
Proxy-Authorization
X-Forwarded-For
X-MS-CLIENT-PRINCIPAL-ID

Answer:

Explanation:

Code segment Value

Attribute v
Microsoft Althorize |

AllowAnonymous
AutoValidateAntiforgeryToken

Request Header :
X-MS-CLIENT-PRINCIPAL-NAME

Proxy-Authorization ~
X-Forwarded-For

X-MS-CLIENT-PRINCIPAL-ID

Explanation



Code segment

Attribute

Authorize

AllowAnonymous Icr

AutoMalidateAntiforgeryToken

Request Headér v
X-MS-CLIENT-PRINCIPAL-NAME
Proxy-Authorization
X-Forwarded-For
X-MS-CLIENT-PRINCIPAL-ID

+ Explanation:

Box 1: Authorize

Box 2: X-MS-CLIENT-PRINCIPAL-NAME

App Service passes user clains to your application by using special headers. External requests aren't allowed to set these headers,
so they are present only if set by App Service. Some example headers include:
X-MS-CLIENT-PRINCIPAL-NAME

X-MS-CLIENT-PRINCIPAL-ID

Here's the set of headers you get fiom Easy Auth for a Twitter authenticated user:

{

"cookie": "AppServiceAuthSession=Lx43.. xHDTA=",

"x-mrs-client-principal-name: "evilSnobu",

"x-mrs-client-principal-id™: "35...."

"x-mrs-client-principal-idp": "twitter",

"x-mrs-token-twitter-access-token'™ "35...Dj",
"x-1ms-token-twitter-access-token-secret™: "OK3...Jx",

}

References:
httpsz//docs.microsoft.conven-us/azure/app-service/app-service-authentication-how-to

NEW QUESTION # 432

You provide an Azure API Management managed web service to clients. The back-end web service implements HTTP Strict
Transport Security (HSTS).

Every request to the backend service must include a valid HTTP authorization header.

You need to configure the Azure API Management instance with an authentication policy.

Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Basic Authentication

B. Certificate Authentication

C. Digest Authentication

D. OAuth Client Credential Grant

Answer: B,.D

NEW QUESTION # 433

You are developing an internal website for employees to view sensitive dat

a. The website uses Azure Active Directory (AAD) for authentication. You need to implement multifactor authentication for the
website.

‘What should you do? Each correct answer presents part of the solution.

NOTE; Each correct selection is worth one point.

¢ A. In Azare AD, enable application proxy.
¢ B. In Azure AD conditional access, enable the baseline policy.
e C. Configure the website to use Azure AD B2C.



¢ D. Upgrade to Azure AD Premium
¢ E. In Azure AD, create a new conditional access policy.

Answer: D,E

Explanation:
Reference:
httpsz/docs.microsoft.conven-us/azure/active-directory/authentication/howto-mfa- getstarted

NEW QUESTION # 434

Only to find ways to success, do not make excuses for failure. To pass the Microsoft AZ-204 Exam, in fact, is not so difficult, the
key is what method you use. PDF4Test's Microsoft AZ-204 exam training materials is a good choice. It will help us to pass the
exam successfully. This is the best shortcut to success. Everyone has the potential to succeed, the key is what kind of choice you
have.
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