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BE #56
A data engineer needs to use Amazon Neptune to develop graph applications.
Which programming languages should the engineer use to develop the graph applications? (Select TWO.)

e A SPARQL
B. ANSI SQL
C. Spark SQL
D. SQL

E. Gremlin

HY: AE
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Amazon Neptune supports graph applications using Gremlin and SPARQL as query languages. Neptune is a fully managed graph
database service that supports both property graph and RDF graph models.

* Option A: GremlinGremlin is a query language for property graph databases, which is supported by Amazon Neptune. It allows
the traversal and manipulation of graph data in the property graph model.

* Option D: SPARQLSPARQL is a query language for querying RDF graph data in Neptune. It is used to query, manipulate, and
retrieve information stored in RDF format.

Other options:

* SQL (Option B) and ANSI SQL (Option C) are traditional relational database query languages and are not used for graph
databases.

* Spark SQL (Option E) is related to Apache Spark for big data processing, not for querying graph databases.

References:

* Amazon Neptune Documentation

* Gremlin Documentation

* SPARQL Documentation

HAE #57

A mobile gaming company wants to capture data fromits gaming app. The company wants to make the data available to three
internal consumers of the data. The data records are approximately 20 KB in size.

The company wants to achieve optimal throughput from each device that runs the gaming app. Additionally, the company wants to
develop an application to process data streans. The stream-processing application must have dedicated throughput for each internal

consuer.
‘Which solution will meet these requirements?

e A Configure the mobile app to use the Anmazon Kinesis Producer Library (KPL) to send data to Amazon Data Firehose.
Use the enhanced fan-out feature with a stream for each internal consumer.

¢ B. Configure the mobile app to call the PutRecordBatch API operation to send data to Amazon Data Firehose. Submit an
AWS Support case to turn on dedicated throughput for the company's AWS account. Allow each internal consumer to
access the stream

e C. Configure the mobile app to call the PutRecords API operation to send data to Amazon Kinesis Data Streams. Host the
stream-processing application for each internal consumer on Amazon EC2 instances. Configure auto scaling for the EC2
instances.

¢ D. Configure the mobile app to call the PutRecords API operation to send data to Amazon Kinesis Data Streams. Use the
enhanced fan-out feature with a stream for each internal consumer.

Hqg: D
ME.
Problem Analysis:

Input Requirements: Gaming app generates approximately 20 KB data records, which must be ingested and made available to three
internal consumers with dedicated throughput.

Key Requirements:

High throughput for ingestion from each device.

Dedicated processing bandwidth for each consumer.

Key Considerations:

Amazon Kinesis Data Streans supports high-throughput ingestion with PutRecords API for batch writes.

The Enhanced Fan-Out feature provides dedicated throughput to each consumer, avoiding bandwidth contention.

This solution avoids bottlenecks and ensures optimal throughput for the gaming application and consumers.

Solution Analysis:

Option A: Kinesis Data Streans + Enhanced Fan-Out

PutRecords API is designed for batch writes, improving ingestion performance.

Enhanced Fan-Out allows each consumer to process the stream independently with dedicated throughput.

Option B: Data Firehose + Dedicated Throughput Request

Firehose is not designed for real-time stream processing or fan-out. It delivers data to destinations like S3, Redshift, or OpenSearch,
not multiple independent consurmers.

Option C: Data Firehose + Enhanced Fan-Out

Firehose does not support enhanced fan-out. This option is invalid.

Option D: Kinesis Data Streanms + EC2 Instances

Hosting stream+processing applications on EC2 increases operational overhead compared to native enhanced fan-out.
Final Recommendation:



Use Kinesis Data Strearms with Enhanced Fan-Out for high-throughput ingestion and dedicated consumer bandwidth.
Reference:

Kinesis Data Streans Enhanced Fan-Out

PutRecords API for Batch Writes

EAE #58

A company has multiple applications that use datasets that are stored in an Amazon S3 bucket. The company has an ecommerce
application that generates a dataset that contains personally identifiable information (PII).

The company has an internal analytics application that does not require access to the PII.

To comply with regulations, the company must not share PII unnecessarily. A data engineer needs to implement a solution that with
redact PII dynamically, based on the needs of each application that accesses the dataset.

‘Which solution will meet the requirements with the LEAST operational overhead?

¢ A Create an API Gateway endpoint that has custom authorizers. Use the API Gateway endpoint to read data fromthe S3
bucket. Initiate a REST API call to dynamically redact PII based on the needs of each application that accesses the data.

¢ B. Use AWS Glue to transform the data for each application. Create muiltiple copies of the dataset. Give each dataset copy
the appropriate level of redaction for the needs of the application that accesses the copy.

e (. Create an S3 bucket policy to limit the access each application has. Create multiple copies of the dataset.
Give each dataset copy the appropriate level of redaction for the needs of the application that accesses the copy.

¢ D. Create an S3 Object Lambda endpoint. Use the S3 Object Lambda endpoint to read data fromthe S3 bucket. Implement
redaction logic within an S3 Object Lambda function to dynamically redact PII based on the needs of each application that
accesses the data.

¥e: D

MY

Option B is the best solution to meet the requirements with the least operational overhead because S3 Object Lambda is a feature
that allows you to add your own code to process data retrieved from S3 before returning it to an application. S3 Object Lambda
works with S3 GET requests and can modify both the object metadata and the object data. By using S3 Object Lambda, you can
implement redaction logic within an S3 Object Lambda function to dynamically redact PII based on the needs of each application
that accesses the data. This way, you can avoid creating and maintaining muttiple copies of the dataset with different levels of
redaction.

Option A is not a good solution because it involves creating and managing multiple copies of the dataset with different levels of
redaction for each application. This option adds complexity and storage cost to the data protection process and requires additional
resources and configuration. Moreover, S3 bucket policies cannot enforce fine-grained data access control at the row and column
level, so they are not sufficient to redact PII.

Option C is not a good solution because it mvolves using AWS Glue to transform the data for each application. AWS Glue is a fully
managed service that can extract, transform, and load (ETL) data from various sources to various destinations, including S3. AWS
Glue can also convert data to different formats, such as Parquet, which is a colunmnar storage format that is optimized for analytics.
However, in this scenario, using AWS Glue to redact PII is not the best option because it requires creating and mamntaining multiple
copies of the dataset with different levels of redaction for each application. This option also adds extra time and cost to the data
protection process and requires additional resources and configuration.

Option D is not a good solution because it involves creating and configuring an API Gateway endpoint that has custom authorizers.
API Gateway is a service that allows youto create, publish, maintain, monitor, and secure APIs at any scale. API Gateway can also
ntegrate with other AWS services, such as Lambda, to provide custom logic for processing requests. However, in this scenario,
using API Gateway to redact PII is not the best option because it requires writing and maintaining custom code and configuration for
the API endpoint, the custom authorizers, and the REST API call. This option also adds complexity and latency to the data
protection process and requires additional resources and configuration.

References:

AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide

Introducing Amazon S3 Object Lambda - Use Your Code to Process Data as It Is Being Retrieved from S3 Using Bucket Policies
and User Policies - Amazon Simple Storage Service AWS Glue Documentation What is Amazon API Gateway? - Amazon API
Gateway

HEE#59

A data engineer needs to run a data transformation job whenever a user adds a file to an Amazon S3 bucket.

The job will run for less than 1 minute. The job must send the output through an email message to the data engineer. The data
engineer expects users to add one file every hour of the day.



‘Which solution will meet these requirements in the MOST operationally efficient way?

¢ A. Run an Amazon Elastic Container Service (Amazon ECS) task to poll the S3 bucket for new files. Run transformation
code on a schedule to generate the output. Use operating system commands to send email messages.

¢ B. Create an AWS Lambda finction to transform the data. Use Amazon S3 Event Notifications to invoke the Lambda
function when a new object is created. Publish the output to an Amazon Simple Notification Service (Amazon SNS) topic.
Subscribe the data engineer's email account to the topic.

¢ C. Create a small Amazon EC2 instance that polls the S3 bucket for new files. Run transformation code on a schedule to
generate the output. Use operating system commands to send email messages.

¢ D. Deploy an Amazon EMR cluster. Use EMR File System (EMRFS) to access the files in the S3 bucket.Run transformation
code on a schedule to generate the output to a second S3 bucket. Create an Amazon Simple Notification Service (Amazon
SNS) topic. Configure Amazon S3 Event Notifications to notify the topic when a new object is created.

HE: B

EE #60

A company uses an on-premises Microsoft SQL Server database to store financial transaction dat a. The company migrates the
transaction data from the on-premises database to AWS at the end of each month. The company has noticed that the cost to migrate
data from the on-premises database to an Amazon RDS for SQL Server database has increased recently.

The company requires a cost-effective solution to migrate the data to AWS. The solution must cause minimal downtown for the
applications that access the database.

Which AWS service should the company use to meet these requirements?

A. AWS DataSync

B. AWS Lambda

C. AWS Database Migration Service (AWS DMS)
D. AWS Direct Connect

e, C

MH.

AWS Database Migration Service (AWS DMS) is a cloud service that makes it possible to migrate relational databases, data
warehouses, NoSQL databases, and other types of data stores to AWS quickly, securely, and with minimal downtime and zero
data loss1. AWS DMS supports migration between 20-plus database and analytics engines, such as Microsoft SQL Server to
Amazon RDS for SQL Server2. AWS DMS takes over many of the difficult or tedious tasks involved in a migration project, such
as capacity analysis, hardware and software procurement, installation and administration, testing and debugging, and ongoing
replication and monitoringl. AWS DMS is a cost-effective solution, as you only pay for the compute resources and additional log
storage used during the migration process2. AWS DMS is the best solution for the company to migrate the financial transaction data
from the on-premises Microsoft SQL Server database to AWS, as it meets the requirements of minimal downtime, zero data loss,
and low cost.

Option A is not the best solution, as AWS Lambda is a serverless compute service that lets you run code without provisioning or
managing servers, but it does not provide any built-in features for database migration. You would have to write your own code to
extract, transform, and load the data from the source to the target, which would increase the operational overhead and complexity.
Option C is not the best solution, as AWS Direct Connect is a service that establishes a dedicated network connection from your
premises to AWS, but it does not provide any built-in features for database migration. You would still need to use another service or
tool to perform the actual data transfer, which would increase the cost and complexity.

Option D is not the best solution, as AWS DataSync is a service that makes it easy to transfer data between on-premises storage
systems and AWS storage services, such as Amazon S3, Amazon EFS, and Amazon FSx for Windows File Server, but it does not
support Amazon RDS for SQL Server as a target. You would have to use another service or tool to migrate the data firom Amazon
S3 to Amazon RDS for SQL Server, which would increase the latency and complexity. Reference:

Database Migration - AWS Database Migration Service - AWS

What is AWS Database Migration Service?

AWS Database Migration Service Documentation

AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide
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