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Topic 1

Incidents, notifications, and remediation: This section of the exam measures the skills of Incident
Responders and encompasses the entire incident management lifecycle. This includes the skills required to
manage and prioritize security incidents, configure policies for alert notifications, and set up automated
remediation actions to contain and resolve threats.

Topic 2

Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the
construction and implementation of analytics rules. It involves identifying the different components that
make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

Topic 3

Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational
techniques for building and refining queries. It focuses on creating searches from events, applying grouping
and aggregation methods, and performing various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.

Topic 4

Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It involves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q12-Q17):
NEW QUESTION # 12 
Refer to the exhibit.

Which section contains the subpattern configuration that determines how many matching events are needed to trigger the rule?

A. Filters
B. Actions
C. Aggregate
D. Group By

Answer: C

Explanation:
The Aggregate section contains the condition COUNT(Matched Events) >= 1, which defines how many events must match the filter
criteria for the rule to trigger. This is the subpattern configuration that determines the event threshold.



NEW QUESTION # 13 
Which items are used to define a subpattern?

A. Filters, Threshold, Time Window definitions
B. Filters, Aggregate, Group By definitions
C. Filters, Aggregate, Time Window definitions
D. Filters, Group By, Threshold definitions

Answer: B

Explanation:
A subpattern in FortiSIEM is defined using Filters to match specific events, Aggregate conditions to apply statistical thresholds (e.g.,
COUNT), and Group By attributes to segment data for evaluation. These three components collectively determine how the
subpattern functions.

NEW QUESTION # 14 
Refer to the exhibit.

Which value would you expect the FortiSIEM parser to use to populate the Application Name field?

A. applist
B. SSL
C. Network.Service
D. wan1

Answer: B

Explanation:
The Application Name field in FortiSIEM is typically populated using the value of the app field in the raw log. In this event,
app="SSL", so "SSL" is the expected application name parsed by FortiSIEM.

NEW QUESTION # 15 
Which two settings must you configure to allow FortiSIEM to apply tags to devices in FortiClient EMS? (Choose two.)

A. FortiSIEM API credentials defined on FortiEMS\
B. FortiEMS API credentials defined on FortiSIEM
C. ZTNA tags defined on FortiSIEM
D. Remediation script configured

Answer: A,B

Explanation:
To allow FortiSIEM to apply tags to devices in FortiClient EMS, FortiEMS API credentials must be defined on FortiSIEM to
enable communication with EMS, and FortiSIEM API credentials must be defined on FortiEMS to allow EMS to accept tagging
instructions from FortiSIEM. This bidirectional API trust is essential for tag application.

NEW QUESTION # 16 
Refer to the exhibit.



Which two conditions will match this rule and subpatterns? (Choose two.)

A. A user runs a brute force password cracker against an RDP server.
B. A user connects to the wrong IP address for an RDP session five times.
C. A user using RDP over SSL VPN fails to log in to an application five times.
D. A user fails twice to log in when connecting through RDP.

Answer: A,C



Explanation:
The user initiates an RDP session (Subpattern 1) and then fails to log in multiple times (Subpattern 2 with COUNT(Matched Events)
>= 3) - both from the same Source IP and User within 300 seconds.
The brute force attempts typically involve a successful RDP connection followed by multiple failed logins, satisfying the sequence and
grouping conditions in the rule.

NEW QUESTION # 17
......
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