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SolarWinds Observability Self-Hosted Fundamentals Sample Questions (Q27-
Q32):

NEW QUESTION # 27

A user is building a PerfStack project to troubleshoot an issue with an application. The user is unable to find data for the storage

entities that the application accesses beyond application status. Which two of the following reasons explain this discrepancy?
(Choose two.)

e A product that collects the data is not installed
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¢ B. account limitations restrict the user from accessing storage entities
e C. amount of data to be displayed is too large
e D. storage entities may not have data during the specific time period

Answer: A.B

Explanation:

PerfStackis a cross-stack data correlation tool, but its visibility is constrained by the underlying data collection modules and user
security settings. According to thePerfStack Troubleshooting Guide, there are two primary reasons why specific entity data (like
Storage) would be missing;

* Product Not Installed: Performance data for deep storage metrics (like LUN latency, Array IOPS, or Pool capacity) requires
theStorage Resource Monitor (SRM)module or the equivalent HCO storage licensing tiers. If only Server & Application Monitor
(SAM) is installed, the user will see the application status, but the specific storage back-end metrics will not be available for selection
in the PerfStack pallet because the "collector” for that data doesn't exist.

* Account Limitations: SolarWinds usesAccount Limitationsto restrict user access to specific parts of the infrastructure. If'a user
account is limited to "Department = Sales" or "Vendor = Cisco," and the storage entities do not meet those criteria, those entities will
be filtered out of the search results in PerfStack. Even if the data exists in the database, the platform security layer prevents the user
from

"finding" or displaying it to ensure data privacy and multi-tenant security.

NEW QUESTION # 28
Which two of the following ways can objects be selected when creating custom reports?

A. static selection

B. PowerShell script

C. PostgreSQL query

D. dynamic query builder

Answer: A,D

Explanation:

When creating a web-based report in the SolarWinds Platform, the first step is defining the "Selection Method" for the entities you
want to include. According to theSolarWinds Platform Reporting Guide, the platform offers two primary user-friendly ways to define
the scope of a report:

* Static Selection: This method allows the administrator to manually pick specific nodes, interfaces, or applications froma list. This is
best suited for reports targeting a fixed set of infrastructure, such as

"Core Data Center Switches".

* Dynamic Query Builder: This is the most powerful method for automated reporting, It allows you to define a set of rules-such as
"Vendor is Cisco" and "Department is Finance"-that automatically update the report's content as new devices are added to
monitoring that match those criteria.

While advanced users can useSWQIL(SolarWinds Query Language) orSQLto define a custom selection, PostgreSQL(Option B) is
not used as the backend database for the SolarWinds Platform. Furthermore, while PowerShell(Option C) can be used
toextractdata via the SolarWinds Information Service (SWIS) AP, it is not a selection method used within the native Web-Based
Report builder interface.

NEW QUESTION # 29
Which two of the following formats can chart reports be exported into?

A.CSV
B. pdf
C. xml
D. xs

Answer: A,B

Explanation:

The export capabilities for chart-based reports are designed to provide both a visual representation and the underlying raw data.
According to theSolarWinds Platform Administrator Guide, when viewing or scheduling a report that contains charts or graphs, the
system supports two primary export formats:



* PDF: This format is the standard for visual reports. It captures the rendered chart exactly as it appears in the Web Console,
making it ideal for email distribution to management or for archival purposes where the visual trend is more important than the
individual data points.

* CSV (Comma Separated Values): When a chart is exported to CSV, the platform extracts the time- series data points used to
generate that chart. This allows technical staff to import the raw performance numbers into external tools like Excel for deeper
statistical analysis that may not be possible within the standard web view.

While the broader reporting engine supportsExcel (.xIs)for tabular reports (as seen in Question 8), the specific function for
exportingchart componentsoften defaults to CSV for the data layer and PDF for the visual layer.

XML(Option D) is typically reserved for reportdefinitions(transferring a report from one server to another) rather than exporting the
data results of a chart.

NEW QUESTION # 30
What is the effect of checking the Encrypt connections with SSL box in the configuration wizard?
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A. The login account to access the SQL server will be encrypted and stored in SolarWinds' Hybrid Cloud Observability
Platform server.

B. The installed SolarWinds product will use the login account to access the databases on the SQL server.

C. The network data between SolarWinds' Hybrid Cloud Observability Platform server and the SQL server will be
encrypted.

D. The login credentials will be encrypted between SolarWinds' Hybrid Cloud Observability Platform server and the SQL
server while in transit.

Answer: C

Explanation:

According to theSolarWinds Platformconfiguration documentation, the option toEncrypt connections with SSLduring the database
configuration wizard specifically dictates the security level of the comnmumnication channel between the application server and the
database backend. When this box is checked, the platform ensures thatthe network data between SolarWinds' Hybrid Cloud
Observability Platform server and the SQL server will be encrypted. This security measure is critical for protecting the integrity and
confidentiality of the performance metrics, configuration data, and credentials as they traverse the internal network between these
two primary architectural components.

This encryption utilizes Transport Layer Security (TLS)to wrap theTDS (Tabular Data Stream)protocol used by Microsoft SQL
Server. By enabling this feature, the platform prevents potential "man-in-the-middle" attacks where an adversary could sniff network



traffic to intercept sensitive monitoring data or administrative information stored within the SQL database. It is important to note that
for this setting to function correctly, theSQL Servermust be configured with a valid SSL/TLS certificate that is trusted by the
SolarWinds application server.

This setting differs from simple credential encryption (Option C) or secure storage (Option B) because it applies toall datatransmitted
during the session, not just the initial login exchange. Furthermore, while the configuration wizard does require a login account
(Option A), that account's specific permissions are a separate finctional requirement from the underlying encryption of the transport
layer. Enabling SSL encryption is a standard best practice for organizations following strict compliance frameworks likeHIPAA,
PCI-DSS, orSOC2, where protecting data-in-transit is a mandatory requirement even on internal, "trusted" network segments. This
centralized encryption toggle simplifies the deployment of high-security observability environments by orchestrating the secure
connection parameters through the standard SolarWinds Configuration Wizard interface.

NEW QUESTION # 31
Which two of the following settings are automatically enabled for a user with the default set of user permissions in SolarWinds'
Hybrid Cloud Observability (HCO)? (Choose two.)

A. selfmanage dashboards
B. view all active alerts

C. view all existing reports
D. disable session time out

Answer: B,C

Explanation:

‘When a new user account is created in the SolarWinds Platform, it is assigned a set of "Default" permissions designed to provide a
"Read-Only" baseline of visibility. According to theSolarWinds Platform User Account Managementguide, the platformis configured
to ensure that new users can immediately benefit from the monitoring data without having the power to accidentally modify the
environment.

Specifically,view all active alerts (C)andview all existing reports (D)are enabled by default. This ensures that any team member with
a login can see the current health of the infrastructure and access historical performance data. These are considered "Passive" rights
that allow for operational awareness. Conversely, disable session time out (A)is a security-sensitive setting that is typically disabled
by default to prevent abandoned sessions from remaining active on public or shared workstations. Self-manage dashboards (B),
while a common feature, often requires explicit "Dashboards" or "View" management permissions to be toggled on by an
administrator to prevent a proliferation of unmanaged or redundant dashboard pages within the database. By defaulting to alert and
report visibility, SolarWinds follows the principle of providing immediate information for troubleshooting while reserving management
and security-override functions for designated admmnistrators.

NEW QUESTION # 32
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