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Questions (Q147-Q152):

NEW QUESTION # 147
In which of the following phases of the incident handling and response (IH&R) process is the identified security incidents analyzed,
validated, categorized, and prioritized?

A. Containment

B. Notification

C. Incident recording and assignment
D. Incident triage

Answer: D

Explanation:

Incident triage is the phase in the Incident Handling and Response (IH&R) process where identified security incidents are analyzed,
validated, categorized, and prioritized. This step is crucial for determming the severity of incidents and deciding on the order in which
they should be addressed. During triage, incident handlers assess the impact, urgency, and potential harm of an incident to prioritize
their response efforts effectively.

This ensures that resources are allocated efficiently, and the most critical incidents are handled first. Incident recording and
assignment involve logging incidents and assigning them to handlers, containment focuses on limiting the extent of damage, and
notification involves informing stakeholders about the incident.

References:The Incident Handler (ECIH v3) courses and study guides detail the IH&R process, emphasizing the importance of
triage in managing and responding to security incidents effectively.

NEW QUESTION # 148
Which of the following incident recovery testing methods works by creating a mock disaster, like fire to identify the reaction of the
procedures that are implemented to handle such situations?

A. Live walk-through testing
B. Facility testing

C. Scenario testing

D. Procedure testing

Answer: D

NEW QUESTION # 149
ZYX company experienced a DoS/DDoS attack on their network. Upon investigating the incident, they concluded that the attack is
an application-layer attack. Which of the following attacks did the attacker use?

A. Slowloris attack
B. SYN flood attack
C. Ping of ceath

D. UDP flood attack

Answer: A

Explanation:

The Slowloris attack is a type of application-layer attack that targets the web server by establishing and maintaining many
simultaneous HTTP connections to the target server. Unlike traditional network-layer DoS

/DDosS attacks such as UDP flood or SYN flood, Slowloris is designed to hold as many connections to the target web server open
for as long as possible. It does so by sending partial requests, which are never completed, and periodically sending subsequent
HTTP headers to keep the connections open. This consumes the server's resources, leading to denial of service as legitimate users
cannot establish connections. The Slowloris attack is effective even against servers with a high bandwidth because it targets the
server's connection pool, not its network bandwidth.

References:Incident Handler (ECTH v3) courses and study guides particularly emphasize understanding different types of attacks,
including application-layer attacks like Slowloris, as part of the incident handling and response process.



NEW QUESTION # 150
‘Which of'the following is an appropriate flow of the incident recovery steps?

A. System Validation- System Operation-System Restoration- System Monitoring
B. System Restoration-System Monitoring-System Validation-System Operations
C. System Restoration- System Validation- System Operations-System Monitoring
D. System Operation-System Restoration-System Validation- System Monitoring

Answer: C

NEW QUESTION # 151
‘Which of'the following risk mitigation strategies involves execution of controls to reduce the risk factor and brings it to an acceptable
level or accepts the potential risk and continues operating the IT system?

A. Risk planning

B. Risk avoidance
C. Risk assumption
D. Risk transference

Answer: C

Explanation:

Risk assumption involves accepting the potential risk and continuing to operate the IT system while implementing controls to reduce
the risk to an acceptable level. This strategy acknowledges that some level of risk is inevitable and focuses on managing it through
mitigation measures rather than eliminating it entirely.

Risk avoidance would entail taking actions to avoid the risk entirely, risk planning involves preparing for potential risks, and risk
transference shifts the risk to another party, typically through insurance or outsourcing,

Risk assumption is a pragmatic approach that balances the need for operational continuity with the imperative of risk

management. References:The ECTH v3 certification program covers various risk mitigation strategies, emphasizing the selection of the
appropriate approach based on the organization's risk tolerance and the specific context of the threat.
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