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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q224-Q229):
NEW QUESTION # 224 
An organization has a stated requirement to block certain traffic on networks. The
implementation of controls will disrupt a manufacturing process and cause unacceptable delays, resulting in sever revenue
disruptions. Which of the following is MOST likely to be responsible for accepting the risk until mitigating controls can be
implemented?

A. The business owner
B. Audit and Compliance
C. The CISO
D. The CFO

Answer: A

NEW QUESTION # 225 
An access point (AP) is discovered using Wireless Equivalent Protocol (WEP). The ciphertext sent by the AP is encrypted with the
same key and cipher used by its stations. What authentication method is being used?

A. Open
B. None
C. Asynchronous
D. Shared key

Answer: D

Explanation:
WEP and Shared Key Authentication:
WEP (Wired Equivalent Privacy) uses shared keys for authentication and encryption, meaning all devices and the access point use
the same key for communication.
Key Characteristics:
* Relies on pre-shared keys.
* Vulnerable to cryptographic attacks due to weak key management and reuse.
Why Not Other Options:
* B. Asynchronous: Not relevant in the context of WEP.
* C. Open: Refers to an authentication method with no encryption, not involving shared keys.
* D. None: Incorrect; WEP uses shared keys for authentication.
EC-Council Guidance:
Understanding WEP's limitations and vulnerabilities is crucial for mitigating risks in wireless network environments.

NEW QUESTION # 226 
What is the BEST way to achieve on-going compliance monitoring in an organization?

A. Only check compliance right before the auditors are scheduled to arrive onsite.
B. Have Compliance and Information Security partner to correct issues as they arise.
C. Have Compliance Direct Information Security to fix issues after the auditor's report.
D. Outsource compliance to a 3rd party vendor and let them manage the program.

Answer: B

Explanation:
Explanation



NEW QUESTION # 227 
When considering using a vendor to help support your security devices remotely, what is the BEST choice for allowing access?

A. Vendor uses a company supplied laptop and logins using two factor authentication with same admin credentials your
security team uses
B. Vendor uses their own laptop and logins using two factor authentication with their own unique credentials
C. Vendors uses their own laptop and logins with same admin credentials your security team uses
D. Vendor uses a company supplied laptop and logins using two factor authentication with their own unique credentials

Answer: D

Explanation:
Best Practices for Vendor Access:
The EC-Council CISO framework emphasizes secure and controlled access for third-party vendors to reduce risks of unauthorized
access, data breaches, or misuse.
Key Reasons for Option C:
* Company-Supplied Laptop: Ensures compliance with internal security policies and avoids risks associated with unmanaged
devices.
* Two-Factor Authentication (2FA): Adds an essential layer of security to prevent unauthorized access.
* Unique Credentials: Ensures accountability and enables tracking of vendor activities, reducing shared credential risks.
Why Not Other Options:
* Option A: Shared credentials create accountability issues and pose security risks.
* Option B: While 2FA is used, shared credentials are still a risk.
* Option D: Vendor's own laptop introduces risks from unverified device configurations.
EC-Council CISO Emphasis:
This approach aligns with best practices in third-party risk management, ensuring vendor access is secure, traceable, and compliant.

NEW QUESTION # 228 
You have recently drafted a revised information security policy. From whom should you seek endorsement in order to have the
GREATEST chance for adoption and implementation throughout the entire organization?

A. Chief Legal Counsel
B. Chief Information Security Officer
C. Chief Information Officer
D. Chief Executive Officer

Answer: D

Explanation:
ECCouncil 712-50 : Practice Test
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