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Amazon AWS-Solutions-Associate Exam Syllabus Topics:

Section Weight Objectives

- Storage and database performance
¢ 1. S3 performance optimization
¢ 2. RDS and DynamoDB scaling patterns

B . . 0
Design High- Performing Architectures 24% - Conpute optimization

¢ 1. EC2 instance selection
e 2. Serverless architectures (Lambda)

- Data protection and encryption

¢ 1. KMS encryption services
e 2. Encryption in transit and at rest

Design Secure Architectures 30% - Identity and Access Management (IAM)

e 1. Least privilege access control
e 2. IAM users, roles, and policies
e 3. Cross-account access

- Highly available architectures
e 1. Auto Scaling and Load Balancing
e 2. Multi-AZ deployments

. . . 0
Design Resilient Architectures 26% | Disaster recovery

¢ 1. RTO and RPO planning
e 2. Backup and restore strategies
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- Cost optimization strategies

¢ 1. Right-sizing resources
o 2. Reserved and Spot Instances

. O . 0
Design Cost-Optimized Architectures 20% - Cost monitoring and governance

¢ 1. Budget alerts and tagging strategies
e 2. AWS Cost Explorer
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R #568

A user has configured an EC2 mnstance in the US-East-1a zone. The user has enabled detailed monitoring of the instance. The user is
trying to get the data from CloudWatch using a CLL

Which of the below mentioned CloudWatch endpoint URLs should the user use?

¢ A. monitoring, us-east- | .amazonaws.com
¢ B. monitoringus-east- 1 a.amazonaws.com
¢ C. monitoring, us-east- 1 -a.amazonaws.com
¢ D. cloudwatch.us-east- 1a.amazonaws.com
BER: A
i RE LB -
Explanation/Reference:
Explanation:

The CloudWatch resources are always region specific and they will have the end point as region specific.
Ifthe user is trying to access the metric in the US-East-1 region, the endpoint URL will be: monitoring,us- east- 1.amazonaws.com
http://docs.aws.amazon.comy AmazonCloud Watch/latest/DeveloperGuide/regions_endpoints. html

PR #569
The one-time payment for Reserved Instances is refundable if the reservation is cancelled.

e A always
e B. never
e C. in sone circunstances

£%: B

R #570

A company is migrating a Linux-based web server group to AWS. The web servers must access files in a shared file store for some
content. The company must not make any changes to the application.

‘What should a solutions architect do to meet these requirements?

e A Create an Amazon Elastic File System (Amazon EFS) file system. Mount the EFS file system on all web servers.
¢ B. Configure a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume. Mount the EBS volume to
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all web servers.
¢ (. Configure an Amazon CloudFront distribution with an Amazon S3 bucket as the origin.
e D. Create an Amazon S3 Standard bucket with access to the web servers.

BER: A

i RE B«

Explanation

Create an Amazon Elastic File System (Amazon EFS) file system Mount the EFS file system on all web servers. To meet the
requirements of providing a shared file store for Linux-based web servers without making changes to the application, using an
Amazon EFS file system is the best solution. Amazon EFS is a managed NFS file system service that provides shared access to files
across multiple Linux-based instances, which makes it suitable for this use case. Amazon S3 is not ideal for this scenario since it is an
object storage service and not a file system, and it requires additional tools or libraries to mount the S3 bucket as a file system
Amazon CloudFront can be used to improve content delivery performance but is not necessary for this requirement. Additionally,
Amazon EBS volumes can only be mounted to one instance at a time, so it is not suitable for sharing files across muiltiple instances.

8 #571

A company uses Application Load Balancers (ALBs) in different AWS Regions. The ALBs receive inconsistent traffic that can
spike and drop throughout the year. The company's networking team needs to allow the [P addresses of the ALBs in the on-
premises firewall to enable connectivity.

‘Which solution is the MOST scalable with minimal configuration changes?

e A Migrate all ALBs in different Regions to the Network Load Balancer (NLBs). Update the on-premises firewall's rule to
allow the Elastic IP addresses of all the NLBs.

¢ B. Write an AWS Lambda script to get the IP addresses of the ALBs in different Regions. Update the on- premises firewall's
rule to allow the IP addresses of the ALBs.

¢ C. Launch a Network Load Balancer (NLB) in one Region. Register the private IP addresses of the ALBs in different
Regions with the NLB. Update the on-premnises firewall's rule to allow the Elastic IP address attached to the NLB.

¢ D. Launch AWS Global Accelerator. Register the ALBs in different Regions to the accelerator. Update the on- premises
firewall's rule to allow static IP addresses associated with the accelerator.

ZX: D

R #572

A company has enabled AWS CloudTrail logs to deliver log files to an Amazon S3 bucket for each of'its developer accounts. The
company has created a central AWS account for streamlining management and audit reviews. An internal auditor needs to access
the CloudTrail logs, yet access needs to be restricted for all developer account users. The solution must be secure and optimized.
How should a solutions architect meet these requirements?

e A. Configure an AWS Lambda function in the central account to copy the log files from the S3 bucket in each developer
account. Create an IAM user in the central account for the auditor. Attach an IAM policy providing full permissions to the
bucket.

¢ B. Configure CloudTrail from each developer account to deliver the log files to an S3 bucket in the central account. Create an
IAM role in the central account for the auditor. Attach an IAM policy providing read-only permissions to the bucket.

e (. Configure an AWS Lambda function in each developer account to copy the log files to the central account. Create an
IAM role in the central account for the auditor. Attach an IAM policy providing read-only permissions to the bucket.

e D. Configure CloudTrail from each developer account to deliver the log files to an S3 bucket in the central account. Create an
IAM user in the central account for the auditor. Attach an IAM policy providing full permissions to the bucket.

ZER: C
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