CCFH-202b¥ ¥ - CCFH-202bHIEk,

WWwW.vmexam.com

CCFH-202b

CrowdStrike Falcon Hunter

#1 Online CrowdStrike
Certification Practice Exam

JEEIR—T, WA EFEM6 T T #iFast2test CCFH-202b% 348 & ) 52 8 :  https/drive.google.com/open?
id=1aYHID85NEoQ3GWrG7cnHNIK XvAIw3g-y

B CCFH-202b:8 58 55k, IROAEEML TI5? BRliaERAT, /R ME Ol EE 057 RIRER A E
BEANEL, EEREARER —EREFN2EER . TR R K28 5T DOE % 58 & #T # CCFH-
20205 B T . XA R B Fast2testiR it .

ERITERMTEAR AR, CrowdStrike &8 H R E T & i BF MRS, 7 LLER CrowdStrike 75 3 5 1 & A
CrowdStrike 2 S I TG H RRF T HEB LEMPK ST EE, —MF CrowdStrike 3235 TIEMMB LRSS TR
e b8 TR R60% —80%, FIFH KR H30%-50% . 50056 %t, HiBE2AKMA%EIET
CrowdStrike 2 T i 25 Bk Bl 2 S AE A A% O RER . Bk, BCCFH-202b KIFEHR, BIH7ES8F AL s FIRIE
W, IRERRES R H

>> CCFH-202b%E # <<

CCFH-202bI3%, CCFH-202bfE & 4%

£ T CrowdStrike CCFH-202b5R B A B B MM E R NES TR ERME, TESSERXNIET, HEES
ITTEANLEHEEASBEEEGE. BREABENRREZEGTH—EBELBEERN, HELHETRBRZM
BHK. REMBEANEHERRERESEBN, £3i#EiECrowdStrke CCFH-202b:2 8% R FEEH B &
. RIMFast2test2 1] P& /R 32 4418 18 CrowdStrike CCFH-202b38 55 2% S BER 493k . R MFast2test §1 8
CrowdStrike CCFH-202bsB 555 s3SI T B, A] DA R BE R 4/R 8 18 CrowdStrike CCFH-202b3R 7% %78, R
CrowdStrike CCFH-202b5R & % sl iE & . 1 HRME T AEARH AR LM, B — M1 e E DR E D> &8
AT DUEA WA EE RS T REMRRIEE RN

) CrowdStrike Falcon Certification Program CCFH-202b % &% i K
& (Q36-Q41):

FIRE #36
Where would an analyst find information about shells spawned by root, Kernel Module loads, and wget/curl usage?
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A. Mac Sensor report

B. Sensor Health report

C. Sensor Policy Daily report
D. Linux Sensor report

EX: D

R A -

The Linux Sensor report is where an analyst would find information about shells spawned by root, Kernel Module loads, and
weget/curl usage. The Linux Sensor report is a pre-defined report that provides a summary view of selected activities on Linux hosts.
It shows information such as process execution events, network connection events, file write events, etc. that occurred on Linux
hosts within a specified time range. The Sensor Health report, the Sensor Policy Daily report, and the Mac Sensor report do not
provide the same information.

R 8 #37

You need details about key data fields and sensor events which you may expect to find from Hosts running the Falcon sensor.
Which documentation should you access?

A. Hunting and Investigation

B. Streaming API Event Dictionary
C. Event stream APIs

D. Events Data Dictionary

ZX: D

BB -

The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because it provides a reference of
mformation about the events found i the Investigate > Event Search page of the Falcon Console. The Events Data Dictionary
describes each event type, field name, data type, description, and example value that can be used to query and analyze event data.
The Streaming API Event Dictionary, Hunting and Investigation, and Event stream APIs are not documentation that provide details
about key data fields and sensor events.

PRI #38
Which of the following is a way to create event searches that run automatically and recur on a schedule that you set?

A. Event Search

B. Scheduled Searches
C. Scheduled Reports
D. Workflows

Z%: B
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Scheduled Searches are a way to create event searches that run automatically and recur on a schedule that you set. You can use
Scheduled Searches to monitor your environment for specific conditions or patterns, generate reports or alerts, or enrich your data
with additional fields or tags. Workflows, Event Search, and Scheduled Reports are not ways to create event searches that run
automatically and recur on a schedule.

FIRE #39
What is the main purpose of the Mac Sensor report?

A. To provide a dashboard for Mac related detections

B. To provide vulnerability assessment for Mac Operating Systems
C. To provide a summary view of selected activities on Mac hosts
D. To identify endpoints that are in Reduced Functionality Mode

ER: C
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The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systens, or provide a dashboard for Mac related detections.

FI& #40
Which field in a DNS Request event points to the responsible process?

A. ContextProcessld_readable
B. ContextProcessld_decimal
C. TargetProcessld_decimal
D. ParentProcessld decimal

ER: A
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The ContextProcessld_readable field in a DNS Request event points to the responsible process. The ContextProcessld_readable
field is the readable representation of the process identifier for the process that initiated the DNSS request. It can be used to identify
which process was communicating with a specific domain or IP address. The TargetProcessld decimal, ContextProcessld decinmal,
and ParentProcessld_decimal fields do not point to the responsible process.
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