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¢ Database Fundamentals: This topic covers database structure types, SQL code development and
modification based on scenarios, comparison of scripting methods and environments, and the impact of

FA1 : )
programming on database operations.
¢ Business Continuity: Finally, this topic covers the importance of disaster recovery techniques. Moreover,
F=H 2 the topic explains backup and restore best practices and processes.

e Database Deployment: In this topic, you'll find discussions on database planning and design aspects. It also
=A 3 focuses on the implementation, testing, and deployment phases of databases.
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¢ Data and Database Security: This topic focuses on data security concepts, governance and regulatory
compliance purposes, implementing authentication and authorization policies and best practices.

M 4 Additionally, the topic discusses database infrastructure security, and understanding types of attacks and

their effects on data systemns.

¢ Database Management and Maintenance: Here, you'll learn about monitoring and reporting for database
=5 management and performance, common database maintenance processes, documentation production, and
relevant tools usage. Lastly, the topic focuses on implementing data management tasks.
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AE#19
Which of the following can be used to protect physical database appliances from damage in a server room? (Choose two.)

A. Biometric access systens
B. Database control systens
C. Fire suppression systenms
D. Key card systems

E. Camera systems

F. Cooling systems

He. CF

dE:

The two options that can be used to protect physical database appliances from damage in a server room are fire suppression
systems and cooling systenrs. Fire suppression systens are systens that detect and extinguish fires in a server room using water, gas,
foam, or other agents. Fire suppression systems help prevent damage to physical database appliances caused by fire hazards such as
overheating, electrical faults, or flammable materials. Cooling systems are systems that regulate the temperature and humidity in a
server room using fans, air conditioners, chillers, or other devices. Cooling systens help prevent damage to physical database
appliances caused by excessive heat or moisture that may affect their performance or lifespan. The other options are either not
related or not effective for this purpose. For example, biometric access systens, camera systems, and key card systems are systens
that control the access to a server room using fingerprints, facial recognition, video surveillance, or magnetic cards; these systems
help prevent unauthorized entry or theft of physical database appliances, but not damage caused by environmental factors; database
control systems are systems that manage the finctionality and security of databases using software tools or commands; these systens
help protect logical database appliances from errors or attacks, but not physical damage caused by environmental factors.
Reference: CompTIA DataSys+ Course Outline, Domain 5.0 Business Continuity, Objective 5.4 Given a scenario, implement
disaster recovery methods.

EE #20
Which of the following is recommended in order to provide encrypted data commumication pathways for information as 1t is
transmitted over a network?

A TLS

B. NFS
C. TCP/1P
D. SMB
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HE: A

Y.

The option that is recommended in order to provide encrypted data communication pathways for information as it is transmitted over
anetwork is TLS. TLS, or Transport Layer Security, is a protocol that provides secure communication over the internet by
encrypting the data using cryptographic algorithms and keys. TLS also provides authentication and integrity by verifying the identity
of the parties involved and ensuring that the data has not been altered or tampered with. TLS can be used to protect various types of
data, such as web traffic, email, instant messaging, voice over IP, etc. The other options are either not related or not sufficient for this
purpose. For example, TCP/IP, or Transmission Control Protocol/Internet Protocol, is a set of protocols that defines how data is
transmitted and routed over the internet, but does not provide encryption or security; NFS, or Network File System, is a protocol
that allows users to access and share files over a network, but does not provide encryption or security; SMB, or Server Message
Block, is a protocol that allows users to access and share files, printers, and other resources over a network, but does not provide
encryption or security. Reference: CompTIA DataSys+ Course Outline, Domain 4.0 Data and Database Security, Objective 4.2
Given a scenario, implement security controls for databases.

HAE #21
A database administrator is conducting a stress test and providing feedback to a team that is developing an application that uses the
Entity Framework. Which of the following explains the approach the administrator should use when conducting the stress test?

A. Review application tables and columns, and report findings.

B. Check the clustered and non-clustered indexes, and report findings.

C. Write queries directly into the database and report findings.

D. Capture business logic, check the performance of codes, and report findings.

H¥e: D

MH.

The approach that the administrator should use when conducting the stress test is to capture business logic, check the performance
of codes, and report findings. This will help the admmistrator to evaluate how well the application handles high volumes of data and
transactions, identify any bottlenecks or errors in the code, and provide feedback to the development team on how to improve the
application's efficiency and reliability. The other options are either too narrow or too broad in scope, and do not address the specific
needs of an application that uses the Entity Framework. Reference: CompTIA DataSys+ Course Outline, Domain 4.0 Data and
Database Security, Objective 4.3 Given a scenario, monitor database performance and security.

A2 #22
Which of'the following concepts applies to situations that require court files to be scanned for permanent reference and original
documents be stored for ten years before they can be discarded?

A. Global regulations

B. Data retention policies
C. Data loss prevention
D. Data classification

HE:. B

Y.

The concept that applies to situations that require court files to be scanned for permanent reference and original documents be stored
for ten years before they can be discarded is data retention policies. Data retention policies are rules or guidelines that specify how
long data should be kept and when it should be deleted or archived. Data retention policies are often based on legal, regulatory, or
business requirements, and help organizations manage their data lifecycle, storage, and compliance. The other options are either not
related or not specific to this situation. For exanmple, data loss prevention is a process that aims to prevent data from being leaked,
stolen, or corrupted; data classification is a process that assigns labels or categories to data based on its sensitivity, value, or risk;
global regulations are laws or standards that apply to data across different countries or regions. Reference: CompTIA DataSys+
Course Outline, Domain 4.0 Data and Database Security, Objective 4.1 Given a scenario, apply security principles and best
practices for databases.

HEE#23



A database administrator is assisting developers with finding the best tables and colunns to include in an application. Which of the
following resources is the most relevant for this task?

A. SOP documents
B. Data dictionary
C.ERD

D. Transaction log

HE: B

Y.
A data dictionary provides detailed information about database tables, columns, and their attributes, helping developers understand
the structure and relationships to select the best tables and columns for the application.
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