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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q81-Q86):

NEW QUESTION # 81
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?

A. mline cloud access security broker (CASB) headers
B. FortiGuard category-based filter

C. content filter

D. URL Filter

Answer: D

Explanation:

The exhibit indicates that the URL https//www.bbc.cony is being blocked due to containing a banned word ("fight"). To allow
access to this specific URL, you need to adjust the URL filter settings on FortiSASE.

* URL Filtering:

* URL filtering allows administrators to define policies that block or allow access to specific URLs or URL patterns.

* In this case, the URL filter is set to block any URL containing the word "fight."

* Modifying URL Filter:

* Navigate to the Web Filter configuration in FortiSASE.

* Locate the URL filter settings.

* Add an exception for the URL httpsz//www.bbc.cony to allow access, even if it contains a barmed word.

* Alternatively, remove or adjust the banned word list to exclude the word "fight" if it's not critical to the security policy.
References:

FortiOS 7.6 Admmnistration Guide: Provides details on configuring and managing URL filters.

FortiSASE 23.2 Documentation: Explains how to set up and modify web filtering policies, including URL filters.

NEW QUESTION # 82
Which two settings are automatically pushed from FortiSASE to FortiClient in a new FortiSASE deployment with default settings?
(Choose two answers)

A. Tunnel profile

B. FortiSASE certificate authority (CA) certificate
C. Zero trust network access (ZTNA) tags1

D. Real-time protection

Answer: A,B

Explanation:

In a standard FortiSASE agent-based deployment, the FortiSASE Endpoint Management Service (EMS) acts as the central control
plane for all managed FortiClient instances. When an endpoint is onboarded, the system is designed to provide "zero-touch”
configuration for the core connectivity and security components.

* CA Certificate (A): For SSL deep mnspection to fimction without triggering browser certificate warnings, the endpoint must trust
the FortiSASE CA. FortiSASE supports automatically installing the FortiSASE CA certificate for managed agent-based users.
Once the endpoint connects to the FortiSASE EMS, the service automatically deploys the CA certificate to the trusted certificate
store of the client machine.

* Tunnel Profile (B): To enable Secure Internet Access (SIA), FortiClient requires a pre-configured VPN or tunnel profile that
points to the FortiSASE cloud infrastructure. In a new deployment with default settings, FortiSASE automatically pushes the tunnel
profile (including gateway information and auto-connect settings) to the FortiClient endpoint. This allows the user to establish a full-
tunnel connection to the nearest Security PoP immediately after onboarding.

* Analysis of Incorrect Options:

* Real-time protection (C): While FortiSASE can manage Malware Protection and Sandbox settings, specific "Real-time protection”
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features often require manual activation or specific configuration within the Malware Protection profile before being pushed; they are
not necessarily

"automatically" active in the absolute default state without a profile assignment.

* ZINA tags (D): ZTNA tags are dynamic security posture attributes. While FortiSASE evaluates the endpoint to determine which
tags apply, the tags themselves are not "pushed" to the client as a setting; rather, the ZTNA connection rules are pushed, and the tags
are synchronized back to the security fabric for posture enforcement.

NEW QUESTION # 83
What is the recommended method to upgrade FortiClient in a FortiSASE deployment?

A. Remote users must upgrade the FortiClient manually.

B. FortiSASE automatically upgrades FortiClient when a new version is released.

C. The FortiSASE administrator must assign endpoint groups to an endpoint upgrade rule.

D. The FortiSASE administrator will upload the desired FortiClient version to the FortiSASE portal and push it to endpoints.

Answer: C

Explanation:
In FortiSASE, the recommended method to upgrade FortiClient is to configure an endpoint upgrade rule and assign it to specific
endpoint groups. This ensures controlled and automated upgrades across managed devices.

NEW QUESTION # 84
Which service is included in a secure access service edge (SASE) solution, but not in a security service edge (SSE) solution?
(Choose one answer)

A. ZINA
B. SD-WANI1
C.CASB
D. SWG

Answer: B

Explanation:

The distinction between SASE (Secure Access Service Edge) and SSE (Security Service Edge) is a findamental architectural
concept in modern networking and security.

* SASE Definition: SASE is a comprehensive framework that converges networking capabilities (specifically SD-WAN) with cloud-
native security services (SSE) into a single, unified service model.

* SSE Definition: SSE represents the security-focused subset of SASE.4 It encompasses the core security pillars required for secure
access, including Secure Web Gateway (SWG), Cloud Access Security Broker (CASB), and Zero Trust Network Access
(ZTNA).

* The Key Differentiator: While both solutions share the same security stack (SWG, CASB, ZTNA), SD-WAN (Software-Defined
Wide Area Network) is the specific networking component that exists in a full SASE solution to provide intelligent path selection and
optimized connectivity. SSE intentionally excludes these wide-area networking functions, focusing purely on the security service
delivery layer.

According to the FortiSASE 25 Enterprise Admmnistrator Study Guide, organizations that already have a robust networking
infrastructure and only require a cloud-delivered security overlay would opt for SSE, whereas those seeking a complete
transformation of both network and security would deploy a full SASE solution that includes SD-WAN.

NEW QUESTION # 85
Refer to the exhibits.

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub.
However, the administrator is not able to ping the webserver hosted behind the FortiGate hub.
Based on the output, what is the reason for the ping failures?

e A The Secure Private Access (SPA) policy needs to allow PING service.
e B. Quick mode selectors are restricting the subnet.
e (. Network address translation (NAT) is not enabled on the spoke-to-hub policy.



e D. The BGP route is not received.
Answer: B

Explanation:

The reason for the ping failures is due to the quick mode selectors restricting the subnet. Quick mode selectors define the IP ranges
and protocols that are allowed through the VPN tunnel, and if they are not configured correctly, traffic to certain subnets can be
blocked.

* Quick Mode Selectors:

* Quick mode selectors specify the source and destination subnets that are allowed to communicate through the VPN tunnel.

* Ifthe selectors do not include the subnet of the webserver (192.168.10.0/24), then the traffic will be restricted, and the ping will
fail

* Diagnostic Output:

* The diagnostic output shows the VPN configuration details, but it is important to check the quick mode selectors to ensure that the
necessary subnets are included.

* Ifthe quick mode selectors are too restrictive, they will prevent traffic to and from the specified subnets.

* Configuration Check:

* Verify the quick mode selectors on both the FortiSASE and FortiGate hub to ensure they match and include the subnet of the
webserver.

* Adjust the selectors to allow the necessary subnets for successful communication.

References:

FortiOS 7.6 Administration Guide: Provides detailed nformation on configuring VPN tunnels and quick mode selectors.
FortiSASE 23.2 Documentation: Explains how to set up and manage VPN tunnels, including the configuration of quick mode
selectors.
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