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NEW QUESTION # 77

Which two actions should administrators take after receiving a malware detection alert in NSX?
(Choose two)

Response:

A. Disable the Distributed Firewall until firther inspection

B. Restart NSX-T Manager services to clear cache

C. Move all VM in the same cluster to a maintenance state

D. Check for additional threats using NSX Intelligence flow maps
E. Isolate the affected workload from the network

Answer: D,E

NEW QUESTION # 78

Which three best practices enhance malware detection accuracy in an NSX-powered private cloud?
(Choose three)

Response:

Regularly update threat intelligence subscriptions

A. Integrate NSX alerts with SIEM tools

B. Disable behavioral analysis to improve performance

C. Apply malware prevention profiles based on workload sensitivity
D. Enable logging for all DNS traffic only

Answer: A,B,D

NEW QUESTION # 79
In a large-scale deployment, how can administrators reduce firewall rule sprawl and improve manageability?
Response:

A. Leverage security groups and tagging for policy abstraction
B. Use physical IP addresses in every rule

C. Disable rule logging for all policies

D. Create a rule for every individual VM

Answer: A

NEW QUESTION # 80
Which NSX component is responsible for correlating malware events and providing detailed threat visibility?
Response:

A. NSX Manager Security Dashboard
B. vCenter Alarm Manager

C. NSX Edge Gateway

D. NSX Malware Prevention Engine

Answer: A

NEW QUESTION # 81

In VMware's vDefend firewall architecture, which two constructs are primarily used to group workloads for security policy
application?

(Choose three)

Response:

e A Physical NIC Uplinks
¢ B. Logical Switches



e C. VM Tags
e D. Custom Host Profiles
e E. NSX Security Groups

Answer: C.E

NEW QUESTION # 82
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