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M #258
A server administrator notices the on a Linux server is rotating loo frequently. The administrator would like to decrease the number
of times the leg rotates without losing any of the information in the logs. Which of the following should the administrator configure?

¢ A. Remove the tog rotate directive from the audit .log We configuration.
¢ B. increase the audit. log file size in the appropriate confutation file.

e C. Decrease the duration of the log rotate cycle tor the audit. log file.

¢ D. Move the audit. leg files to a remote syslog server.

Ef#: B
fERL:
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Explanation

The audit.log file is a file that records security-related events on a Linux server, such as user login, file access, and system
commands. The logrotate utility is a tool that rotates, compresses, and deletes old log files based on certain criteria, such as size,
time, or frequency. To decrease the number of times the log rotates without losing any information, the administrator should increase
the audit.log file size in the appropriate configuration file, such as /etc/logrotate.conf or /etc/logrotate.d/auditd. Verified References:
[audit.log], [logrotate]

H A #259
A company stores extremely sensitive data on an alt-gapped system. Which of the following can Be Implemented to increase
security against a potential insider threat?

A. SIEM

B. SSO

C. Two-person Integrity
D. MFA

E. Faraday cage

EfE: C

-

Two-person integrity is a security measure that can be implemented to increase security against a potential insider threat on an air-
gapped system. An air-gapped system s a system that is isolated from any network connection and can only be accessed physically.
An nsider threat is a malicious actor who has authorized access to an organization's system or data and uses it for unauthorized or
harmful purposes. Two-person integrity is a system of storage and handling that requires the presence of at least two authorized
persons, each capable of detecting incorrect or unauthorized security procedures, for accessing certain sensitive data or material.
This way, no single person can compromise the security or integrity of the data or material without being noticed by another person.
SSO (Single Sign-On) is a feature that allows users to access muiltiple applications or systems with one set of credentials, but it does
not prevent insider threats. SIEM (Security Information and Event Management) is a tool that collects and analyzes log data from
various sources to detect and respond to security incidents, but it does not work on air-gapped systens. A Faraday cage is a
structure that blocks electromagnetic signals from entering or leaving, but it does not prevent physical access or insider threats. MFA
(Multi-Factor Authentication) is a method that requires users to provide two or more pieces of evidence to verify their identity, such
as something they know, something they have, or something they are, but it does not prevent insider threats. References:
https//www.howtogeek.com/'169080/air-gap-how- to-isolate-a-computer-to-protect-it-from-hackers/
https//www.howtogeek.com/428483/what-is-end-to-end- encryption-and-why-does-it-matter/
httpss//www.howtogeek.comy202794/what-is-the-difference-between-

127.0.0.1-and-0.0.0.0/ https://www.howtogeek.conv44361 1/how-to-encrypt-your-macs-system-drive- removable-devices-and-
individual-files/

R #260
A server that recently received hardware upgrades has begun to experience random BSOD conditions. Which of the following are
likely causes of the issue? (Choose two.)

A. Inconpatible disk speed
B. Uninitialized disk

C. Data partition error

D. Overallocated memory

E. Incorrectly seated memory
F. Faulty memory

IFf@#: E. F
iR e«

Faulty memory and incorrectly seated memory are likely causes of the random BSOD conditions on the server.

Memory is one of the most common hardware components that can cause BSOD (Blue Screen of Death) errors on Windows
systems. BSOD errors occur when the system encounters a fatal error that prevents it from continuing to operate normally. Memory
errors can be caused by faulty or incompatible memory modules that have physical defects or manufacturing flaws. Memory errors
can also be caused by incorrectly seated memory modules that are not properly inserted or locked into the memory slots on the
motherboard. This can result in loose or poor connections between the memory modules and the motherboard.



E M #261

IDS alerts indicate abnormal traffic patterns are coming from a specific server in a data center that hosts sensitive dat a. Upon further
investigation, the server administrator notices this server has been infected with a virus due to an exploit of a known vulnerability
from its database software. Which of the following should the administrator perform after removing the virus to mitigate this issue
from reoccurring and to maintain high availability? (Select three).

A. Air gap the server from the network.

B. Run a vulnerability scanner on the server.

C. Repartition the hard drive that houses the database.
D. Update the antivirus software.

E. Reformat the OS on the server.

F. Enable a host firewall.

G. Remove the database software.

H. Patch the vulnerability.

IEf#: B. D. H

A :

After removing the virus from the server, the administrator should perform the following actions to mitigate the issue from reoccurring
and to maintain high availability:

Run a vulnerability scanner on the server to identify any other potential weaknesses or exposures that could be exploited by
attackers.

Patch the vulnerability that allowed the virus to infect the server in the first place, using the latest updates from the database software
vendor or a trusted source.

Update the antivirus software on the server to ensure it has the most recent virus definitions and can detect and prevent future
nfections. The other options are either unnecessary or counterproductive for this scenario. Repartitioning the hard drive, reformatting
the OS, removing the database software, or air gapping the server from the network would cause downtime and data loss, while
enabling a host firewall would not prevent a virus infection from within the network. Reference: CompTIA Server+ Certification
Exam Objectives, Domain 5.0: Security, Objective 5.2: Given a scenario involving a security threat/vulnerability/risk, implement
appropriate mitigation techniques.

H R #262

After istalling a new file server, a technician notices the read times for accessing the same file are slower than the read times for
other file servers.

Which of'the following is the first step the technician should take?

A. Add more memory.

B. Install faster hard drives.

C. Enable link aggregation.

D. Check if the cache is turned on.

IEf#: D

AR :

The cache is a temporary storage area that holds frequently accessed data or instructions for faster retrieval. The cache can improve
the read times for accessing files by reducing the need to access the hard drive, which is slower than the cache memoryl. Therefore,
the first step the technician should take is to check if the cache is turned on for the new file server. If the cache is turned off, the
technician should enable it and see if the read times improve. The other options are incorrect because they are not the first steps to
take. Adding more memory, installing faster hard drives, or enabling link aggregation are possible ways to improve the performance
of the file server, but they are more costly and time-consuming than checking the cache. Moreover, they may not address the root
cause of the problem if the cache is turned off.

M #263
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