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According to NITS, what are the 5 main actors in cloud computing?
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A. Provider, carrier, auditor, broker, and seller

B. Consumer, provider, carrier, auditor, ano broker
C. Buyer, consurrer, carrier, auditor, and broker
D. None ofthese

Answer: B

Explanation:

According to the National Institute of Standards and Technology (NIST), which is a primary source for cloud computing standards
and guidelines, the five main actors in cloud computing are Consumrer, Provider, Carrier, Auditor, and Broker. These roles are
defined as follows:

* Consumer: The person or organization that uses cloud computing services.

* Provider: The entity that provides the cloud services to consumers.

* Carrier: The organization that offers connectivity and transport services to cloud providers and consumers.

* Auditor: An independent party that assesses and verifies the cloud services, security controls, and operations.

* Broker: An entity that manages the use, performance, and delivery of cloud services, and negotiates relationships between cloud
providers and consumers.

These actors play critical roles in the ecosystem of cloud computing, ensuring the services are delivered and used securely,
efficiently, and effectively.

References:NIST's documentation on cloud computing, including the NIST Cloud Computing Standards Roadmap and the NIST
Cloud Computing Reference Architecture, detail these roles and their importance in cloud computing frameworks.

NEW QUESTION # 172

‘Which among the following CERTS is an Internet provider to higher education institutions and various other research institutions in
the Netherlands and deals with all cases related to computer security incidents in which a customer is involved either as a victim or as
a suspect?

A. NET-CERT
B. DFN-CERT
C. SURFnet-CERT
D. Funet CERT

Answer: C

NEW QUESTION # 173
Spyware tool used to record malicious user's computer activities and keyboard stokes is called:

A. adware
B. Firewall
C. Rootkit
D. Keylogger

Answer: D

NEW QUESTION # 174
Which of the following is a technique used by attackers to make a message difficult to understand through the use of ambiguous

language?

A. Spoofing

B. Steganography
C. Encryption

D. Obfuscation

Answer: D

Explanation:
Obfuscation is a technique used to make data or code difficult to understand. It is often employed by attackers to conceal the true
intent of their code or commumnications, making it harder for security professionals, automated tools, and others to analyze or detect



malicious activity. Obfuscation can involve the use of ambiguous or misleading language, as well as more technical methods such as
encoding, encryption, or the use of nonsensical variable names in source code to hide its true functionality.

References:The ECIH v3 program discusses various techniques attackers use to evade detection, including obfuscation, highlighting
how it complicates the analysis and understanding of malicious payloads.

NEW QUESTION # 175

James is a professional hacker and is employed by an organization to exploit their cloud services. In order to achieve this, James
created anonymous access to the cloud services to carry out various attacks such as password and key cracking, hosting malicious
data, and DDoS attacks. Which of the following threats is he posing to the cloud platform?

A. Abuse end nefarious use of cloud services
B. Insufficient duo diligence

C. Data breach/loss

D. Insecure nterface and APIs

Answer: A

NEW QUESTION # 176
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