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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q51-Q56):

NEW QUESTION # 51

John, a professional hacker, is attacking an organization, where he is trying to destroy the connectivity between an AP and client to
make the target unavailable to other wireless devices.

Which of the following attacks is John performing in this case?

A. EAP failure

B. Routing attack

C. Disassociation attack
D. Denial-of-service

Answer: C

NEW QUESTION # 52
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John is performing memory dump analysis in order to find out the traces of malware.
He has employed volatility tool in order to achieve his objective.
Which of the following volatility framework commands he will use in order to analyze running process from the memory dump?

A. python vol.py pslist --profile=Win2008SP1x86 -f/root/Desktop/memdump.mem

B. python vol.py imageinfo -f/root/Desktop/memdump.mem

C. python vol.py svescan --profile=Win2008SP1x86 -f /root/Desktop/memdump.mem | more
D. python vol.py hivelist --profile=Win2008SP 1x86 -f /root/Desktop/memdump.mem

Answer: A

NEW QUESTION # 53

Chandler is a professional hacker who is targeting an organization called Technote. He wants to obtain important organizational
information that is being transmitted between different hierarchies. In the process, he is sniff ng the data packets transmitted through
the network and then analyzing them to gather packet details such as network, ports, protocols, devices, issues in network
transmission, and other network specifications.

Which of'the following tools would Chandler employ to perform packet analysis?

A. Sharp

B. BeEf

C. IDA Pro
D. Omni peek

Answer: D

NEW QUESTION # 54

Eve's s an incident handler in ABC organization. One day, she got a complaint about email hacking incident from one of the
employees of the organization. As a part of incident handling and response process, she must follow many recovery steps in order to
recover from incident impact to maintain business continuity.

What is the first step that she must do to secure employee account?

A. Enable two-factor authentication

B. Enable scanning of links and attachiments in all the emails
C. Disabling automatic file sharing between the systems

D. Restore the email services and change the password

Answer: A

NEW QUESTION # 55
Which of'the following does NOT reduce the success rate of SQL injection?

A. Limit the length of the input field.

B. Constrain legitimate characters to exclude special characters.

C. Automatically lock a user account at era predefined number of nvalid login attempts within a predefined interval
D. Close unnecessary application services and ports on the server.

Answer: D

NEW QUESTION # 56
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