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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q69-Q74):
NEW QUESTION # 69 
Which resilience tool helps distribute network or application traffic across multiple servers to ensure reliability and availability?

A. Failover
B. Redundancy
C. Load balancing
D. Auto-scaling

Answer: C

Explanation:
Load balancing is a key resilience strategy in both traditional and cloud environments. It evenly distributes network or application
traffic across multiple servers to ensure no single server becomes a point of failure or overloaded, thereby improving system
availability, performance, and fault tolerance.
In cloud infrastructure, load balancers may work at various OSI layers (Layer 4 or Layer 7) and are often integrated into cloud
platforms as managed services (e.g., AWS Elastic Load Balancer or Azure Load Balancer). They play a critical role in mitigating
risks like traffic spikes, system failure, or regional outages.
This technique is described in Domain 7: Infrastructure Security of the CCSK guidance, which highlights tools like load balancing,
redundant systems, and failover mechanisms to support cloud resilience and availability.
Reference:
CSA Security Guidance v4.0 - Domain 7: Infrastructure Security

NEW QUESTION # 70 
"Standards like the SSAE16 have a defined scope. which includes both what is assessed (e.g. which of the provider's services) as
well as which controls are assessed. A provider can thus "pass" an audit that doesn't include any security controls. which isn't overly
useful for security and risk managers. " True or False?

A. False
B. True

Answer: B

Explanation:
This is true, When cloud assessment is done, it is very important to understand the scope of the audit and the standard used. In
statement above, we can see that, audit scope ofSSAE16 is decided by cloud provider and can be very limited and one may not be
get full visilibility into the security of the cloud service provider.

NEW QUESTION # 71 
Which practice minimizes human error in long-running cloud workloads' security management?

A. Increasing manual security audits frequency
B. Implementing automated security and compliance checks
C. Restricting access to workload configurations
D. Converting all workloads to ephemeral

Answer: B

Explanation:
Automating security and compliance checks helps minimize human error in long-running cloud workloads by continuously monitoring
for security vulnerabilities, misconfigurations, or compliance issues without relying on manual intervention. This approach ensures
consistent, repeatable security processes and can quickly identify and address potential risks, reducing the chances of oversight or
mistakes that might occur with manual management.
Manual audits and restrictions can help but do not fully address the continuous nature of cloud workload security, which is why
automation is critical for minimizing errors in long-running workloads.



NEW QUESTION # 72 
What mechanism does passwordless authentication primarily use for login?

A. Local tokens or certificates
B. SMS-based codes
C. Biometric data
D. OAuth tokens

Answer: A

Explanation:
Passwordless authentication removes the reliance on traditional passwords and instead relies on strong, cryptographic-based login
mechanisms. The primary technology behind passwordless authentication is the use of local tokens or certificates, particularly
implemented through protocols like FIDO2 and WebAuthn.
These mechanisms work by storing a private key on the user's device (like a hardware security module or TPM), while the public
key is stored with the cloud service. When a login attempt is made, the system uses asymmetric cryptography to verify the user-
without ever transmitting a secret like a password.
"Passwordless authentication is enabled by mechanisms such as biometric verification and secure local credentials like hardware-
bound certificates or tokens. The use of cryptographic authenticators (such as FIDO2) is becoming the cornerstone of secure,
phishing-resistant authentication."
- Security Guidance for Critical Areas of Focus in Cloud Computing v4.0, Domain 12: Identity, Entitlement, and Access
Management Also supported by the Cloud Controls Matrix (CCM) under IAM-12:
"Utilize multifactor authentication or strong authentication mechanisms such as cryptographic tokens or certificates for user access to
cloud services."
- Cloud Controls Matrix v3.0.1 (IAM-12)

NEW QUESTION # 73 
What is the best way to ensure that all data has been removed from a public cloud environment including all media such as back-up
tapes?

A. Allowing the cloud provider to manage your keys so that they have the ability to access and delete the data from the main
and back-up storage.
B. Both B and D.
C. Practice Integration of Duties (IOD) so that everyone is able to delete the encrypted data.
D. Keep the keys stored on the client side so that they are secure and so that the users have the ability to delete their own
data.
E. Maintaining customer managed key management and revoking or deleting keys from the key management system to
prevent the data from being accessed again.

Answer: E

NEW QUESTION # 74
......
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