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Sample Questions (Q14-Q19):
NEW QUESTION # 14 
Question:
Which activity is performed in the fifth stage of penetration testing?

A. Collecting the evidence of the exploited vulnerabilities
B. Determining if persistence access can be maintained
C. Checking the compromised system or network
D. Determining the risk levels by exploited vulnerabilities

Answer: C

Explanation:
Thefifth stageof penetration testing is known aspost-exploitationoranalysis of the compromised environment. It involves:
* Checking the compromised system/networkto determine the scope of access.
* Identifying potential for further exploitation.
* Gathering information about the environment.
* Option Arelates to the risk assessment phase.
* Option Bis typically done in post-exploitation but isn't the main step.
* Option D(collecting evidence) is more related to reporting/documentation at the end.
Reference:Dell Information Storage and Management Foundations 2023 Study Guide, Section: Security Assessment - Penetration
Testing Process.

NEW QUESTION # 15 
Question:
A company wants to implement a security strategy that uses firewall, VPN, malware protection, and encryption. Which approach is
most suitable for achieving this goal?

A. Zero trust security
B. Defense-in-depth
C. Perimeter security
D. DMZ

Answer: B

Explanation:
Defense-in-depthis a security strategy thatlayers multiple security controlsthroughout the IT environment to protect data and
infrastructure.
* Firewalls (network layer)
* VPN (secure remote access)
* Malware protection (endpoint and gateway)
* Encryption (data in transit and at rest)
This approach reduces reliance on a single security measure and strengthens overall protection.
* Zero trust:Focuses on continuously validating trust.
* DMZ:Network architecture, not a full security approach.
* Perimeter security:Limited to the outer edge of the network.
Reference:Dell Information Storage and Management Foundations 2023 Study Guide, Section: Security Frameworks and
Approaches.

NEW QUESTION # 16 
Match each OSD (Object Storage Device) feature with its description:

Answer:

Explanation:
Explanation:
A screenshot of a computer AI-generated content may be incorrect.



#Flexible data access method:Object storage can offer multiple ways to access and interact with stored data, such as REST/SOAP
APIs (for object-based access) and file-sharing protocols (CIFS, NFS) for file-level access.
#Metadata-driven policy:Object storage uses rich metadata to define how objects are placed, protected, and managed, driven by
policies that respond to service-level requirements.
#Data protection:Object storage systems implement data protection at a global scale through replication or erasure coding to ensure
data durability and availability.
#Global namespace:Object storage abstracts physical locations, providing a single namespace (a unified view) so that applications
can seamlessly access data regardless of where it physically resides.
Reference:Dell Information Storage and Management Foundations 2023 Study Guide, Section: Object-Based Storage - Key
Features.

NEW QUESTION # 17 
Question:
A company is concerned about unauthorized access to its sensitive data. They want to implement security measures to ensure that
only authorized users can access the data. Which goal of information security are they primarily addressing?

A. Accountability
B. Integrity
C. Confidentiality
D. Availability

Answer: C

Explanation:
Confidentialityensures that sensitive data is only accessible to authorized users. This is a primary goal of information security,
achieved by:
* Access controls(authentication, authorization)
* Encryptionto protect data in transit and at rest
* Monitoring and auditingto detect unauthorized access
* Availability:Ensuring data/services are accessible when needed.
* Accountability:Tracking actions of users (audit trails).
* Integrity:Protecting data from unauthorized modification.
Reference:Dell Information Storage and Management Foundations 2023 Study Guide, Section: Security Controls and Principles.

NEW QUESTION # 18 
Question:
What is the most common technique used by malware protection software to detect malware?

A. Behavioral analysis
B. Reputation-based analysis
C. Signature-based detection
D. Heuristic analysis

Answer: C

Explanation:
Signature-based detectionis the most common method of malware detection. It works by comparing files and data to a database of
known malware signatures:
Fast and efficient for known threats.
Updated regularly by security vendors.
* Reputation-based:Looks at the trustworthiness of files/domains.
* Behavioral:Monitors actions and identifies suspicious patterns.
* Heuristic:Detects new malware based on file behaviors and patterns, useful for unknown threats.
Reference:Dell Information Storage and Management Foundations 2023 Study Guide, Section: Malware Detection Techniques.

NEW QUESTION # 19
......
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