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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q354-Q359):
NEW QUESTION # 354 
Which of the following OSI layers defines the electrical and physical specifications for devices?

A. Transport layer
B. Physical layer
C. Presentation layer
D. Data link layer

Answer: B

NEW QUESTION # 355 
Which of the following types of transmission is the process of sending one bit at a time over a single transmission line?

A. Unicast transmission
B. Multicast transmission
C. Parallel data transmission
D. Serial data transmission

Answer: D

Explanation:
In serial data transmission, one bit is sent after another (bit-serial) on a single transmission line. It is the simplest method of
transmitting digital information from one point to another. This transmission is suitable for providing communication between two
participants as well as for multiple participants. It is used for all long- haul communication and provides high data rates. It is also
inexpensive and beneficial in transferring data over long distances.
Answer option D is incorrect. In parallel data transmission, several data signals are sent simultaneously over several parallel channels.
Parallel data transmission is faster than serial data transmission. It is used primarily for transferring data between devices at the same
site. For instance, communication between a computer and printer is most often parallel, allowing the entire byte to be transferred in
one operation.
Answer option A is incorrect. The unicast transmission method is used to establish communication between a single host and a single
receiver. Packets sent to a unicast address are delivered to the interface recognized by that IP address, as shown in the following
figure:
Answer option C is incorrect. The multicast transmission method is used to establish communication between a single host and
multiple receivers. Packets are sent to all interfaces recognized by that IP address, as shown in the figure below:

NEW QUESTION # 356 
An IT company has just been hit with a severe external security breach. To enhance the company's security posture, the network
admin has decided to first block all the services and then individually enable only the necessary services. What is such an Internet
access policy called?

A. Paranoid Policy
B. Promiscuous Policy
C. Prudent Policy
D. Permissive Policy

Answer: A

Explanation:
The Paranoid Policy is a type of Internet access policy that is characterized by initially blocking all services and then selectively
enabling only those that are necessary. This approach is often taken as a security measure following a severe external breach, as it
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allows the network administrator to ensure that only essential and secure services are accessible, minimizing potential vulnerabilities.

NEW QUESTION # 357 
Andrew would like to configure IPsec in a manner that provides confidentiality for the content of packets. What component of IPsec
provides this capability?

A. ESP
B. AH
C. IKE
D. ISAKMP

Answer: A

Explanation:
The Encapsulating Security Payload (ESP) component of IPsec is designed to provide confidentiality for the content of packets.
ESP encrypts the data payload of IP packets to ensure that the information being transmitted remains confidential and cannot be
accessed or intercepted by unauthorized parties. This encryption is crucial for protecting sensitive data as it travels across insecure
networks, such as the internet.

NEW QUESTION # 358 
What is the correct order of activities that a IDS is supposed to attempt in order to detect an intrusion?

A. Intrusion Monitoring, Intrusion Detection, Response, Prevention
B. Prevention, Intrusion Monitoring, Intrusion Detection, Response
C. Intrusion Detection, Response, Prevention, Intrusion Monitoring
D. Prevention, Intrusion Detection, Response, Intrusion Monitoring

Answer: A

Explanation:
An Intrusion Detection System (IDS) is designed to monitor network or system activities for malicious actions or policy violations.
The correct order of activities that an IDS follows to detect an intrusion starts with Intrusion Monitoring, where it observes the
network traffic or system events. Following this, Intrusion Detection takes place, where the IDS analyzes the monitored data to
identify potential security breaches. Once a potential intrusion is detected, the Response mechanism is activated to address the
intrusion, which may include alerts or automatic countermeasures. Finally, Prevention is applied to improve the system's defenses
against future intrusions based on the detected patterns and responses.
References: This explanation is based on the standard operational procedure of IDS as per the Network Defender (CND)
objectives and documents1.

NEW QUESTION # 359
......
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