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What are the 4 characteristics of cloud computing? CORRECT ANSWERS Broad
network access

On-demand servicas

Resource Pooling

Measured of “meterad™ service

What NIST publication number defines doud computing? CORRECT ANSWERS 800-
145

What ISONEC standard provides information on clowd computing? CORRECT
ANSWERS 17788

What is another way of describing a functional businass requirament? CORRECT
ANSWERS nacessary

What is another way of descnbing a nonfunctional business requirement? CORRECT
ANSWERS nol neceasary

What is the greatest driver pushing orgs o the dioud? CORRECT ANSWERS Cost
EEVINGS

What is clowd bursting? CORRECT ANSWERS Ability 1o increases avaitable cloud
resources on demand

What are 3 characteristics of cloud computing? CORRECT AMSWERS Elasbcaty
Simpliciy

Scolabildy

What is a clowd customer? CORRECT ANSWERS Anyone purchasing cloud sanices
What is a cloud user? CORRECT ANSWERS Anyene using cloud services

What are the thres cloud computing senice modals? CORRECT ANSWERS
SaaS(Software as a-service)

Paa5|{Platform as a sarvica)

lmaS{infrastructune as a service)

What Is laa5 (Infrastructure as a Service)? CORRECT ANSWERS Cloud provider

provides all the physical capability and administration, while the customer is responsible
for logical resources.
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Many job-hunters want to gain the competition advantages in the labor market and become the hottest people which the companies
rush to get. But if they want to realize that they must boost some valuable Managing-Cloud- Security certificate to raise their values
and positions in the labor market. our Managing-Cloud-Security Study Guide is becoming increasingly obvious degree of helping the
exam candidates with passing rate up to 98 to 100 percent. All details of the Managng-Cloud-Security exam questions are
developed to aim squarely at improving your chance of success.

WGU Managing Cloud Security (JY02) Sample Questions (Q24-Q29):

NEW QUESTION # 24
When should a cloud service provider delete customer data?

A. After the specified retention period

B. When the cloud provider oversubscribes its storage space
C. After a scheduled data review

D. When the data has not been accessed in the last 30 days

Answer: A

Explanation:

The correct time for data deletion isafter the specified retention perioddefined by contractual agreements, regulatory frameworks, or
mternal policies. Retention policies ensure that data is kept for as long as necessary for business, legal, or compliance reasons but not
longer than required.

Oversubscription, inactivity, or review cycles are not valid triggers because they may conflict with compliance mandates such as
GDPR, HIPAA, or PCI DSS. Deleting data prematurely could result in legal penalties or business risks, while keeping it longer than
necessary could increase exposure.

By deleting data only after the retention period, providers demonstrate adherence to data governance principles and protect
customer rights while minimizing storage costs and liability.

NEW QUESTION # 25
Which phase of software design covers the combination of individual components of developed code and the determination of
proper interoperability?

A. Planning
B. Testing
C. Training
D. Coding

Answer: B

Explanation:

The phase of software design that integrates individual code components and verifies their interoperability is Testing, specifically
integration testing. After developers write and unit-test individual modules, those modules must be combined into a complete system
The testing phase ensures that these modules communicate properly, data flows correctly, and overall functionality meets
requirements.

Planning establishes project goals, coding builds individual components, and training prepares users. None of these directly verify
interoperability. Testing is critical because even well-fnctioning components may fail when combined, due to interface mismatches,
unexpected data structures, or dependency issues.

Cloud-based systemns often integrate microservices, APIs, and third-party services. Testing validates that these distributed
components interact seamlessly. Proper testing reduces defects, supports reliability, and ensures a consistent end-user experience. It
also aligns with DevOps practices, where continuous integration and automated testing pipelines quickly identify and remediate
interoperability issues.

NEW QUESTION # 26
Which tool should a developer use to describe the requirenments they have gathered for a code improvement they are tasked with
making as part of a current release?

o A. Cookies
o B. Notes
o (. Cases
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e D. Stories
Answer: D

Explanation:

In Agile development,user storiesare the standard way to capture requirements for new features or improvements. A user story
describes the functionality from the perspective of the end user, ensuring that development aligns with business needs.

"Cases" might refer to test cases, which validate requirements, but they are not used to describe them

Cookies are technical elements for web sessions, and notes are informal documentation.

User stories typically follow a format such as:"As a [role], I want [goal] so that [benefit]."This provides clarity, fosters
commumnication between developers and stakeholders, and ensures that acceptance criteria can be defined and tested. Using stories
as a requirement tool aligns with iterative, customer-focused release cycles.

NEW QUESTION # 27
What is the process of identifying and procuring stored data as evidence for legal purposes?

A. Electronic discovery
B. Forensic imaging

C. Gap analysis

D. Chain of custody

Answer: A

Explanation:

The correct answer iselectronic discovery (e-discovery). This process involves identifying, collecting, and producing electronically
stored information (ESI) that may serve as evidence i legal proceedings. E- discovery ensures that relevant data such as emails,
logs, or documents is preserved and made available in a legally defensible manner.

Chain of custody refers to documenting the handling of evidence once collected, while forensic imaging creates exact copies of digital
media. Gap analysis identifies weaknesses in processes but is unrelated to evidence collection.

E-discovery is essential in both corporate and cloud contexts, as data is often distributed across muiltiple environments. Cloud
providers may assist customers with e-discovery by providing tools for searching, tagging, and exporting relevant data. A sound e-
discovery process ensures compliance with legal obligations and prevents spoliation of evidence.

NEW QUESTION # 28

As part of training to help the data center engneers understand different attack vectors that affect the infrastructure, they work on a
set of information about access and availability attacks that was presented. Part of the labs requires the engineers to identify different
threat vectors and their names. Which threat prohibits the use of data by preventing access to it?

A. Denial of service
B. Encryption

C. Brute force

D. Rainbow tables

Answer: A

Explanation:

The described threat is aDenial of Service (DoS)attack. In security contexts, a DoS attack aims to make a system, application, or
data unavailable to legitimate users by overwhelming resources. Unlike brute force or rainbow table attacks, which target
authentication mechanisis, or encryption, which is a defensive control, DoS focuses on disrupting availability-the "A" in the
Confidentiality, Integrity, Availability (CIA) triad.

DoS can be executed in many ways: flooding a network with traffic, exhausting server memory, or overwhelming application
processes. When scaled by multiple coordinated systens, it becomes a Distributed Denial of Service (DDoS) attack. In either case,
the effect is the same-authorized users cannot access critical data or services.

For cloud environments, where service uptime is crucial, DoS protections such as rate limiting, auto-scaling, and upstream filtering
are essential. Training data center engineers to recognize DoS helps them understand the importance of resilience strategies and
ensures continuity planning includes availability safeguards.

NEW QUESTION # 29
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