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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q25-
Q30):
NEW QUESTION # 25 
An administrator is copying a system template profile between ADOMs by running the following command:
execute fmprofile export-profile ADOM 3547 /tmp/Backup_File
output dump to file: [/tmp/Backup_File]
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Where does this command export the system template profile from?

A. ADOM device database
B. FortiManager ADOM policy database
C. FortiManager /tmp/Backup_File folder
D. FortiManager configuration backup file

Answer: B

Explanation:
The command exports the system template profile from the FortiManager ADOM policy database, which stores the configuration
templates for devices within that ADOM.

NEW QUESTION # 26 
An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.
To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.
How can the administrator create this setup?

A. Enable workflow mode and the ADOM lock feature.
B. Enable the workspace (for all ADOMs) to control all changes made by any administrator.
C. Enable the prompt asking the administrator to accept firewall policies changes before saving.
D. Enable device lock and the advanced mode feature in the ADOM.

Answer: A

Explanation:
Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by multiple
administrators.

NEW QUESTION # 27 
Refer to the exhibit. An administrator is about to add the FortiGate device to FortiManager using the discovery process.
FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

What is the expected result?

A. During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.
B. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.
C. During discovery, FortiManager uses only the FortiGate serial number to establish the connection.
D. During discovery, FortiManager sets the NATed device IP address on FortiGate.

Answer: B

Explanation:
You can configure the FortiManger NATed IP address on FortiGate under the central management configuration. This allows
FortiGate to announce itself to FortiManager and try to re- establish the FGFM tunnel, if it is torn down. Configuring the



FortiManager NATed IP address on FortiGate allows both FortiManager and FortiGate to re-establish the FGFM tunnel. Also, if
you configure the FortiManager NATed IP address under the FortiManager system administrator settings, FortiManager sets this
address on FortiGate during the discovery process.

NEW QUESTION # 28 
An administrator has a FortiGate-HQ device with VDOMs-root, HR and Facilities, currently managed under the FortiManager
ADOM-Site1. They try to move VDOM HR to the FortiManager ADOM-Site2, but it does not work.
Why is the administrator not able to move FortiGate-HQ VDOM HR to FortiManager ADOM-Site2?

A. The administrator must delete the FortiGate-HQ device from FortiManager and add it again using the Add Device wizard
before moving the VDOM.
B. The administrator must have full access in the device layer of FortiGate-HQ VDOM-root before they can VDOMs to
different ADOMs.
C. FortiManager must be in ADOM normal mode, which does not allow VDOMs to be managed separately.
D. The FortiGate-HQ must be managed under the FortiManager ADOM-root to allow moving its VDOMs to different
ADOMs.

Answer: D

Explanation:
FortiGate devices must be managed under the FortiManager ADOM corresponding to the root VDOM to allow their individual
VDOMs to be moved and managed in different ADOMs. Managing the root VDOM in a different ADOM prevents moving
subordinate VDOMs across ADOMs.

NEW QUESTION # 29 
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does not match the device-level database.
B. The latest revision history for the managed FortiGate does match the FortiGate running configuration.
C. Configuration changes directly made on FortiGate have been automatically updated to the device-level database.
D. Configuration changes have been installed on FortiGate, which means the FortiGate configuration has been changed.

Answer: A,B

Explanation:
- conf: in sync - This is the sync status which shows that the latest revision history is in sync with Fortigate's configuration.
- There is a new modification on FortiManager device level DB (dev-db: modified) which wasn't installed to FortiGate (cond:
pending)

NEW QUESTION # 30
......
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