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¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE

solutions. It includes implementing various user onboarding methods, configuring administration settings,
and applying security posture checks and compliance rules to ensure a secure environment.

o SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
FH 2 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

=M 3
T and analyzing reports for user traffic and security issues to enhance overall security posture.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
=z 4 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.
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AE #27
What access point communication protocol does FortiAP use to communicate with FortiSASE in a micro branch deployment?

A. Control and Provisioning of Wireless Access Points (CAPWAP)
B. Lightweight Access Point Protocol (LWAPP)

C. Inter- Access Point Protocol (IAPP)

D. Wireless Application Protocol (WAP)

o
m

: A

EAE2 #28
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

A. Tt enforces multi-factor authentication (MFA) to validate remote users.

B. It enforces granular access policies based on user identities.

C. It secures traffic from endpoints to cloud applications.

D. It uses the identity & access management (IAM) portal to validate the identities of remote workers.
E. Tt offers zero trust network access (ZTNA) capabilities.

Y. B,CE

Y.

FortiSASE provides several features to ensure secure access for remote workers. The following three ways are particularly relevant:
It secures traffic from endpoints to cloud applications (Option B):FortiSASE secures all traffic between remote endpoints and cloud
applications by inspecting it in real time. This includes applying security policies, threat detection, and data protection measures to
ensure that traffic is safe and compliant.

It offers zero trust network access (ZTNA) capabilities (Option D):ZTNA ensures that remote workers are granted access to
resources based on strict verification of their identity and device posture. By treating all users and devices as untrusted by defauilt,
ZTNA minimizes the risk of unauthorized access and lateral moverment within the network.

It enforces granular access policies based on user identities (Option E):FortiSASE allows administrators to define and enforce fine-
grained access policies based on user identities, roles, and other attributes. This ensures that remote workers only have access to the
resources they need, reducing the attack surface.

Here's why the other options are incorrect:

A . Tt enforces multi- factor authentication (MFA) to validate remote users:While MFA is a critical security measure, it is typically
implemented through identity providers (e.g., FortiAuthenticator or third-party solutions) rather than directly through FortiSASE.

C . Tt uses the identity & access management (IAM) portal to validate the identities of remote workers:FortiSASE integrates with
IAM systens but does not use the IAM portal itself to validate identities. Identity validation is handled through authentication
mechanisns like SAML, LDAP, or OAuth.

Reference:

Fortinet FCSS FortiSASE Documentation - Secure Remote Access

FortiSASE Administration Guide - ZTNA and Access Policies

HEE #29
For FortiSASE point of presence (POP) to connect as a spoke, which Fortinet solution is required as standalone IPSec VPN hub?

A. secure web gateway (SWQG)

B. zero trust network access (ZTNA)
C. next generation firewall (NGFW)
D. SD-WAN

e C

ME.
A next-generation firewall is capable of acting as an IPSec VPN hub, providing the necessary functionality to establish and manage
VPN connections. It can handle the encryption, decryption, and authentication of traffic between the FortiSASE POP and the on-



premises network.
While other options like SD-WAN or ZTNA can also provide VPN capabilities, they are typically designed for different use cases
and may not have the same level of flexibility or control as a dedicated NGFW.

EE #30
Which secure internet access (SIA) use case minimizes individual endpoint configuration?

A. SIA using ZTNA

B. Agentless remote user internet access
C. Site-based remote user internet access
D. SIA for SSL VPN remote users

HE: B

CF

The agentless remote user internet access use case is designed to minimize individual endpoint configuration. In this scenario,
FortiSASE provides secure internet access without requiring the installation of an agent on the endpoint device. This approach is
particularly useful for environments with unmanaged devices or temporary users, as it eliminates the need for complex configurations
on each endpoint. Instead, security policies are enforced at the network level, ensuring consistent protection without relying on
endpoint-specific software.

Here's why the other options are incorrect:

A . Site-based remote user internet access: This use case nvolves securing internet access for users at a specific site or location,
typically through a gateway or firewall. While it simplifies configuration for all users at that site, it does not specifically mmnimize
individual endpoint configuration for remote users.

C . SIA for SSL VPN renote users: SSL VPN requires users to connect to the corporate network via a client or browser-based
mterface. This approach often involves additional configuration on the endpoint, such as installing and configuring the SSL. VPN
client.

D. SIA using ZTNA: Zero Trust Network Access (ZTNA) focuses on verifying the identity and posture of devices before granting
access to resources. While ZTNA enhances security, it may require endpoint agents or posture checks, which involve some level of
endpoint configuration.

Reference:

Fortinet FCSS FortiSASE Documentation - Secure Internet Access (SIA) Use Cases FortiSASE Administration Guide - Agentless
Remote User Access

EE #31
Why is it crucial to integrate advanced threat detection in security profiles designed for content inspection?
Response:

A. To detect sophisticated malware and security threats
B. To reduce the workload on IT staff

C. To enable faster network throughput

D. To provide compliance with international standards
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