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Nutanix Certified Professional - Business Continuity (NCP-BC) 7.5 Sample
Questions (Q95-Q100):
NEW QUESTION # 95 
An administrator is preparing to configure DR between an on-prem AZ and Nutanix Cloud AZ. Replication fails immediately after
configuration. Which prerequisite should be verified?

A. The clusters are running identical hypervisors.
B. Both clusters have external IP addresses.
C. Deduplication is disabled.
D. Synchronous replication is configured.

Answer: B

Explanation:
Establishing disaster recovery between an on-premises data center and a Nutanix Cloud Availability Zone (AZ) requires a robust
communication path that can traverse different network boundaries. Unlike local replication within a single site, cross-site replication-
especially to a public cloud environment-relies on the ability of the clusters to identify and reach one another over an external
network. Nutanix Disaster Recovery requires that both the on-premises cluster and the Nutanix Cloud AZ instance have external IP
addresses configured for their respective Controller VMs (CVMs) and virtual interfaces.
These external IP addresses allow the Cerebro service at the source site to establish a secure handshake with the Cerebro service at
the cloud site. Without these routable external IPs, the replication traffic is unable to find its destination, leading to the immediate
failure of the configuration as observed in this scenario. While identical hypervisors (Option A) are often preferred for simplicity,
Nutanix supports Cross-Hypervisor DR (CHDR). Furthermore, deduplication status (Option C) does not prevent the establishment
of a replication link. Synchronous replication (Option D) is restricted by latency requirements and is not a fundamental prerequisite
for basic connectivity to a cloud AZ. Therefore, verifying the presence of external, reachable IP addresses is the mandatory first step
in troubleshooting cross-site connectivity issues between on-premises and cloud environments.

NEW QUESTION # 96 
An administrator is planning to deploy some 2-node clusters and is reviewing data protection strategies for some of the critical VMs.
What can be the minimum RPO for these VMs?

A. 6 hour RPO
B. 0 minute RPO
C. 1 minute RPO
D. 1 hour RPO

Answer: D

Explanation:
Nutanix 2-node clusters are often used in small remote office (ROBO) environments to provide high availability with a smaller
hardware footprint. However, the reduced node count introduces specific limitations on advanced data protection features
compared to standard 3-node or larger clusters.
One of the key limitations of a 2-node cluster is the support for high-frequency replication. Technologies like NearSync (which
provides RPOs from 1 to 15 minutes) and Synchronous replication (0 RPO) require a minimum of three nodes to manage the
necessary metadata overhead, storage consistency, and lightweight snapshot (LWS) engine requirements. In a 2-node cluster, the
system is restricted to using standard Asynchronous replication. The minimum RPO supported for standard Asynchronous
replication in these small cluster configurations is typically 1 hour (60 minutes). An administrator attempting to set a more aggressive
RPO will find that the system does not support the necessary lightweight snapshot infrastructure.
Therefore, while a 2-node cluster provides excellent local availability, its off-site disaster recovery capability is limited to a 1-hour
RPO, which should be considered during the initial architectural design and risk assessment phase for critical workloads.

NEW QUESTION # 97 
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An organization has two Nutanix clusters managed by a single Prism Central (PC) instance. They intend to implement Synchronous
Replication between the sites. During a failover test, the administrator notices that automatic failover does not occur when the
primary site ' s storage becomes unavailable. What is the most likely cause of this behavior based on an analysis of the requirements?

A. Automatic failover is only supported when the clusters are managed by two different PC instances.
B. Automatic failover is only supported for network outages and not for storage outages.
C. Synchronous replication does not automatically failover without a Witness.
D. The RTT is likely more than 5ms, which disables automatic failover.

Answer: C

Explanation:
In a Nutanix Synchronous Replication or Metro Availability setup, data is mirrored in real-time, but the " intelligence " required to
automate a failover resides outside of the two primary clusters. Without a Witness VM (Option C), the secondary cluster cannot
distinguish between a total primary site failure and a simple network partition between the two data centers. If the clusters lose
communication but there is no Witness to act as an independent tie-breaker, the secondary cluster will stay in a " Standby " state and
will not automatically " promote " its storage to " Active " or power on the VMs. This is a safety mechanism to prevent " split-brain "
where two clusters might try to serve the same data, leading to corruption. To enable automatic failover, a Witness VM must be
deployed at a third, independent site and registered to both clusters. The Witness allows the secondary site to verify that the primary
site has indeed failed; once verified, the Witness grants the " lock " to the secondary site, allowing the automated failover process to
begin. Thus, the lack of a Witness is the " most likely cause " for why a failover test would fail to trigger automatically during a
storage or site outage.

NEW QUESTION # 98 
While attempting to execute a Commvault backup plan, an administrator received the following error for several VMs: " Virtual
Machine not found " . After confirming the VMs exist, the administrator finds the following related error message: " Event Code 91:4
Virtual machine [Nutanix-Web-Server] was not found.
Please verify that the virtual machine still exists and that the host is in the connected state. " Which action should the administrator
take to enable successful backups?

A. Ensure Virtual Trusted Platform Module (vTPM) is disabled on the VMs.
B. Ensure primary and recovery clusters are not registered to the same KMS.
C. Upgrade Nutanix Guest Tools (NGT) on the VM to the latest version.
D. Ensure the VM is created with local Key Management Server (KMS).

Answer: C

Explanation:
Nutanix integration with third-party backup vendors like Commvault often relies on the Nutanix Guest Tools (NGT) to facilitate
advanced backup features. NGT provides the necessary communication bridge between the guest VM ' s internal state and the
Nutanix AOS storage layer. The " Virtual Machine not found " error in a Commvault context, despite the VM being visible in Prism,
often indicates a breakdown in metadata communication or a mismatch in the guest agent ' s version .
If NGT is outdated or its internal " Nutanix Guest Agent " (NGA) service is failing, the backup software may be unable to retrieve
the correct VM UUID or state information required to initiate an application-consistent snapshot. Upgrading NGT to the latest
version ensures that the guest VM has the most current VSS hardware providers and metadata handlers, which are required for
modern backup orchestration. Furthermore, NGT upgrades often resolve internal registration issues where the cluster fails to
recognize the VM ' s active state due to legacy driver conflicts. By ensuring the NGT version is current and the NGA service is
healthy, the administrator establishes a reliable communication path, allowing Commvault to correctly identify and process the VM
for backup operations. This highlights the importance of maintaining NGT as part of regular cluster maintenance to ensure consistent
BCDR functionality.

NEW QUESTION # 99 
An administrator configures a protection policy that replicates workloads to two different recovery AZs (multisite deployment).
Replication to both recovery AZs is successful. However, when attempting to perform failover to the second recovery AZ, the
administrator cannot select it as a failover target.
Which setup step was most likely missed?

A. Increasing the snapshot retention count for both AZs
B. Enabling synchronous replication



C. Configuring static IP mapping
D. Creating a separate recovery plan for the second AZ

Answer: D

NEW QUESTION # 100
......
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