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Palo Alto Networks Next-Generation Firewall Engineer NGFW-Engineer
Prüfungsfragen mit Lösungen (Q70-Q75):
70. Frage 
How does a Palo Alto firewall handle traffic between two different security zones?

A. Traffic between zones is forwarded without inspection
B. Traffic is allowed automatically between zones
C. Traffic is denied by default unless a security policy explicitly allows it
D. Traffic is automatically encrypted between zones

Antwort: C
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71. Frage 
After an engineer configures an IPSec tunnel with a Cisco ASA, the Palo Alto Networks firewall generates system messages
reporting the tunnel is failing to establish. Which of the following actions will resolve this issue?

A. Ensure that an active static or dynamic route exists for the VPN peer with next hop as the tunnel interface.
B. Validate the tunnel interface VLAN against the peer's configuration.
C. Check that IPSec is enabled in the management profile on the external interface.
D. Configure the Proxy IDs to match the Cisco ASA configuration.

Antwort: D

Begründung:
The Proxy IDs (or Traffic Selectors) define the local and remote subnets that are allowed to communicate over the IPSec tunnel. If
the Proxy IDs on the Palo Alto Networks firewall do not match the configuration on the Cisco ASA, the tunnel will fail to establish
because the firewalls won't agree on which traffic to encrypt. Ensuring that the Proxy IDs match between the Palo Alto Networks
firewall and the Cisco ASA will resolve the issue.

72. Frage 
A network administrator is establishing a site-to-site VPN between a Palo Alto Networks firewall and a partner's Check Point
Security Gateway. The partner has provided a specific list of local and remote IP address subnets that are permitted through the
tunnel. The initial tunnel configuration on the PAN-OS firewall fails during the IKE Phase 2 exchange.
Which configuration step is essential to ensure compatibility with the policy-based Check Point gateway?

A. Define the local and remote subnets provided by the partner in the Proxy ID settings.
B. Create individual Security policies for each pair of local and remote subnets.
C. Assign a specific IP address to the tunnel interface to match the Check Point gateway.
D. Enable Dead Peer Detection (DPD) in the IKE Gateway configuration.

Antwort: A

Begründung:
A policy-based Check Point VPN expects the Phase 2 (Quick Mode) selectors to match specific local and remote subnets, so
defining those exact networks as Proxy IDs on the PAN-OS side ensures the negotiated traffic selectors align and allows Phase 2 to
complete successfully.

73. Frage 
After a recent high availability (HA) failover test on an active/passive cluster, an engineer noted a
30-45 second delay before traffic started flowing through a Link Aggregation Control Protocol (LACP) aggregate interface on the
newly active firewall.
What should have been configured to support LACP pre-negotiation to minimize LACP convergence delay?

A. Enable LACP fast failover.
B. Set HA link monitoring to aggressive.
C. Set LACP mode to passive.
D. Enable in HA passive state.

Antwort: D

Begründung:
Enabling LACP in the HA passive state allows the passive firewall to negotiate and maintain the LACP session with the switch
before it becomes active, so when a failover occurs the aggregate is already formed and traffic can pass with minimal convergence
delay.

74. Frage 
An administrator needs to ensure that a firewall can download threat prevention and software updates, but the management port is
on an isolated network without internet access.
Which service must be rerouted through a data plane interface using a service route to allow the firewall to download these updates?



A. External dynamic lists
B. Syslog
C. GlobalProtect Clientless VPN
D. Palo Alto Networks Services

Antwort: D

Begründung:
Threat prevention and software updates are delivered through Palo Alto Networks Services, and when the management interface
lacks internet access, this service must be rerouted through a data plane interface using a service route so the firewall can reach the
update infrastructure.

75. Frage
......
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