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Priifungsfragen mit Losungen (Q356-Q361):

356. Frage

A large company intends to use Blackberry for corporate mobile phones and a security analyst is assigned to evaluate the possible
threats. The analyst will use the Blackjacking attack method to demonstrate how an attacker could circumvent perimeter defenses
and gain access to the Prometric Online Testing - Reports
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https/ibt].prometric.comvusers/custom/report_queue/rq_str... corporate network. What tool should the analyst use to performa
Blackjacking attack?

A. Paros Proxy
B. BBProxy
C. Blooover
D. BBCrack

Antwort: B

357. Frage

John is investigating web-application firewall logs and observers that someone is attempting to inject the following;
char buff{ 10];

bufff>o] - 'a":

What type of attack is this?

A. Buffer overflow
B. XSS

C. SQL mjection
D. CSRF

Antwort: A

Begrindung;

Buffer overflow this attack is an anomaly that happens when software writing data to a buffer overflows the buffer's capacity, leading
to adjacent memory locations being overwritten. In other words, an excessive amount of information is being passed into a container
that doesn't have enough space, which information finishes up replacing data in adjacent containers. Buffer overflows are often
exploited by attackers with a goal of modifying a computer's memory so as to undermine or take hold of program execution.

Buffer overflow example
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What's a buffer?A buffer, or data buffer, is a neighborhood of physical memory storage wont to temporarily store data while it's
being moved from one place to a different . These buffers typically sleep in RAM memory. Computers frequently use buffers to
assist improve performance; latest hard drives cash in of buffering to efficiently access data, and lots of online services also use
buffers. for nstance , buffers are frequently utilized in online video streaming to stop interruption. When a video is streamed, the
video player downloads and stores perhaps 20% of the video at a time during a buffer then streams from that buffer. This way,
minor drops in connection speed or quick service disruptions won't affect the video stream performance.

Buffers are designed to contain specific amounts of knowledge . Unless the program utilizing the buffer has built-in instructions to
discard data when an excessive amount of is shipped to the buffer, the program will overwrite data in memory adjacent to the
buffer. Buffer overflows are often exploited by attackers to corrupt software. Despite being well-understood, buffer overflow attacks
are still a serious security problem that torment cyber-security teanms. In 2014 a threat referred to as 'heartbleed' exposed many
many users to attack due to a buffer overflow vulnerability in SSL software.

How do attackers exploit buffer overflows?An attacker can deliberately feed a carefully crafted input into a program which will
cause the program to undertake and store that mput during a buffer that isn't large enough, overwriting portions of memory
connected to the buffer space. If the memory layout of the program is well-defined, the attacker can deliberately overwrite areas
known to contain executable code. The attacker can then replace this code together with his own executable code, which may
drastically change how the program is meant to figure .For example if the overwritten part in memory contains a pointer (an object
that points to a different place in memory) the attacker's code could replace that code with another pointer that points to an exploit
payload. this will transfer control of the entire program over to theattacker's code.

358. Frage
Given below are different steps involved in the vulnerability-management life cycle:
Remediation



Identify assets and create a baseline

Verification

Monitor

Vulnerability scan

Risk assessment

Identify the correct sequence of steps involved in vulnerability management.

A2#4#5#3#6#1
B.2#1#5#6#4#3
C.1#2#3#4#5#6
D.2#5#6#1#3#4

Antwort: D

Begriindung;

In CEH v13 Module 10: Vulnerability Assessment, the Vulnerability Management Lifecycle is defined with the following structured
steps:

Identify assets & baseline (Step 2)

Vulnerability scanning (Step 5)

Risk assessment/prioritization (Step 6)

Remediation (Step 1)

Verification (Step 3)

Continuous monitoring (Step 4)

So the correct lifecycle flow is:

2H#SHO6H#1#3#4

This ensures vulnerabilities are identified, assessed, remediated, validated, and monitored on an ongoing basis.
Reference:

Module 10 - Vulnerability Management Lifecycle

CEH iLabs: End-to-End Vulnerability Assessment and Remediation

359. Frage
Gavin owns a white-hat firmand is performing a website security audit. He begins with a scan looking for misconfigurations and
outdated software versions. Which tool is he most likely using?

A. Metasploit
B. Armitage
C. Nmap

D. Nikto

Antwort: D

Begriindung;

Comprehensive and Detailed Explanation:

Nikto is an open-source web server scanner that:

* Checks for common vulnerabilities

* Detects outdated software versions

* Flags nsecure configurations and files

It is widely used for quick and comprehensive web vulnerability assessments.

From CEH v13 Courseware:

* Module 10: Web Application Hacking # Web Vulnerability Scanning Tools Reference:Nikto Project Page - httpsz/cirt.net/Nikto2

360. Frage

While performing a security audit of a web application, an ethical hacker discovers a potential vulnerability.

The application responds to logically incorrect queries with detailed error messages that divulge the underlying database's structure.
The ethical hacker decides to exploit this vulnerability firther. Which type of SQL Injection attack is the ethical hacker likely to use?

e A In-band SQL Injection
e B. Frror-based SOL Injection
e C. UNION SQL Injection



¢ D. Blind/mferential SQL Injection
Antwort: B

Begrindung;

Error-based SQL Injection is a type of in-band SQL Injection attack that relies on error messages thrown by the database server to
obtain information about the structure of the database. In some cases, error-based SQL injection alone is enough for an attacker to
enumerate an entire database.

The ethical hacker is likely to use this type of SQL Injection attack because the application responds to logically incorrect queries
with detailed error messages that divulge the underlying database's structure. This means that the attacker can craft malicious SQL
queries that trigger errors and reveal information such as table names, column names, data types, etc. The attacker can then use this
information to construct more complex queries that extract data from the database.

For example, if the application uses the following query to display the username of a user based on the user ID:

SELECT username FROM users WHERE id = '$id'

The attacker can inject a single quote at the end of the user ID parameter to cause a syntax error:

SELECT username FROM users WHERE id ='1'

The application might display an error message like this:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
near "1" at line 1 This error message reveals that the database server is MySQL and that the user ID parameter is enclosed in single
quotes. The attacker can then use other techniques such as UNION, subqueries, or conditional statements to manipulate the query
and retrieve data from other tables or colunns.

References:

* [CEHv12 Module 05: Sniffing]

* Types of SQL Injection (SQLI) - GeeksforGeeks

* Types of SQL Injection? - Acunetix
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