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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q549-Q554):
NEW QUESTION # 549 
Why would you consider sending an email to an address that you know does not exist within the company you are performing a
Penetration Test for?

A. To test for virus protection
B. To illicit a response back that will reveal information about email servers and how they treat undeliverable mail
C. To perform a DoS
D. To create needless SPAM
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E. To determine who is the holder of the root account

Answer: B

NEW QUESTION # 550 
How can rainbow tables be defeated?

A. Password salting
B. Use of non-dictionary words
C. Lockout accounts under brute force password cracking attempts
D. All uppercase character passwords

Answer: A

Explanation:
https://en.wikipedia.org/wiki/Salt_(cryptography)
A salt is random data that is used as an additional input to a one-way function that hashes data, a password, or passphrase. Salts are
used to safeguard passwords in storage. Historically a password was stored in plaintext on a system, but over time additional
safeguards were developed to protect a user's password against being read from the system. A salt is one of those methods.
A new salt is randomly generated for each password. In a typical setting, the salt and the password (or its version after key
stretching) are concatenated and processed with a cryptographic hash function, and the output hash value (but not the original
password) is stored with the salt in a database. Hashing allows for later authentication without keeping and therefore risking
exposure of the plaintext password in the event that the authentication data store is compromised.
Salts defend against a pre-computed hash attack, e.g. rainbow tables. Since salts do not have to be memorized by humans they can
make the size of the hash table required for a successful attack prohibitively large without placing a burden on the users. Since salts
are different in each case, they also protect commonly used passwords, or those users who use the same password on several sites,
by making all salted hash instances for the same password different from each other.

NEW QUESTION # 551 
Every company needs a formal written document that outlines acceptable usage of systems, prohibited actions, and disciplinary
consequences. Employees must sign this policy before using company systems.
What is this document called?

A. Information Security Policy (ISP)
B. Company Compliance Policy (CCP)
C. Information Audit Policy (IAP)
D. Penetration Testing Policy (PTP)

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
An Information Security Policy (ISP) is a high-level document that defines:
* What employees can and cannot do with IT systems.
* What data is protected and how.
* The consequences of policy violations.
* The company's commitment to security.
It must be signed by users to enforce compliance and protect organizational assets.
From CEH v13 Courseware:
* Module 20: Information Security Policies
* Module 1: Governance, Risk, and Compliance
Reference:CEH v13 Study Guide - Module 20: Components of an Information Security PolicyNIST SP 800-
53 - Security and Privacy Controls for Federal Information Systems

NEW QUESTION # 552 
Based on the following extract from the log of a compromised machine, what is the hacker really trying to steal?
[Note: Since the log extract is not shown in your message, we must rely on common indicators in similar scenarios.] If the log shows



paths such as:
Then the correct answer is:

A. C:\WINNT\system32\config\SAM
B. or related command lines accessing registry hives
C. or access to Repair\SAM or Repair\system

Answer: C

Explanation:
The Security Account Manager (SAM) file on Windows contains user account information, including password hashes. Hackers
target this file to extract credentials for offline cracking using tools like L0phtCrack or Cain & Abel.
From CEH v13 Official Courseware:
* Module 6: Malware Threats
* Module 4: Enumeration
CEH v13 Study Guide states:
"The SAM file stores hashed user credentials. If attackers gain access to it, they can extract password hashes and perform brute-
force or dictionary attacks offline." Common locations:
* C:\Windows\System32\config\SAM
* C:\Windows\Repair\SAM
Reference:CEH v13 Study Guide - Module 4: Enumeration # SAM and Registry Hive Attacks

NEW QUESTION # 553 
A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network.
What are some things he can do to prevent it? Select the best answers.

A. Use a firewall between all LAN segments.
B. If you have a small network, use static ARP entries.
C. Use a tool like ARPwatch to monitor for strange ARP activity.
D. Use only static IP addresses on all PC's.
E. Use port security on his switches.

Answer: B,C,E

Explanation:
ARP (Address Resolution Protocol) spoofing/poisoning is a common attack in which an attacker sends falsified ARP messages to
associate their MAC address with the IP address of another host. To defend against ARP spoofing:
* A. Port Security: Limits the number of MAC addresses per port; prevents MAC flooding and spoofing.
* B. ARPwatch: Monitors ARP traffic and alerts on unusual changes.
* D. Static ARP Entries: Prevent ARP responses from overwriting MAC-IP mappings, effective in small networks.
From CEH v13 Official Courseware:
* Module 8: Sniffing
* Module 11: Session Hijacking
* Module 20: Network Security
Incorrect Options:
* C: Firewalls operate at Layer 3+; ARP is a Layer 2 protocol, so firewalls don't prevent ARP spoofing.
* E: Static IP addresses do not prevent ARP poisoning.
Reference:CEH v13 Study Guide - Module 8: ARP Spoofing Mitigation TechniquesNIST SP 800-115 - Technical Guide to
Information Security Testing and Assessment

NEW QUESTION # 554
......
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