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R #390
The group owner of the /home/test directory would like to preserve all group permissions on files created in the directory. Which of
the following commands should the group owner execute?

A. chmod 777 /home/test

B. chmod gts /home/test

C. chown -hR test /home/test
D. chgrp test /home/test

IEf#: B

A -

This command will set the setgid bit on the /home/test directory, which means that any file or subdirectory created in the directory
will inherit the group ownership of the directory. This way, the group permissions on files created in the directory will be preserved.
The chmod command is used to change the permissions of files and directories. The g+s option is used to set the setgid bit for the
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group.

P #391
A systens administrator receives reports that several virtual machines in a host are responding slower than expected. Upon further

investigation, the administrator obtains the following output from one of the affected systems:

16:50:01

Which of the following best explains the reported issue?

¢ A The physical host has enough CPU cores, leading to users running more processes to compensate for the slower response
times.

¢ B. The physical host is running out of CPU resources, leading to insufficient CPU time being allocated to virtual machines.

¢ (. The virtual machine is running out of CPU resources, leading to users experiencing longer response times.

¢ D. The virtual machine has enough CPU cycles, leading to the system use percentage being higher than expected.

Ef#: C

fEE:

Based on the output from one of the affected systems, the best explanation for the reported issue is that the virtual machine is running
out of CPU resources, leading to users experiencing longer response times (D). The output shows that the system use percentage is
very high (57.85%), indicating that the virtual machine is using most of its CPU cycles for system processes. This leaves little CPU
time for user processes, which results in slower performance. The other explanations are not supported by the output or are
contradictory. Reference:

[CompTIA Linux+ Study Guide], Chapter 8: Optimizing Linux Performance, Section: Monitoring CPU Usage

[How to Interpret CPU Usage Statistics]

B #392

A user (userA) has reported issues while logging in to the system. The following output has been provided:
bash

Could not chdir to home directory /home/userA: Permission denied -bash:

/home/userA/.bash profile: Permission denied

# cat /etc/passwd | grep userA

userA:x:1234:3400:userA account/home/userA//bin/bash # passwd -S

userA userA PS 2022-10-17 1 99999 0 (Password set. SHAS12 crypt.) # groups userA admin dev usergrp
# Is -Ith /home/

drwx------ 7 root admin 9 Jan 17 2019 userA

drwxr-xr-x 4 userC app 9 Jan 23 2020 userC

Which of the following describes the issue userA is having?

A. The account password for userA has expired

B. The assigned home directory is not owned by userA
C. The password for userA is not set

D. The group for userA is not assigned correctly

IFf#: B

R -

The issue occurs because the home directory /home/userA is owned by root, not by userA, as seen fiom the Is -Ith /home output. In
Linux, the user must have ownership of their home directory to log in and access their files properly. To fix this, the administrator
must change ownership using chown userA:userA /home/userA.



M #393
‘Which of the following can be used to boot a DVD from a remote device to initialize a Linux system setup on bare metal hardware
as if it is a local DVD?

A.NFS
B. PXE
C. GRUB
D. UEFI

EfE: D
AR

https:/access.redhat.com/documentation/en-
us/red_hat enterprise_limux/6/html/installation_guide/ch-boot-x86

ER #394
A Linux administrator is troubleshooting SSH connection issues from one of the workstations.
When users attempt to log in from the workstation to a server with the IP address 104.21.75.76, they receive the following message:

ssh: connect to host 104.21._'1,_5,_,7,:?5{ port 22: Connection refused

CompT A
The administrator reviews the nformation below:

Workstation output 1: o

eth0: <BROADCAST,MULTICAST, UP, LOWER_UP> mtu gdisc mg state UP group default
link/ether 00:15:5d:e%:e9:fb brd 5.18%.15 Siscope globaf eth,
inet 5.189.153.89/24 brd 5.189.153.255 global ethO

default via 5.185.153.1 dev eth0
5.189.153.0/24 dev eth0 proto

i\

Workstation output 2: @

1l scope link src 5.189.153.89




Server output 1:

target prot opt source destination
REJECT tcp - 101.68.78.194 0.0.0.0/0 tcp dpt:22 ctstate NEW, UNTRACKED
reject-with icmp-port-unreachable
REJECT tcp - 222.186.180.130 0.0.0.0/0 tecp dpt:22 ctstate NEW, UNTRACKED
reject-with icmp-port-unreachable
REJECT tcp - 104.131.1.39 0.0.0.0/0 tcp dpt:22 ctstate NEW, UNTRACKED
reject-with icmp~pért-unreachable
REJECT tcp == 68.183.196.11 0.0.0.0/0 tcp dpt:22 €fstate \NEW, UNTRACKED
reject<wikth icmp-port-unreachable
REJECT tcp - 5.189.153.89 0.0.0.0/0 tepydpt: 22 ctstate NEW, UNTRACKED
reject-with icmp-port-unreachable
REJECT tcp -- 41.93.32.148 0.0.050/0 tepldpt:22 ctstate NEW, UNTRACKED

reject-with icmp-port-unreachable
Server output 2:

sshd. service - OpenSSH semwer daamon
Leadedimloaded {/isrlaisfsystemd/system/sshd.service: disabled: vendor preset: enabled)

Bctirel acg}ye‘(r < since Thu 2021-08-26 18:50:19 CEST; 2 weeks 5 days ago

Server output 3:

eth0: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gdisc mg state UP group default
link/ether 52:52:00:2a:bb:98 brd 104.21.75.255 scope global eth0
inet 104.21.75.76/24 brd 104.21.75.255 scope global eth0

Server output 4:

default via 104.21.75.254 dev eth0
104.21.75.0/24 dev eth0 proto kertnel scope link src 104.21.75.76

Which of'the following is causing the connectivity issue?

A. The workstation has the wrong IP settings.

B. The server has an incorrect default gateway configuration.

C. The server's firewall is preventing connections from being made.
D. The sshd service is disabled.

Ef#: C

R«

The server's firewall is preventing connections from being made, which is causing the connectivity issue. The output of iptables -L -n
shows that the firewall is blocking all incoming traffic on port 22, which is the defautlt port for SSH. The output of ssh -v
user@104.21.75.76 shows that the connection is refised by the server. To resolve the issue, the administrator needs to allow port
22 on the firewall. The other options are incorrect because they are not supported by the outputs. The workstation has the correct
IP settings, as shown by the output of ip addr show. The sshd service is enabled and running, as shown by the output of systemct1
status sshd. The server has the correct default gateway configuration, as shown by the output of ip route show. References:
CompTIA Limux+ (XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, pages 406-407.
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