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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q213-Q218):
NEW QUESTION # 213 
Which of the following access control methods is the most secure?

A. Biometric authentication
B. Multi-factor authentication
C. Single-factor authentication
D. Password-based authentication

Answer: A

Explanation:
Biometric authentication is considered the most secure access control method because it relies on unique physical or behavioral
characteristics of an individual, such as fingerprints, iris scans, or voice recognition. These characteristics are difficult to replicate or
forge, making it more difficult for unauthorized individuals to gain access.
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NEW QUESTION # 214 
Which of the following is the most secure and recommended method for storing sensitive user data in a database?

A. Using symmetric encryption
B. Using asymmetric encryption
C. Using hashing algorithms
D. Storing the data in plain text

Answer: C

Explanation:
Option 1: Incorrect. Storing sensitive user data in plain text is highly insecure and not recommended. If a database breach occurs, all
the data will be exposed without any protection.
Option 2: Incorrect. Using symmetric encryption would require storing the encryption key securely, which can be difficult.
Additionally, any access to the data would require the encryption key, adding complexity and potential vulnerabilities.
Option 3: Correct. Using hashing algorithms is the most secure and recommended method for storing sensitive user data in a
database. Hashing algorithms convert the data into a fixed-size string, making it difficult to reverse-engineer and obtain the original
data. This ensures that even if a breach occurs, the sensitive data remains protected.
Option 4: Incorrect. Using asymmetric encryption would also require storing the encryption keys securely and adds unnecessary
complexity for data retrieval, making it less practical for storing sensitive user data in a database.

NEW QUESTION # 215 
Which of the following is an example of a detective control?

A. Patch management
B. Security information and event management (SIEM) system
C. Encryption
D. Access control list (ACL)

Answer: B

Explanation:
A SIEM system is a detective control that collects and analyzes security event logs from various sources to identify and detect
potential security incidents. It provides real-time monitoring and alerts for suspicious activities, enabling organizations to identify and
respond to security events effectively.

NEW QUESTION # 216 
Which encryption algorithm is commonly used for securing wireless network communication?

A. DES
B. RC4
C. SSL
D. AES

Answer: D

Explanation:
AES (Advanced Encryption Standard) is widely used for securing wireless network communications. It is considered a strong and
secure symmetric encryption algorithm that provides confidentiality and data integrity in wireless networks. AES has become the
standard encryption algorithm for securing Wi-Fi networks (WPA2).

NEW QUESTION # 217 
What is the primary advantage of using reputation-based detection as a threat intelligence technique?

A. It requires less computational resources compared to other techniques.
B. It provides real-time detection of zero-day threats.



C. It helps block threats based on their historical behavior or reputation.
D. It can detect new or emerging threats based on their behaviors.

Answer: C

Explanation:
Reputation-based detection uses information about the historical behavior or reputation of entities (such as IP addresses or domains)
to determine their threat level. It helps in blocking threats known for their malicious activities.

NEW QUESTION # 218
......
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