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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q465-Q470):

NEW QUESTION # 465
Which of the following tools are used for enumeration? (Choose three.)

A. SolarWinds
B. Cheops
C. SID2USER

D. DumpSec
E. USER2SID

Answer: C,D,E
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NEW QUESTION # 466
Which of'the following statements is TRUE?

A. Packet Sniffers operate on both Layer 2 & Layer 3 of the OSI model.
B. Packet Sniffers operate on the Layer 1 of the OSI model

C. Packet Sniffers operate on Layer 3 of the OSI model

D. Packet Sniffers operate on Layer 2 of the OSI model.

Answer: A

Explanation:

According to CEH v13 Module 04: Enumeration and Module 08: Sniffing, packet sniffers such as Wireshark, tcpdump, and
EtherApe are designed to capture and analyze network traffic at the data link (Layer 2) and network (Layer 3) layers of the OSI
model

At Layer 2 (Data Link), sniffers capture Ethernet frames, including MAC addresses and frame type.

At Layer 3 (Network), sniffers interpret IP headers, IP addresses, and transport layer protocols (TCP, UDP).

They do not operate at Layer 1 (Physical) as they do not deal with raw electrical signals.

Packet sniffers also do not manipulate traffic but passively monitor and capture packets that traverse the network.
Therefore, the correct statement is:

Packet Sniffers operate on both Layer 2 & Layer 3 of the OSI model.

Option Analysis:

A). Layer 1:# Incorrect. Layer 1 is the physical layer (electrical, optical signals).

B). Layer 2: # Partially correct but ncomplete.

C). Both Layer 2 & Layer 3: Correct. Full coverage of packet sniffing capabilities.

D). Layer 3:# Partially correct but incomplete.

Reference from CEH v13 Courseware:

Module 08 - Sniffing, Section: How Packet Sniffers Work

CEH iLabs: Capturing Ethernet Frames and TP Packets Using Wireshark

OSI Model Mapping in CEH Official eBook

NEW QUESTION # 467

In this attack, a victimreceives an e-mail claiming to be from PayPal stating that their account has been disabled and confirmation is
required before activation. The attackers then scamto collect not one but two credit card numbers, ATM PIN, and other personal
details. Ignorant users usually fall prey to this scam.

Which of the following statement is incorrect related to this attack?

A. Do not reply to email messages or popup ads asking for personal or financial information
B. Do not send credit card numbers, and personal or financial information via e-mail

C. Do not trust telephone numbers in e-mails or popup ads

D. Review credit card and bank account statements regularly

E. Antivirus, anti-spyware, and firewall software can very easily detect these types of attacks

Answer: E

Explanation:

This is a classic phishing scam - a form of social engineering used to trick victins into giving up sensitive information.
Statement D is incorrect because:

* Antivirus, anti-spyware, and firewalls are primarily designed to stop malware and network intrusions.

* They cannot reliably detect social engineering attacks like phishing emails, especially if the email content appears legitimate.
* Detection of phishing is more reliant on user awareness and email filtering policies.

From CEH v13 Courseware:

* Module 7: Social Engineering

* Module 5: Email Security

CEH v13 Study Guide states:

"Phishing attacks are psychological rather than purely technical. Antivirus tools cannot detect or prevent all phishing attempts
because these are based on user manipulation rather than system compromise." Reference:CEH v13 Study Guide - Module 7:
Phishing and Social Engineering TacticsFTC.gov - Phishing Scans Prevention Guide



NEW QUESTION # 468
Which of the following describes the characteristics of a Boot Sector Virus?

A. Moves the MBR to another location on the RAM and copies itself to the original location of the MBR.

B. Modifies directory table entries so that directory entries point to the virus code instead of the actual program.
C. Moves the MBR to another location on the hard disk and copies itself to the original location of the MBR.
D. Overwrites the original MBR and only executes the new virus code.

Answer: C

Explanation:

A Boot Sector Virus infects the master boot record (MBR) of the system. When a system boots, it first loads the MBR into
memory. A Boot Sector Virus takes advantage of this by moving the original MBR to a different location on the hard disk and
writing itself to the original MBR location. This ensures that it is executed first during system startup.

As per CEH v13 course material:

"A boot sector virus infects the master boot record of a hard disk. It moves the original boot sector to a different location on the
hard disk and replaces it with its own malicious code. When the computer is booted, the virus loads first and then hands control to
the original boot sector code." Reference - CEH v13 Study Guide:

Module 06: Malware Threats, Section: "Types of Malware", Subsection: "Boot Sector Viruses" Incorrect Options Explained:

* A: Describes directory virus behavior, not boot sector.

* B: The virus moves MBR on the hard disk, not RAM.

* D: Some viruses overwrite MBR, but most preserve the original and move it to another disk location to maintain system

operability.

NEW QUESTION # 469
Based on the below log, which of the following sentences are true?
Mar 1, 2016, 7:3328 AM 10.240.250.23 - 54373 10.249.253.15 - 22 tcp_ip

A. Application is SSH and 10.240.250.23 is the client and 10.249.253.15 is the server.
B. Application is FTP and 10.240.250.23 is the client and 10.249.253.15 is the server.
C. Application is SSH and 10.240.250.23 is the server and 10.249.253.15 is the client.
D. SSH communications are encrypted; it's impossible to know who is the client or the server.

Answer: A

Explanation:

Mar 1, 2016, 7:33:28 AM 10.240.250.23 - 54373 10.249.253.15 - 22 tcp_ip Let's just disassemble this entry.
Mar 1, 2016, 7:3328 AM - time of the request

10.240.250.23 - 54373 - client's IP and port

10.249.253.15 - server IP

- 22 - SSH port

NEW QUESTION # 470
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