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¢ Application and Data Security This section of the exam measures skills of Cloud Security Analysts and

explores how to defend applications and data from cyber threats. It infroduces the MITRE ATT&CK
=x 1 framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegmentation, and creating policies for
secure application connectivity in multicloud environments.

¢ User and Device Security: This section of the exam measures skills of Identity and Access Management

Engineers and deals with authentication and access control for users and devices. It covers how to use
=x 2 identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

¢ SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses

on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the
FH 3 different network zones—and defining ‘Secure Domains’ to organize security policy implementation
effectively.

e Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on

=M 4 ensuring common identity across platforms, setting multicloud policies, integrating secure access service

edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

o Threat Response: This section of the exam measures skills of Incident Response Engneers and focuses on

responding to threats through automation and data analysis. It covers how to act based on telemetry and
=M 5 audit reports, manage user or application compromises, and implement response steps such as
containment, reporting, remediation, and reinstating services securely.
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¢ Visibility and Assurance: This section of the exam measures skills of Security Operations Center (SOC)
Analysts and focuses on monitoring, diagnostics, and compliance. It explains the Cisco XDR solution,

=X 6 discusses visibility autormation, and describes tools for traffic analysis and log management. The section also

mnvolves diagnosing application access issues, validating telemetry for behavior analysis, and verifying user

access with tools like firewall logs, Duo, and Cisco Secure Workload.

¢ Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These

=H 7 frameworks guide best practices and compliance in designing secure systems and managing cloud

environments responsibly.
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The importance of VPN policies for remote users is to ensure:

A. Secure and encrypted access to corporate resources from any location
B. The use of public Wi-Fi networks for corporate access

C. Renote users cannot access sensitive corporate resources

D. That remote users have a slower connection to prioritize office users
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Refer to the exhibit. An engineer nuist enable access to Salesforce using Cisco Umbrella and Cisco Cloudlock. These actions were
performed:

* From Salesforce, add the Cloudlock IP address to the allow list

* From Cloudlock, authorize Salesforce

However, Salesforce access via Cloudlock s still unauthorized. What should be done to meet the requirements?

A. Fromthe Salesforce admin page, grant network access to Cloudlock
B. From the Cloudlock dashboard, grant network access to Salesforce.
C. Fromthe Salesforce admin page, grant API access to Cloudlock.

D. Fromthe Cloudlock dashboard, grant API access to Salesforce.

HE. A
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When integrating Cisco Cloudlock with SaaS platforns like Salesforce, two core authorizations are required:

network access and API authorization. In the scenario, Cloudlock has been authorized in Salesforce, and its IP has been allow-
listed. However, if access is still denied, the most likely cause is that Salesforce has not been configured to accept traffic from
Cloudlock's IP range - a process handled from the Salesforce admin panel

To resolve the issue, network access must be explicitly granted to Cloudlock from within Salesforce. This ensures that Salesforce
accepts requests initiated by Cloudlock for monitoring and enforcement.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4:

Application and Data Security, Pages 85-87.
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Also supported by Cisco Cloudlock for Salesforce Deployment Guide.
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Refer to the exhibit. An engineer is mvestigating an unauthorized connection issue using Cisco Secure Cloud Analytics. Which two
actions must be taken? (Choose two.)

A. Reinstall the host from scratch.

B. Block the unwanted IP addresses on the firewall
C. Reinstall the host froma recent backup.

D. Inform the incident management team.

E. Validate the IDS logs
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The Secure Cloud Analytics alert indicates suspicious heartbeat-based connections from an internal server (ip-

10-201-0-16) to muiltiple suspicious IPs over UDP/port 53 (DNS). This behavior suggests command-and- control (C2) activity or
botnet comnumications.

B: Alerting the incident response (IR) team is a critical next step in escalating a verified threat as per SCAZT Section 6 (Threat
Response, Pages 114-117).

D: Blocking the identified malicious IPs on perimeter firewalls or network access control devices is an appropriate containment step
to disrupt commumication.

Reinstallation (A/E) is premature without a full forensic nvestigation. Validating IDS logs (C) is useful but not immediate response-
focused compared to actions B and D.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 114-117
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Cisco Secure Cloud Analytics helps in:

A. Solely managing on-premises network traffic

B. Conplicating compliance reporting

C. Decreasing visibility into cloud infrastructure

D. Identifying potential security threats across cloud environments
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A web application firewall (WAF) protects against DDoS attacks by:

A. Decreasing the security settings to allow all traffic

B. Physically disconnecting the server during an attack

C. Ignoring signs of an attack to maintain website functionality

D. Analyzing and filtering incoming traffic to identify and block malicious requests
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