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HR #48

What is the meaning of letter "R" on an active session in the menu PPP Active Connections?

o A. Renote
e B. Radius

e C. Ruming
EfE: B

HR #49

Where can you monitor (see addresses and ports) real-time connections which are processed by the router?

A. Tool Torch

B. Firewall Connection Tracking
C. Firewall Counters

D. Queue Tree

Eﬁ: A\ B

H #50
The highest queue priority is:

A0
B. 1
C.2
D.3

Ef#: C

A -

MikroTik RouterOS supports prioritizing traffic in queues using a numerical priority system. The queue priority values range from 1
to 8, where:

* 1 = Highest priority (most preferred)

* 8 = Lowest priority (least preferred)

This means that traffic marked with priority 1 is processed before traffic with lower priorities. Priorities are used within simple
queues, queue trees, and in some packet marking strategies.

Evaluation:

* A. 1 ##Correct. This is the highest priority.

* B. 256 ##nvalid priority value in MikroTik queues.

* C. 16 ##Priority range is only 1 to 8.

* D. 8 ##Lowest priority.

MTCNA Course Slides - QoS and Queuing;
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"Queue priority values range from 1 to 8. Lower values indicate higher priority." Rene Meneses Study Guide - Traffic Management
Section:

"MikroTik queues use priority values from 1 (highest) to 8 (lowest)."

Terry Combs Notes - QoS and Prioritization:

"Set queue priority to 1 for critical traffic like VoIP or routing protocols."

HA #51

Consider the following network diagram In R1, you have the following configuration:

/ip route

add dst-address=192.168.1.0/24 gateway=192.168.99.2

/ip firewall nat

add chainesrcnat out-interface=FEther| action=masquerade

On R2, if you wish to prevent all access to a server located at 192.168.1.10 from LAN1 devices, which of the following rules would
be needed?

A. /ip firewall filter add chain=forward src-address=192.168.0.0/24 dst-address=192.168.1.10 action—=drop
B. /ip firewall filter add chain=input src-address=192.168.99.1 dst-address=192.168.1.10 actior=drop

C. /ip firewall filter add chain=forward src-address=192.168.99.1 dst-address=192.168.1.10 actior=drop
D. /ip firewall nat add chain=dstnat src-address=192.168.99.1 dst-address=192.168.1.10 actior=drop

EfE: A

A -

The key requirement is to block traffic from LAN1 to the nternal server at 192.168.1.10. Given that R1 uses masquerade (srcnat),
all packets arriving at R2 from LAN1 will appear as if they come fromR1's IP (192.168.99.1). Therefore, filtering by the original IP
(LANT clients like 192.168.0.x) won't work unless you stop the traffic before it's NATed.

So the correct way is to drop the packets before they reach the server by identifying the original subnet (LAN1), which is
192.168.0.0/24, m the forward chain.

* A. Wrong: You're filtering based on the post-NAT address (192.168.99.1), not the source LAN subnet.

* B. Correct: Block traffic coming from 192.168.0.0/24 (LANT1) before it hits the NAT rule.#

* C. Wrong chain: input is only for traffic destined to the router itself.

* D. Incorrect chain: dstnat is for translating destination IP, not filtering,

MTCNA Firewall Module - NAT and Forwarding Concepts:

"Filter before NAT to match pre-NAT source addresses. Masquerade masks real source IP." Rene Meneses MTCNA Guide -
Practical Firewall Rules:

"When masquerade is applied, forward chain rules using original IP must be placed before the NAT rule." Terry Combs Notes -
Firewall Filtering;

"Forward chain handles routed traffic. Use it to block routed traffic between subnets."

E R #52
Ifyou need to make sure that one computer in your Hot-Spot network can access the Internet without Hot-Spot authentication,
which menu allows you to do this?

A. Walled-garden
B. Walled-garden IP
C. IP bindings

D. Users

IEf#: A
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