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Solutions-Architect-Associate Priifungsfragen mit Losungen (Q1014-Q1019):

1014. Frage

You are setting up some IAM user policies and have also become aware that some services support resource-based permissions,
which let you attach policies to the service's resources instead of to [AM users or groups. Which of the below statements is true in
regards to resource-level permissions?

A. Resource-level permissions are supported by Amazon CloudFront

B. Some services support resource-level permissions only for some actions.
C. All services support resource-level permissions only for some actions.
D. All services support resource-level permissions for all actions.

Antwort: B

Begrindung;

AWS Identity and Access Management is a web service that enables Amazon Web Services (AWS) customers to manage users
and user permissions in AWS. The service is targeted at organizations with mutltiple users or systens that use AWS products such as
Amazon EC2, Amazon RDS, and the AWS Management Console. With IJAM, you can centrally manage users, security credentials
such as access keys, and permissions that control which AWS resources users can access.

In addition to supporting IAM user policies, some services support resource-based permissions, which let you attach policies to the
service's resources instead of to IAM users or groups. Resource-based permissions are supported by Amazon S3, Amazon SNS,
and Amazon SQS.

The resource-level permissions service supports IAM policies in which you can specify individual resources using Amazon Resource
Names (ARNSs) in the policy's Resource element.

Some services support resource-level permissions only for some actions.

Reference: httpz//docs.aws.amazon.com/IAM/latest/UserGuide/Using_SpecificProducts.html

1015. Frage

A company runs a website that stores images of historical events. Website users need the ability to search and view images based on
the year that the event in the image occurred. On average, users request each image only once or twice a year The company wants a
highly available solution to store and deliver the images to users.

‘Which solution will meet these requirements MOST cost-effectively?

¢ A. Store images in Amazon Elastic File System (Amazon EFS). Use a web server that runs on Amazon EC2.

e B. Store images in Amazon S3 Standard. use S3 Standard to directly deliver images by using a static website.

¢ C. Store images in Amazon S3 Standard-InfrequentAccess (S3 Standard-IA). use S3 Standard-1A to directly deliver images
by using a static website.

¢ D. Store images in Amazon Elastic Block Store (Amazon EBS). Use a web server that runs on Amazon EC2_

Antwort: B

Begriindung;

it allows the company to store and deliver images to users in a highly available and cost-effective way. By storing images in Amazon
S3 Standard, the company can use a durable, scalable, and secure object storage service that offers high availability and
performance. By using S3 Standard to directly deliver images by using a static website, the company can avoid running web servers
and reduce operational overhead. S3 Standard also offers low storage pricing and free data transfer within AWS Regions.
References:

Amazon S3 Storage Classes

Hosting a Static Website on Amazon S3

1016. Frage

An online learning company is migrating to the AWS Cloud. The company maintains its student records in a PostgreSQL database.
The company needs a solution in which its data is available and online across multiple AWS Regions at all times.

‘Which solution will meet these requirements with the LEAST amount of operational overhead?



e A Migrate the PostgreSQL database to an Amazon RDS for PostgreSQL DB instance. Create a read replica in another
Region.

¢ B. Migrate the PostgreSQL database to an Amazon RDS for PostgreSQL DB instance with the Multi- AZ feature turned on.

¢ (. Migrate the PostgreSQL database to an Amazon RDS for PostgreSQL DB instance. Set up DB snapshots to be copied
to another Region.

¢ D. Migrate the PostgreSQL database to a PostgreSQL cluster on Amazon EC2 instances.

Antwort: A

Begrindung;

" online across multiple AWS Regions at all times". Currently only Read Replica supports cross-regions , Multi- AZ does not support
cross-region (it works only in same region)
https:/aws.amazon.convabout-aws/whats-new/2018/01/amazon-rds-read-replicas-now-support-multi-az-deploym

1017. Frage

A company serves its website by using an Auto Scaling group of Amazon EC2 instances in a single AWS Region. The website does
not require a database The company is expanding, and the company's engineering team deploys the website to a second Region.
The company wants to distribute traffic across both Regions to accommodate growth and for disaster recovery purposes The
solution should not serve traffic froma Region in which the website is unhealthy.

Which policy or resource should the company use to meet these requirements?

A. An Amazon Route 53 simple routing policy

B. An Amazon Route 53 multivalue answer routing policy

C. An Application Load Balancer in one Region with a target group that specifies the EC2 instance IDs from both Regions

D. An Application Load Balancer in one Region with a target group that specifies the IP addresses of the EC2 instances from
both Regions

Antwort: B

Begrindung;

Amazon Route 53 Multivalue Answer Routing: This routing policy allows Route 53 to return multiple values, such as IP addresses, in
response to DNS queries. This can distribute traffic across multiple resources and includes health checks to ensure traffic is only
routed to healthy instances.

Health Checks:

Configure health checks for each Region to monitor the health of the website instances.

Route 53 will only include healthy instances in the DNS responses, ensuring that traffic is not routed to an unhealthy Region.

Load Distribution and Disaster Recovery:

Multivalue answer routing helps balance the load between instances in different Regions.

Ifinstances in one Region become unhealthy, Route 53 will route traffic to the healthy instances in the other Region.

Operational Smplicity: This solution does not require complex configurations or additional resources, making it a simple yet effective
way to distribute traffic and ensure high availability.

References:

Amazon Route 53 Routing Policies

Multivalue Answer Routing

1018. Frage

You are responsible for a legacy web application whose server environment is approaching end of life You would like to migrate this
application to AWS as quickly as possible, since the application environment currently has the following limitations:

- The VM's single 10GB VMDK is almost full

- Me virtual network interface still uses the 10Mbps driver, which leaves your 100Mbps WAN connection completely underutilized
- It is currently running on a highly customized. Windows VM within a VMware environment:

- You do not have me installation media

This is a mission critical application with an RTO (Recovery Time Objective) of 8 hours.

RPO (Recovery Point Objective) of 1 hour.

How could you best migrate this application to AWS while meeting your business continuity requirerments?

e A Use Import/Export to import the VM as an ESS snapshot and attach to EC2.
e B. Use the EC2 VM Import Connector for vCenter to import the VM into EC2.
e (. Use S3 to create a backup of the VM and restore the data into EC2.



D. Use me ec2-bundle-instance API to Import an Image of the VM into EC2

Antwort: B

1019. Frage
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