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Case Study 1 - Fabrikam Inc.

Background

Fabrikam Inc. is a global retail analytics company that provides Al-driven demand forecasting and product recommendation services
to online retailers. The company is modernizing its solution to run entirely on Microsoft Azure.

The platform ingests transaction data, generates embeddings for semantic retrieval, perforns vector similarity search, and returns
product recommendations through containerized microservices. Developers use Python and Azure SDKs. Operations teams manage
container orchestration, scaling, monitoring, and security.
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The solution must meet strict performance, scalability, and security requirements.

Current environment

Application architecture

The Recommendation engine is a customer-facing HTTP API running as a containerized Python application. The engine is deployed
to Azure Container Apps (ACA).

Embeddings are stored in Azure Database for PostgreSQL by using pgvector.

Semantic retrieval uses metadata filtering combined with vector similarity search.

Azre Managed Redis is used as a caching layer.

Front-end and API workloads are deployed to Azure Container Apps (ACA).

Batch model retraining workloads run in Azure Kubernetes Service (AKS).

Container and CI/CD

Container images are stored in Azure Container Registry (ACR).

CI/CD uses ACR Tasks to build images on commit.

ACA environments support revision management.

AKS workloads are deployed by using Kubernetes manifest files stored in Git.

Monitoring

Logs are collected in Azure Monitor.

Teams inspect container logs and Kubernetes events when troubleshooting,

Developers write KQL queries to analyze latency spikes.

Business requirements

Customer experience: Maintain a seamless, low- latency recommendation experience for end- users, even during unpredictable
seasonal traffic spikes.

Operational cost efficiency: Minimize compute expenditures by deallocating resources during periods of nactivity and by preventing
runaway scaling costs.

Data integrity and freshness: Ensure that product recommendations always reflect the most current catalog metadata and pricing to
prevent customer dissatisfaction.

Security and compliance: Adhere to a Zero Trust security model by eliminating long-lived credentials and centralizing the
management of all sensitive secrets.

Global scalability: Support the rapid ingestion of millions of new product embeddings daily without degrading query performance for
existing retailers.

Technical requirements

Performance: Semantic search latency must remain under 200 milliseconds at peak load.

Database optimization: Use pgvector for embeddings and implement metadata filtering to reduce compute overhead. Configure
compute and memory appropriately for vector workloads to ensure high-dimensional index residency in RAM and efficient
mathematical throughput. Vector similarity calculations must be performed only against products that satisfy mandatory metadata
constraints.

Database performance: Database connections must support high concurrency with minimal latency through the implementation of
connection optimization.

Data load strategy: To ensure maximum ingestion throughput, secondary indexes must be applied only after bulk loading of
embeddings is complete.

Caching: Redis cache entries must expire automatically after 10 minutes. Implement a reactive mechanism to invalidate cache entries
upon metadata updates.

Identity: Use managed identities for all service-to-service and service-to-database authentication.

Plain-text credentials in configuration files are strictly prohibited.

Secret management: All secrets must be stored centrally. Secrets must be rotated automatically by using a centralized lifecycle
policy.

Scaling: Use Kubernetes event-driven autoscaling (KEDA) for event-driven scaling, The Recommendation API nust scale based on
HTTP traffic, while batch jobs must scale based on queue length and support scale-to-zero.

CI/CD: All images musst be stored in Azure Container Registry. Use ACR Tasks to automate image builds triggered by source code
comuits.

Monitoring: Use KQL to analyze performance telemetry and troubleshoot microservice connectivity failures. Inspect logs and events
when troubleshooting AKS and ACA.

Hotspot Question

Youneed to configure the database resources for the Azure Database for PostgreSQL instance.

How should you conplete the configuration to meet the business and technical requirements? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.



PostgreSQL compute, memory, and storage configuration for vector workloads

Requirement Configuration
Meet the 200ms semantic search latency requirement. -

| Increase compute vCores.

Nincredse max_connections.

| Increase memory allocation,

Optimize the environment for high-dimensional pgvectof ifdax residency v
| Enable read replica.

| Increase max_connections.

| Increase memory allocation.

Support the continuous ingestion of transaction-based embeddings hd

| Enable storage autoscale.
L e fcre&se compute vCores.
Microsoitt
VIITCT OS50 Indease backup retention.

Antwort:
PostgreSQL compute, memory, and storage configuration for vector workloads
Requirement Configuration
Meet the 200ms semantic search latency requirement. v

| Increase compute vCores.

Nincredse max_connections.

| Increase memory allocation.

Optimize the environment for high-dimensional pgvectofifdéx residency v
| Enable read replica.

| InCrease max_connections.

| Increase memory allocation.

Support the continuous ingestion of transaction-based embeddings -

| Enable storage autoscale.
. JL_nma-ase compute vCores.
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Vv VOV lné:ease backup retention.

Explanation:

Box 1: Increase compute vCores

Technical requirements, Performance: Semantic search latency must remain under 200 milliseconds at peak load.

To reduce semantic search latency under 200 milliseconds at peak load, the best action is to Increase compute vCores.

Vector similarity search and semantic retrieval are highly CPU-intensive operations. The math behind vector distance calculations
(such as Cosine similarity, Dot Product, or Euclidean distance) relies heavily on mathematical operations executed per query. When
a system experiences peak load, compute vCores easily become the primary bottleneck. Adding more vCores directly increases
parallel processing capacity, dramatically shortening the execution time of similarity calculations and keeping retrieval latency within
the required 200 ms SLA.

Box 2: Increase memory allocation

The best action is to increase memory allocation.

High-dimensional vector indexes (such as HNSW or IVFFlat managed by the pgvector extension) are highly resource-intensive and
rely heavily on RAM. To maintain fast vector similarity searches and avoid high-latency disk operations, the entire vector index must
fit into memory (RAM residency). Scaling up the database instance's memory directly expands the PostgreSQL shared buffers and



cache, ensuring the high-dimensional index remains resident in RAM for rapid semantic retrieval.

Box 3: Enable storage autoscale

Enable storage autoscale is the best action to support the continuous ingestion of transaction- based embeddings.

Continuous Ingestion Demands Dynamic Space: Continuous transaction processing causes vector databases (such as Azure
Database for PostgreSQL with pgvector or Azure SQL Database) to expand constantly over time.

Preventing Ingestion Failures: If storage reaches capacity limits, the database switches into a read-only state. This immediately fails
and halts all incoming real-time embedding write operations. Enabling storage autoscale allows the environment to dynamically
provision storage on the fly without downtime.

Reference:

https:/dlacmorg/doi/10.1145/3695053.3731013
httpsz/lear.microsoft.com/en-us/training/paths/develop-ai-solutions-azure-database-postgresql/
httpsy/leam.microsoft.com/en-us/azure/architecture/guide/technology-choices/vector-search
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Youneed to implement trace correlation according to the business requirerments.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you se lect.

Fodapdoy e instiumgnted sewicss

Canfiqure a trace sxporter in the OpenTelameatry SO

| £ Instrument t eup-.ln&m:od ng the Upenlelemetry {
--zzz-am lcmseﬁ

O applcatyon Code t.--), iy Y thae
iem Teleme iy SLK

2 I Confiqure a trace exportiy v the OpenTelemetry S0

3 IEE Hedegoloy the ipglluthenied services,

Verified answer: 1) Instrument the application code with the OpenTelemetry SDK; 2) configure an Azure Monitor trace exporter in



the OpenTelemetry SDK; 3) redeploy the instrumented services.

Detailed Explanation: Trace correlation requires the application to create OpenTelemetry spans and an exporter to send those spans
to Azure Monitor. Instrumentation must therefore be present before the updated service is deployed. The previous Application
Insights SDK instrumentation does not satisfy the case-study requirement that all tracing use OpenTelemetry. Configuring an
OpenTelemetry view is unrelated to basic distributed-trace export, and calling TrackEvent is an Application Insights SDK pattern
rather than the required OpenTelemetry approach.

Study Guide Alignment: Security and operations: Key Vault, App Configuration, managed identity, OpenTelemetry, Azure Monitor,
and KQL-based troubleshooting.

Official Microsoft Learn References: AI-200 Study Guide | Enable Azre Monitor OpenTelemetry
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You are developing a microservices-based application that uses Azure Container Apps The application consists of several
containerized services that handle tasks, such as processing orders, managing inventory, and generating reports.

You nust secure the container apps. All apps must reside in the same virtual network, share the same Dapr configuration, and share
the same logging location.

Apps must support the configuration of the amount of memory and compute resources available to containers.

Youneed to configure the Azure Container App

How should you conplete the CLI command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

N MyConTainerApp =g MyResourced

|eny
|create

{add-on

n MyContainerApp -f MyResourcedrotp --location eastus2
--enable-mtls

--internal-onkly

--enable-workload-profiles

--enable-mitls

==intermal-onky

Explanation:

Azure Container App CLI commancd ViicrosoTt

Verified answer: "az containerapp env create ... --enable-workload-profiles’.

Detailed Explanation: The shared boundary for Container Apps is the managed environment. Apps in one environment can share the
environment's virtual network integration, observability destination, and Dapr- related environment configuration. Enabling workload
profiles provides selectable compute profiles and resource sizing options for workloads in that environment. The CLI must therefore
create a Container Apps environment and enable workload profiles. Creating an individual container app alone would not establish
the common environment-level network, logging, and resource-profile boundary required by the scenario.

Study Guide Alignment: Containerized Azure workloads: registry builds, App Service containers, Container Apps revision/scaling
behavior, and AKS deployment choices.



Official Microsoft Learn References: Al-200 Study Guide | Azure Container Apps environments
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Hotspot Question

You are reviewing the message-processing code in a backend worker service.

You review the following Python code that mitializes and starts a Service Bus processor.

from azure.servicebus import ServiceBusClient, Sef¥itre

21 import json
82 from azure.servicebus import ServiceBusClient, ServiceBusReceiveMode
@3 from azure.identity import DefaultAzureCredential
@4 credential = DefaultAzureCredential()
85 with client.get_queue_receiver(
o6 queue name="inference-requests”,
er receive_mode=ServiceBusReceiveMode.PEEK_LOCK,
08 max_wait_time=30
) as receiver:
for msg in receiver:
try:
payload = json,loads(str(msg))
result = run_inference(payload)

save_result(result, payleadiget{"docoment_id"))
receiver.codpleté message(msg)
except json. JSONDEcodeError:
receiver.dead letter message(
msg,
reason="MalformedPayload”,

error_description="Message body is not valid JSON"
)
except ModelNotFoundError:
receiver.dead_letter message(
MmSE.
reason="UnsupportedModel”,
error_description=f"Model {payload.get(’'model’)} is not available”
)
except TransientServiceError:
receiver.abandon_message(msg)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Service Bus processor behavior and SDK defaults d\
Statement OQ
Messages are removed from the quweeﬂn‘as they are

received by the processor.

.D If message processing f; '%&aa transient service error, o] O
] Nﬁ@ﬁ@sei y another consumer.
Messages with invalid JSON payloads are retried until the 9] @)
maximum delivery count is reached.

Antwort:



Answer Area

Service Bus processor behavior and SDK defaults

Statement

Messages are removed from the queue as.soon as they are
received by the processor.

If message processing fails due to a transient service error,
the message can beretried by another consumer

Messages with invalid JSON payloads are retried until the
maximum delivery count is reached.

Explanation:

Box 1: No

No, messages are not removed from the queue as soon as they are received when using PEEK LOCK mode.

How PEEK_LOCK Works

The Lock: The Service Bus processor locks the message exclusively for your worker for a specific duration.

The Invisible State: Other workers cannot see or process the message while the lock is active.

The Removal: The message is only permanently removed fiom the queue affer it is successfully processed and explicitly completed.
Box 2: Yes

Yes, the message can be retried by another consumer if it fails due to a TransientServiceError.

Explicit abandonment: The code calls receiver.abandon_message(imsg) when catching a TransientServiceError.

Lock release: Abandoning a message immediately releases the PEEK LOCK held by the current worker.

Immediate availability: The message returns to the active queue and becomes instantly visible to other competing consumers.

Box 3:No

No, messages with invalid JSON payloads will not be retried until the maximum delivery count is reached. They will be sent to the
dead-letter queue (DLQ) immediately on the very first attenpt.

Immediate Dead-Lettering: The code catches the json.JSONDecodeError and explicitly calls receiver.dead letter message(nsg).
Instant Termination: This API call tells Azure Service Bus to move the message to the DLQ right away, bypassing the normal
delivery count logic.

No Re-delivery: Because the message is moved to the DLQ, the broker removes it from the main queue, stopping any further
processing attempts.

Reference:

httpsz/leam.microsoft.conven-us/python/api/azure-servicebus/azure.servicebus.aio.servicebusreceiver
httpsz/leam.microsoft.com/en-us/azure/service-bus-messaging/service- bus-python-how-to-use-queues
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Hotspot Question

You are building a semantic search feature for a chatbot. You store document embeddings in Redis.
You review the following Python code that connects to Redis and stores an embedding value:

81 import numpy as np

82 from redis import Redis IVIIELUSUIL

3 embedding = np.array([@.12, ©.98, ©.44], dtype=np.float32).tobytes()
84 r = Redis(

as host="myredis.redis.cache.windows.net”,
26 port=5380,

a7 password="accesskey”,

a8 s55l=True

a9

18 r.hset{"doc:1", mapping={"embedding": embedding})

11 r.expire(“doc:1", 628)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Vector search funddffientals/

Statement

The embedding is stored as a hash field:

The code enables similarity séareh"on the embedding field.
The key will expire after @ ‘minutes.

Begrindung:
Vector search fundamentals

Statement

The embedding is stored as a.hash figlt

The code enables similagjty $gerch on the embedding field.
The key will expire-atter 10-oiinutes.

Explanation:

Box 1: Yes

The line r.hset("'doc:1", mapping={"embedding": embedding} ) will store the embedding as a field within a Redis Hash.
Box 2: No

Box 3: Yes

Reference:

https/redis.io/docs/latest/commands/expire/
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