3V0-21.23m50E, BPr3V0-21.238 &

wanps For Succoss

1. Foliowing & revemw of security requiements, an architect has confirmed i fofowing requirements:

- RECO0T- A clustenad lirewall Solitian mast b placed at (b ganmatar of the hosting platferm, and
ingress and egress netwosk lraific will route via this devio.

- REC:02Z- A distnbisted firewall sodubon must secure raffic for all viruadzed workdoads.

« RECO03- Al virlpalized workload, hypervisor, firewall and any managemant component system goanls
malst bl mandoned by SECuity adminisiralons,

- REC004- The hosting platforns sacurity inforation and event management |SIEM) syslem must be
scalable to 20,000 ovenis per secead,

- RECHI05- Tha hesting platforms sterage must be cenligueed with data-al-resi encryplion.

« REC08- Tho hosting platform limits access (o sutharized users.

Which three requirements woukd be ciassified &5 technical (formarly non-funchonal) reguirements?
(Chioss thise.)

A A clushared firewad selution must be placed al the perimeler of he hosting platform. and all ingress and
egrass petwork traffic will reule va this devica,

B, A distribigded firgwall solution must secune iraffic for all virdusized wokdoads

€. The hosting péaticems security infarmation and event managemant (SIEM) systern must be scalable 1o
20,000 events per second,

1. The hosting peatforms slorage must be configured with data-at-rest ancryption.

E. The hosting platfonm limis access io authonized users,

. All wirtyatized worklead, hypendzar, firewall and any managemant component Syslem svents must bo
enandoded by secuily aomaiEtalans,

Answer: &, T, 0

Explanatien:

A clustened firewall soluticn must be placed at the parimater of the hosting platierrn, and a8 ingress and
egross natwork traffic will route via this device:

Thig i @ lechnical requirement becaiiss it spacifies how ratwork ratic is 1o be managed through a
specific mmstuciune slement {the frewalll It cutiines bow thr security device is Englimmented in the
nedwork anchitechure.

Tha hesting platform’s security infsrmation and event management (SIEM) system must be scalabile 1o
20,000 gvenrts per second:

This & & lechalcal requirement bechuse il deals with Ihe scatabisty and performance of the SIEM system.
1l specifies how the system must handle 2 large volume of data, which is a technical chamcteristic of the
infrasirsetung

Thaa hosting platform’s slorage must be confiqured with dala-at-rest encryplion:

This k5 820 8 technical requirement bocause A defines how the data shoukd be stoned securnaly, whech s
an implementation detail, 1L Specifies that encryplion naeds 1o be apphed lo stored dath, a feature relaled
o slorage infrasbruchure

2.An architect is designing a solution for o cusiomar to mast tha foliowing business objctives:
Pass compliance udits

Feuse compuls hirdwng

Girgwe by 10% par year

Bhowa 198 subsoription-baded condumplion model

Which business objectve translades as a conceptual model consiraint?
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B H I VCAP-DCV Design 3V0-21.23 % & % 3 B (Q15-Q20):

i =8 #15

An architect is assigned to report available capacity of a vSphere platform and is provided with the following:

- Read-only access to the platforn's virtualization monitoring tool

- Full access to an internally developed and manually updated Configuration Management Database (CMDB) tool
- Access to a document repository containing the go-live design documentation for each application

- Links to vendor best practice documentation for many of the deployed applications

- Access to the company wide in-guest monitoring tool

Information extracted from which two sources will accurately provide the required information? (Choose two.)

A. Virtualization monitoring tools

B. Application virtual machine design documents

C. In-guest monitoring tools

D. Support organizations Configuration Management Database (CMDB)
E. Application vendor best practice documentation

ER: AC

PR #16
‘What are assunptions in the context of design?

A. Specific tasks and operations the design must perform

B. Constraints imposed by industry regulations and standards.

C. Unverified beliefs or presuppositions that guide the design process.
D. Potential risks that could negatively impact the design's success.

ZX: C

FI&E #17

An architect is designing a vSphere environment for a customer and learns that the customer has:

- A single vSphere cluster

- Two storage arrays with different RAID capabilities.

Which two design decisions should the architect make to maximize data availability and data performance for this customer?
(Choose two.)

A. Use muiltiple datastores for heartbeat.
B. Use Storage DRS.

C. Use VMDK anti-affinity rules.

D. Use a minimum of three storage arrays.
E. Use VM to host DRS rules.

BER: BC

PRI #18

An architect is designing storage for a new vSphere environment to meet the following requirements:

- Asynchronous replication is required between two sites.

- The impact on the storage layer should not impact the performance of the compute layer.

- Each application tier will require different replication attributes.

- Virtual machine live migration across compute and storage must be supported.

- Virtual machine aware back up will be leveraged. Operational management overhead should be minimized.
- Operational automation should be supported.

Which storage design recommendations would meet the requirements?

e A Two new Fibre Channel storage arrays will be deployed, one at either site. Each application tier will be initially provisioned
anew LUN. Data replication will be offloaded to the new arrays.
e B. Two new ISCSI storage arrays will be deployed, one at either site. Each application tier will be initially provisioned a new



LUN. Data replication will be offloaded to the new arrays.

e C. Two new storage arrays will be deployed, one at either site. vSphere Volumes (vWOLs) will be used to provide policy-
based management for each application tier. Data replication will be offloaded to the new arrays.

¢ D. Two new vSphere clusters enabled with vSAN will be deployed, one at either site.vSAN will be used to provide policy-
based management for each application tier. vSphere Replication will be used to replicate the virtual machine data in an
asynchronous configuration.

ER:. C

i =8 #19

A new vSphere platformis being created. The platform will host virtual machines that will run management services and line-of-
business applications.

‘What should the architect consider when designing the number and type of clusters required?

A. Maximum tolerable downtime

B. Auditing requirenents for the virtual machines

C. Predicted platform growth

D. The level of isolation required between virtual machine classifications

ZX: D
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