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How does a SOC leverage flow collectors?

A. Tt perforns load balancing capabilities across systens to optimize performance.
B. It provides real time content filtering,

C. It provides data for analysis in threat detection and response system.

D. It perforns data backup and recovery.
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A flow collector gathers metadata about network traffic (such as NetFlow or IPFIX), which SOC analysts use to analyze
commumnication patterns. This data is critical for threat detection and response, helping identify anomalies, lateral movement, or
potential attacks.
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A bank experienced challenges with compromised endpoints gaining access to the internal network. To enhance security, the bank
wants to ensure that all endpoints are scanned for compliance check before being allowed to access the network. Which action
achieves the level of security and control?
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A. Use MFA using Cisco DUO.

B. Set up data loss prevention policy.

C. Inplement Posture validation using Cisco ISE.
D. Configure TrustSec using Cisco ISE.
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Posture validation with Cisco ISE checks endpoint compliance (such as antivirus status, patches, and security configurations) before
granting network access. This ensures compromised or non- compliant endpoints are denied access, directly addressing the bank's
security concern.
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A security engineer on an application design team must choose a framework of attack patterns to evaluate during threat modeling.
Which framework provides the common set of attacks?

A. GDPR

B. SOC2

C. Cisco SAFE

D. MITRE CAPEC
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MITRE CAPEC (Common Attack Pattern Enumeration and Classification) provides a standardized catalog of attack patterns. It is
specifically designed for use in threat modeling and application design, allowing security engineers to anticipate and evaluate common
attacks.
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A software development company relies on GitHub for managing the source code and is committed to maintaining application
security. The company must ensure that known software vulnerabilities are not introduced to the application. The company needs a
capability within GitHub that can analyze semantic versioning and flag any software components that pose security risks. Which
GitHub feature must be used?

A. GitHub Actions

B. Depend-a-bot

C. Sealed boxes

D. Artifact attestations
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Dependabot is a GitHub feature that automatically scans project dependencies, analyzes semantic versioning, and flags or updates
components with known vulnerabilities. This prevents insecure software libraries from being introduced into the application.
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A company published software that had a security vulnerability, and an attacker used the vulnerability to steal critical information
from the environment. The issue was reported by the security team, and the administrator was instructed to run shift-left security tests
before publishing the software. Which component of the software development pipeline must be recommended to run the tests?

A. software bill of material analysis

B. cloud security posture management
C. continuous deployment

D. source code management
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Shift-left security means running security tests earlier in the development lifecycle. By integrating tests in the source code management
stage (e.g., Git repositories), vulnerabilities can be detected and fixed before software is built and deployed, reducing the risk of
publishing insecure code.
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