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EE #55
You suspect that an API key you recently generated has been compromised.
‘What should you do?

¢ A. Regenerate a new API key directly from the platform

e B. Search the audit logs for the connector creation event and replicate it
e C. View the API key details in the platform and clone a new API key

e D. Contact CrowdStrike Support to retrieve and send the key to you
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HE: A

Y.

The correct answer is A. Regenerate a new API key directly from the platform.

CrowdStrike guidance around connector onboarding shows that after a connector is created, you generate an API key in the
platform and use that key for the integration. Related integration guidance also shows a Regenerate API key action in the platform
flow, which is the correct response when a key may be exposed or compromised.

Why the other options are incorrect:

* B does not address credential compromise; recreating the connector event does not invalidate the exposed key.

* C is incorrect because the issue is not viewing or cloning details; the security action is to rotate

/regenerate the credential.

* D s incorrect because CrowdStrike documentation consistently indicates secrets/keys are generated in- platform and may only be
shown once, meaning Support is not the normal mechanism to retrieve and resend an existing secret.

EHE #56
‘Which combination of scope and permissions must be configured to create an API token that allows you to create and get the results
of a query job in Next-Gen SIEM?

A. NGSIEM with both write and execute permissions
B. NGSIEM with write permissions only

C. NGSIEM with read permissions only

D. NGSIEM with both read and write permissions

¥e: D

MY

The correct answer is C. NGSIEM with both read and write permissions .

CrowdStrike integration guidance for querying Next-Gen SIEM event data states that the API client needs the NGSIEM scope with
both Read and Write permissions . The documentation explains why: Write is required to create the search/query job, and Read is
required to retrieve the query results.

Why the other options are incorrect:

A is incorrect because the documented requirement is Read + Write ; there is no documented "execute" permission in the cited
guidance. B is incorrect because read-only access would let you read results but not create the query job. D is incorrect because
write-only access would let you submit the job but not read the results back.

A2 #57
What is the correct mode to enroll LogCollector into Fleet Management with configuration of the log sources stored and managed
centrally in Next-Gen SIEM?

A. Conplete
B. Central

C. Ful

D. localConfig

He. C

dY:

The correct answer is A. Full .

CrowdStrike's Falcon LogScale Collector Fleet Management enrolliment documentation states that the enroliment mode can be full
or localConfig , and it specifically defines full as the mode that enrolls the collector into Fleet Management with the configuration of
log sources stored and managed centrally in LogScale/Next-Gen SIEM.

Why the other options are incorrect:

B). Complete and C. Central are not documented enrollment mode names. D. localConfig is a valid mode, but CrowdStrike says
that mode keeps the log source configuration managed and stored locally on the host , not centrally.

EE #58
You need to ingest data froma custom internal application hosted on-prem. The application writes logs to a file on a syslog server.



Which data connector would you use?

A. Amazon S3 Data Connector

B. HTTP Event Connector

C. Google Cloud Pub / Sub Data Connector
D. Azure Virtual Machines Data Connector

HE: B

MY

The correct answer is B. HITP Event Connector .

CrowdStrike describes the HTTP Event Connector (HEC) as the generic mechanismused to bring third- party data into Falcon
Next-Gen SIEM when you need to onboard logs from sources that are not tied to a specific cloud-native connector. CrowdStrike's
own Next-Gen SIEM materials highlight pre-built connectors and HTTP Event Collectors as the way to extend visibility to many
different third-party sources.

Because this question describes a custom internal application hosted on-prem, the cloud-specific connectors in options A , C , and
D do not fit. The broad, flexible connector option intended for custom or non-native sources is the HTTP Event Connector . Also,
CrowdStrike's vCenter example shows an architecture where logs are first centralized and then onboarded to Falcon Next-Gen
SIEM through an HTTP Event Connector , which aligns with this kind of custom+source pattern.

HE#59
Youneed to ingest a data source into Next-Gen SIEM. There is a prebuilt Pull connector.
What is required to configure the connector?

A. Falcon API URL

B. Data Source API key

C. Falcon Log Collector hostname
D. HEC token

e B

MH.

The correct answer is D. Data Source API key .

CrowdStrike's Next-Gen SIEM onboarding examples for prebuilt connectors show that, for pull-style integrations, you typically
provide the API key generated in the external data source so Falcon Next-Gen SIEM can connect and start ingesting data. For
example, CrowdStrike's Abnormal integration walkthrough says to enter the API key you generated , after which Falcon Next-Gen
SIEM automatically connects and starts ingesting data.

Why the other options are incorrect:

A). HEC token is used for HTTP Event Collector push-style ingestion, not for a prebuilt pull connector.

B). Falcon Log Collector hostname is not the standard required credential for configuring a pull connector.

C). Falcon API URL is not the key external credential typically required by these pull connectors.

For prebuilt pull connectors, the required configuration is generally the data source's API key or equivalent credential .
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