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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 1

e Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
Topic 2 protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 3

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 4 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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Microsoft 365 Administrator Sample Questions (Q363-Q368):

NEW QUESTION # 363
You have device compliance policies shown in the following table.

The device compliance state for each policy is shown in the following table.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation

NEW QUESTION # 364
HOTSPOT
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs.
The tenant contains the named locations shown in the following table.

You create a conditional access policy that has the following configurations:

Users or workload identities assignments: All users

Cloud apps or actions assignment: App1

Conditions: Include all trusted locations

Grant access: Require multi-factor authentication

For each of the following staterments, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation

Box 1: Yes

131.107.50.10 is in a Trusted Location so the conditional access policy applies. The policy requires MFA.

However, Userl's MFA status is disabled. The MFA requirement in the conditional access policy will override the user's MFA
status of disabled. Therefore, User]l nust use MFA.

Box 2: Yes.

131.107.20.15 is in a Trusted Location so the conditional access policy applies. The policy requires MFA so User2 must use MFA.
Box 3: No.

IP not from Trusted Location so Policy does not apply, Subnet 131.107.5.5 is not in the range of

131.107.50.0/24

Reference:

httpsz/docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION # 365

You have a Microsoft 365 E5 subscription.

Youneed to use Microsoft Graph PowerShell to assign a Microsoft 365 ES license to a new user named userl
(@contoso.com

How should you conplete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 366



You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following
table.

All users have Windows 10 Enterprise devices.
The Products & services settings in Microsoft Store for Business are shown in the following exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Text Description automatically generated

Reference:

httpsz/docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store- for-business

NEW QUESTION # 367
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Youplan to create a Conditional Access policy that will use GPS-based named locations.
Which users can the policy protect?

A. Userll only

B. Userl and User3 only

C. Userl, User2, User3, and User4
D. User2 and User4 only

Answer: A

NEW QUESTION # 368
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