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PR #264
Which of the following is the stage in an investigating when forensic images are obtained?
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A. Preservation
B. Acquisition

C. Reporting
D. E-discovery

EX: B

i =8 #265

A security engineer is working to address the growing risks that shadow IT services are introducing to the organization. The
organization has taken a cloud-first approach end does not have an on-premises IT infrastructure. Which of the following would best
secure the organization?

A. Upgrading to a next-generation firewall

B. Configuring double key encryption in SaaS platforms
C. Deploying an appropriate in-line CASB solution

D. Conducting user training on software policies

ZR: C

R RE RS A :

A Cloud Access Security Broker (CASB) solution is the most suitable option for securing an organization that has adopted a cloud-
first strategy and does not have an on-premises IT infrastructure. CASBs provide visibility and control over shadow IT services,
enforce security policies, and protect data across cloud services.

Reference = CompTIA Security+ SY0-701 study materials, particularly in the domain of cloud security and managing risks
associated with shadow IT.

4 8 #266
Which of the following is the first step to secure a newly deployed server?

A. Upgrade the OS version.

B. Update the current version of the software.
C. Add the device to the ACL.

D. Close unnecessary service ports.

ZX: D

fE AR A«

The first step in securing a newly deployed server is to close unnecessary service ports. Open ports can expose the server to
unauthorized access and potential cyber threats. By closing unused ports, the attack surface is reduced, limiting the number of entry
points available to attackers.

PR #267
A security engineer needs to configure an NGFW to minimize the impact of the increasing number of various traffic types during
attacks. Which of'the following types of rules is the engineer the most likely to configure?

A. Behavioral-based
B. Signature-based
C. URL-based

D. Agent-based

BE: A

fE R A -

To minimize the impact of the increasing number of various traffic types during attacks, a security engineer is most likely to configure
behavioral-based rules on a Next-Generation Firewall (NGFW). Behavioral-based rules analyze the behavior of traffic patterns and
can detect and block unusual or malicious activity that deviates from normal behavior.

Behavioral-based: Detects anomalies by comparing current traffic behavior to known good behavior, making it effective against
various traffic types during attacks.



Signature-based: Relies on known patterns of known threats, which might not be as effective against new or varied attack types.
URL-based: Controls access to websites based on URL categories but is not specifically aimed at handling diverse traffic types
during attacks.

Agent-based: Typically involves software agents on endpoints to monitor and enforce policies, not directly related to NGFW rules.

i =8 #268
Which of the following phases of an incident response involves generating reports?

A. Lessons learned
B. Containment

C. Recovery

D. Preparation

ER: A

R B B «

The lessons learned phase of an incident response process involves reviewing the incident and generating reports. This phase helps
identify what went well, what needs improvement, and what changes should be made to prevent future incidents. Documentation and
reporting are essential parts of this phase to ensure that the findings are recorded and used for future planning.

Recovery focuses on restoring services and normal operations.

Preparation involves creating plans and policies for potential incidents, not reporting.

Contamnment deals with isolating and mitigating the effects of the incident, not generating reports.
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