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EE #40
What are two possible actions that can be triggered by a dashboard drilldown? (Choose two.)

A. Initiate automated response actions
B. Navigate to a different dashboard
C. Send alerts to console users

D. Link to an XQL query

HE. BD

MY
In Cortex XDR,dashboard drilldownsallow users to interact with widgets (e.g,, charts or tables) by clicking on elements to access
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additional details or perform actions. Drilldowns enhance the investigative capabilities of dashboards by linking to related data or
Views.

* Correct Answer Analysis (A, C):

* A. Navigate to a different dashboard: A drilldown can be configured to navigate to another dashboard, providing a more detailed
view or related metrics. For exanple, clicking on an alert count in a widget might open a dashboard focused on alert details.

* C. Link to an XQL query: Drilldowns often link to anXQL querythat filters data based on the clicked element (e.g., an alert name
or source). This allows users to view raw events or detailed records in the Query Builder or Investigation view.

* Why not the other options?

* B. Initiate autormated response actions: Drilldowns are primarily for navigation and data exploration, not for triggering automated
response actions. Response actions (e.g., isolating an endpoint) are typically initiated from the Incident or Alert views, not
dashboards.

* D. Send alerts to console users: Drilldowns do not send alerts to users. Alerts are generated by correlation rules or BIOCs, and
dashboards are used for visualization, not alert distribution.

Exact Extract or Reference:

TheCortex XDR Documentation Portaldescribes drilldown functionality: "Dashboard drilldowns can navigate to another dashboard
or link to an XQL query to display detailed data based on the selected widget element” (paraphrased from the Dashboards and
Widgets section). TheEDU-262: Cortex XDR Investigation and Responsecourse covers dashboards, stating that "drilldowns enable
navigation to other dashboards or XQL queries for deeper analysis" (paraphrased from course materials). ThePalo Alto Networks
Certified XDR Engineer datasheetincludes "dashboards and reporting” as a key exam topic, encompassing drilldown configuration.
References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engmneer
Datasheet:https://www.paloaltonetworks.convservices/education
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HE #41
‘What should be configured in Cortex XDR to integrate asset data from Microsoft Azure for better visibility and incident
investigation?

A. Cloud Identity Engine

B. Cloud Inventory

C. Azure Network Watcher
D. Microsoft 365

2
m

SH: B

ME:

Cortex XDR supports integration with cloud platforns like Microsoft Azure to ingest asset data, improving visibility into cloud-based
assets and enhancing incident investigation by correlating cloud events with endpoint and network data. TheCloud Inventoryfeature
in Cortex XDR is designed to collect and manage asset data from cloud providers, including Azure, providing details such as virtual
machines, storage accounts, and network configurations.

* Correct Answer Analysis (C):Cloud Inventoryshould be configured to integrate asset data from Microsoft Azure. This feature
allows Cortex XDR to pull in metadata about Azure assets, such as compute instances, networking resources, and configurations,
enabling better visibility and correlation during incident investigations. Administrators configure Cloud Inventory by connecting to
Azure via API credentials (e.g., using an Azure service principal) to sync asset data into Cortex XDR.

* Why not the other options?

* A. Azure Network Watcher: Azure Network Watcher is a Microsoft Azure service for monitoring and diagnosing network issues,
but it is not directly integrated with Cortex XDR for asset data ingestion.

* B. Cloud Identity Engine: The Cloud Identity Engine integrates with identity providers (e.g., Azare AD) to sync user and group
data for identity-based threat detection, not for general asset data like VM or storage.

* D. Microsoft 365: Microsoft 365 integration in Cortex XDR is for ingesting email and productivity suite data (e.g., from Exchange
or Teans), not for Azure asset data.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains cloud integrations: "Cloud Inventory integrates with Microsoft Azure to collect asset
data, enhancing visibility and incident investigation byproviding details on cloud resources" (paraphrased from the Cloud Inventory
section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers cloud data integration, stating that "Cloud Inventory
connects to Azure to ingest asset metadata for improved visibility" (paraphrased from course materials). ThePalo Alto Networks
Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic, encompassing Cloud Inventory
setup.

References:



Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:httpsz//www.paloaltonetworks.conyservices/education
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EE#42

A Custom Prevention rule that was determined to be a false positive alert needs to be tuned. The behavior was determined to be
authorized and expected on the affected endpoint. Based on the image below, which two steps could be taken? (Choose two.)
[Image description: A Custom Prevention rule configuration, assumed to trigger a Behavioral Indicator of Compromise (BIOC) alert
for authorized behavior]

A. Apply an alert exclusion to the XDR behavioral indicator of compromise (BIOC) alert
B. Apply an alert exclusion to the XDR agent alert

C. Apply an alert exception

D. Modify the behavioral indicator of compromise (BIOC) logic

Mg AC

MEH.

In Cortex XDR, aCustom Prevention ruleoften leveragesBehavioral Indicators of Compromise (BIOCs)to detect specific patterns or
behaviors on endpoints. When a rule generates a false positive alert for authorized and expected behavior, tuning is required to
prevent future false alerts. The question assummes the alert is related to a BIOC triggered by the Custom Prevention rule, and the goal
is to suppress or refine the alert without disrupting security.

* Correct Answer Analysis (A, B):

* A. Apply an alert exception: Analert exceptioncan be created in Cortex XDR to suppress alerts for specific conditions, such as a
particular endpoint, user, or behavior. This is a quick way to prevent false positive alerts for authorized behavior without modifying
the underlying rule, ensuring the behavior is ignored in future detections.

* B. Apply an alert exclusion to the XDR behavioral indicator of compromise (BIOC) alert:

Analert exclusionspecifically targets BIOC alerts, allowing admmistrators to exclude certain BIOCs from triggering alerts on specific
endpoints or under specific conditions. This is an effective way to tune the Custom Prevention rule by suppressing the BIOC alert for
the authorized behavior.

* Why not the other options?

* C. Apply an alert exclusion to the XDR agent alert: This option is incorrect because alert exclusions are applied to BIOCs or
spectific alert types, not to generic"XDR agent alerts." The term "XDR agent alert” is not a standard concept in Cortex XDR for
exclusions, making this option nvalid.

* D. Modify the behavioral indicator of compromise (BIOC) logic: While modifying the BIOC logic could prevent false positives, it
risks altering the rule's effectiveness for other endpoints or scenarios. Since the behavior is authorized only on the affected endpoint,
modifying the BIOC logic is less targeted than applying an exception or exclusion and is not one of the best steps in this context.
Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains alert tuning: "Alert exceptions suppress alerts for specific conditions, such as
authorized behaviors, without modifying rules. Alert exclusions can be applied to BIOC alerts to prevent false positives on specific
endpoints” (paraphrased from the Alert Management section). The EDU-262: Cortex XDR Investigation and Responsecourse
covers alert tuning, stating that "exceptions and BIOC exclusions are used to handle false positives for authorized behaviors"
(paraphrased from course materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "detection engineering” as
a key exam topic, encompassing alert tuning and BIOC management.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education
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A multinational company with over 300,000 employees has recently deployed Cortex XDR in North America.

The solution includes the Identity Threat Detection and Response (ITDR) add-on, and the Cortex team has onboarded the Cloud
Identity Engine to the North American tenant. After waiting the required soak period and deploying enough agents to receive Identity
and threat analytics detections, the team does not see user, group, or computer details for individuals from the European offices.
‘What may be the reason for the issue?



A. The Cloud Identity Engine needs to be activated in all global regions

B. The Cloud Identity Engine plug-in has not been installed and configured
C. The XDR tenant is not in the same region as the Cloud Identity Engine
D. The ITDR add-on is not compatible with the Cloud Identity Engine

¥e: C

Y.

Theldentity Threat Detection and Response (ITDR)add-on in Cortex XDR enhances identity-based threat detection by integrating
with theCloud Identity Engine, which synchronizes user,group, and computer details from identity providers (e.g., Active Directory,
Okta). For the Cloud Identity Engine to provide comprehensive identity data across regions, it must be properly configured and
aligned with the Cortex XDR tenant's region.

* Correct Answer Analysis (A):The issue is likely thatthe XDR tenant is not in the same region as the Cloud Identity Engine. Cortex
XDR tenants are region-specific (e.g., North America, Furope), and the Cloud Identity Engine must be configured to synchronize
data with the tenant in the same region. If the North American tenant is used but the European offices' identity data is managed by a
Cloud Identity Engine in a different region (e.g., Europe), the tenant may not receive user, group, or computer details for European
users, causing the observed issue.

* Why not the other options?

* B. The Cloud Identity Engine plug-in has not been installed and configured: The question states that the Cloud Identity Engine has
been onboarded, implying it is installed and configured.

The issue is specific to European office data, not a complete lack of integration.

* C. The Cloud Identity Engine needs to be activated i all global regions: The Cloud Identity Engine does not need to be activated
in all regions. It needs to be configured to synchronize with the tenant in the correct region, and regional misalignment is the more
likely issue.

* D. The ITDR add-on is not compatible with the Cloud Identity Engine: The ITDR add-on is designed to work with the Cloud
Identity Engine, so compatibility is not the issue.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains Cloud Identity Engine integration: '"The Cloud Identity Engine must be configured in
the same region as the Cortex XDR tenant to ensure proper synchronization of user, group, and computer details" (paraphrased
from the Cloud Identity Engine section). TheEDU-260:

Cortex XDR Prevention and Deploymentcourse covers ITDR and identity integration, stating that "regional alignment between the
tenant and Cloud Identity Engine is critical for accurate identity data" (paraphrased from course materials). ThePalo Alto Networks
Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic, encompassing Cloud Identity Engine
configuration.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education
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A2 #44
When onboarding a Palo Alto Networks NGFW to Cortex XDR, what must be done to confirm that logs are being ingested
successfully after a device is selected and verified?

A. Retrieve device certificate from NGFW dashboard

B. Confirm that the selected device has a valid certificate

C. Conduct an XQL query for NGFW log data

D. Watt for an incident that mvolves the NGFW to populate

He. C

=R

‘When onboarding aPalo Alto Networks Next-Generation Firewall NGFW)to Cortex XDR, the process involves selecting and
verifying the device to ensure it can send logs to Cortex XDR. After this step, confirming successful log ingestion is critical to validate
the integration. The most direct and reliable method to confirm ingestion is to query the ingested logs usingXQL (XDR Query
Language), which allows the engineer to search for NGFW log data in Cortex XDR.

* Correct Answer Analysis (A):Conduct an XQL query for NGFW log datais the correct action.

After onboarding, the engineer can run an XQL query such as dataset = panw_ngfw _logs | limit 10 to check if NGFW logs are
present in Cortex XDR. This confirns that logs are being successfully ingested and stored in the appropriate dataset, ensuring the
integration is working as expected.



* Why not the other options?

* B. Wait for an incident that involves the NGFW to populate: Waiting for an incident is not a reliable or proactive method to
confirm log ingestion. Incidents depend on detection rules and may not occur immediately, even if logs are beingingested.

* C. Confirm that the selected device has a valid certificate: While a valid certificate is necessary during the onboarding process
(e.g., for secure communication), this step is part of the verification process, not a method to confirm log ingestion after verification.
* D. Retrieve device certificate from NGFW dashboard: Retrieving the device certificate from the NGFW dashboard is unrelated to
confirming log ingestion in Cortex XDR. Certificates are managed during setup, not for post-onboarding validation.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains NGFW log ingestion validation: 'To confirm successful ingestion of Palo Alto
Networks NGFW logs, run an XQL query (e.g., dataset = panw_ngfw _logs) to verify that log data is present in Cortex XDR"
(paraphrased from the Data Ingestion section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers NGFW
integration, stating that "XQL queries are used to validate that NGFW logs are being ingested after onboarding” (paraphrased from
course materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam
topic, encompassing log ingestion validation.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.convservices/education
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