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WGU Information Technology Management QGC1 Sample Questions (Q207-
Q212):
NEW QUESTION # 207 
Which outsourcing model has the least security compliance risk?

A. Cloud-based outsourcing
B. Nearshore outsourcing
C. Offshore outsourcing
D. Onshore outsourcing

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Security and compliance risk in outsourcing is heavily influenced by legal jurisdiction, regulatory alignment, and data protection laws.
Onshore outsourcing keeps services and data handling within the same country, under the same legal and regulatory framework,
making it generally the outsourcing model with the least security compliance risk.
Advantages of onshore outsourcing for compliance:
Alignment with the same national data protection and privacy laws.
Fewer complexities around cross-border data transfer regulations.
Easier auditing, oversight, and enforcement of security standards.
Better alignment with industry-specific regulations (financial, healthcare, government).
Why the other options have higher risk:
A . Cloud-based outsourcing - Cloud services can be onshore or offshore; by itself, "cloud-based" does not guarantee lower
compliance risk and can introduce complexity depending on data location.
B . Nearshore outsourcing - Nearshore may reduce some challenges, but the service provider is still under a different national
jurisdiction.
C . Offshore outsourcing - Typically involves the highest compliance complexity, due to different laws, regulations, and data-transfer
restrictions.
Therefore, onshore outsourcing is the model with the least security compliance risk, making D the correct answer.

NEW QUESTION # 208 
Why is employee training important in an ethical IT use policy?

A. To create automatic updates of software patches
B. To eliminate information management risks
C. To reduce sensitivity to the accuracy of company communications
D. To make employees understand the company's culture and ethical boundaries

Answer: D

Explanation:
Significance of Training in Ethical IT Use:
Employees are the frontline in implementing and adhering to an organization's ethical IT practices.
Training ensures they understand company culture, ethical boundaries, and the importance of responsible IT behavior.
Benefits of Training:
Reduces risks related to unethical or accidental misuse of IT resources.
Promotes a culture of accountability and compliance.
Enhances employee awareness of legal and organizational policies.
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Incorrect Options Analysis:
A . Software updates are unrelated to ethical understanding.
B . Reducing sensitivity to communication accuracy contradicts ethical IT use.
D . Training may reduce risks but is primarily focused on building cultural and ethical awareness.
and Documents of Information Technology Management:
ITIL Service Management Policy Framework (Axelos Publications).
ISO/IEC 27001 and 27002 (Information Security Management).

NEW QUESTION # 209 
A company has a large percentage of employees who resist the use of new technologies. What should the company consider first
before implementing a unified communications system?

A. Employee accessibility
B. Competitors' systems
C. Corporate culture
D. Pilot testing

Answer: C

NEW QUESTION # 210 
How should leaders promote ethical IT behavior among employees?

A. By relying on team leaders to address ethical concerns informally
B. By covering ethics briefly during initial onboarding
C. By providing regular training on ethical expectations
D. By assigning responsibility for ethics to individual departments

Answer: C

Explanation:
Leaders should promote ethical IT behavior by providing regular, ongoing training that communicates expectations, reinforces values,
and keeps employees updated on evolving ethical standards and issues. Continuous training fosters a culture of integrity and
accountability.
Option A: Incorrect, ethics should be an organization-wide responsibility, not siloed in departments.
Option C: Incorrect, a one-time onboarding session is insufficient for maintaining ethical awareness.
Option D: Incorrect, relying informally on team leaders does not ensure consistent organization-wide ethical practices.
Thus, the best approach is regular training on ethical expectations.
Reference:
WGU Information Technology Management - IT Governance and Ethics, section on Promoting Ethical IT Culture.

NEW QUESTION # 211 
How do leaders use organization as a management strategy?

A. By encouraging independent work to enhance creativity
B. By creating informal groups to solve problems flexibly
C. By building teams for efficiency and productivity
D. By forming ad hoc teams to foster spontaneous collaboration

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In management and organizational design concepts, organization refers to structuring people, roles, and responsibilities in a way that
supports the efficient and effective achievement of goals. Leaders use organization as a strategy by building teams, defining roles, and
aligning people and processes to improve efficiency and productivity.
Key aspects of using organization as a management strategy include:
Designing team structures so work flows logically and efficiently.
Assigning roles and responsibilities that support collaboration and output.



Grouping people with complementary skills into teams that can deliver results.
Creating structures that support clear communication, coordination, and accountability.
Why the other options are less accurate:
A . Forming ad hoc teams to foster spontaneous collaboration - Ad hoc teaming can be useful but is more about flexibility and
experimentation than deliberate organizational structure.
B . Encouraging independent work to enhance creativity - Encouraging independence supports creativity, but it is more about work
style than organizational structure as a strategy.
C . Creating informal groups to solve problems flexibly - Informal groups are helpful but do not represent the core idea of
"organization" as a management strategy, which focuses on more structured design.
Therefore, the best description of how leaders use organization as a strategy is building teams for efficiency and productivity, making
D the correct answer.
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