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AR #127
What phrase describes the key characteristic of a Hazard Vulnerability Analysis?

e A. Realistic in scope
e B. Comprehensive in nature
e C. All hazards in content

He:. B

MY

AHazard Vulnerability Analysis (HVA)is fundamentally defined by beingComprehensive in nature. While

"realistic" (Option B) and "all-hazards" (Option C) are important qualities of the planning process, an HVA serves as the exhaustive
diagnostic tool for an organization or commumnity. To be effective, it must systematically evaluate every possible threat-natural,
technological, and human-caused-and assess the potential impact on life, property, and business continuity.

The comprehensive nature of an HVA requires a multi-disciplinary approach. It doesn't just look at the likelihood of a flood; it looks
at the vulnerability of specific patient populations in a hospital, the fragility of the power grid, and the potential for a cyber-attack to
happen simultaneously. According toThe Joint Commissionstandards and thelBFCSM CEDPcurriculum, an HVA must be reviewed
annually to incorporate new data, ensuring it remains "comprehensive" as the threat landscape changes (e.g., adding pandemic risk or
civil unrest).

Being comprehensive allows the HVA to act as the primary driver for prioritizing mitigation and preparedness investments. It uses a
scoring system-often measuringProbability, Human Impact, Property Impact,Business Impact, andPreparedness-to create a "Risk
Priority Number." If the analysis is not comprehensive, the organization may find itself prepared for a hurricane but completely
vulnerable to a localized hazardous material spill or a critical IT failure. Therefore, the "Comprehensive" characteristic ensures that no
significant gap in the community's defense remains hidden during the planning phase.

EE #128
‘What biological agent does the CDC classify as a Category A type risk?

e A Botulism
¢ B. Viral encephalitis
e C. Brucellosis

HE: A
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The Centers for Disease Control and Prevention (CDC) categorizes biological agents into three priority tiers (A, B, and C) based on
their potential for mass casualties, ease of dissemination, and the level of public health preparedness required. Botulism(caused by
theClostridium botulinumtoxin) is classified as aCategory Aagent.

These are the "highest priority" agents because they pose the greatest risk to national security and public health.

Category A agents are characterized by:

* Ease of dissemination or transmission from person to person (though botulism itself is not contagious, it is extremely potent and
easily aerosolized or introduced into food supplies).

* High mortality rates and potential for major public health impact.

* Potential to cause public panic and social disruption.

* Requirement for special action for public health preparedness.

In contrast,Brucellosis(Option B) and Viral encephalitis(Option A) are classified asCategory Bagents.

Category B agents are the second- highest priority. They are moderately easy to disseminate, result in moderate morbidity rates, but
generally have lower mortality rates than Category A agents. Viral encephalitis (such as West Nile or VEE) and Brucellosis require
enhanced diagnostic capacity and disease surveillance but do not represent the same level of catastrophic threat as a Botulinum toxin
release. For theCEDPprofessional, recognizing Category A risks is vital for planning medical surge capacity and the distribution of
Strategic National Stockpile (SNS) assets, such as antitoxins, which would be required immediately following a botulism-related
ncident.

EAE #129
‘What would help most to measure readiness across the entire homeland security spectrum?



¢ A. National Capstone Exercise
¢ B. National Coalition Exercise
¢ C. National Exercise Program

He: C
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TheNational Exercise Program (NEP)is the primary mechanism used to measure and improve the nation's readiness across the entire
homeland security spectrum. Managed byFEMA, the NEP provides a consistent, multi-year schedule of exercises that test theCore
Capabilitiesdescribed in the National Preparedness Goal.

The NEP is designed to be "all-hazards" and includes participation from federal, state, local, tribal, and territorial governments, as
well as the private sector and non-profit organizations.

‘While theNational Capstone Exercise(Option C) is a high-profile, biennial event within the NEP that specifically tests the nation's
ability to respond to a catastrophic scenario (often involving the President and Cabinet), it is theNational Exercise Program(Option
B) as a whole that provides the continuous, systematic measurement of readiness. The NEP ensures that exercises are not just "one-
oft" events but are part of a larger

"Progressive Exercise Program'' that builds from small seminars to massive full-scale simulations.

According to theHSEEP (Homeland Security Exercise and Evaluation Program)methodology used by the NEP, the "measure” of
readiness is found in theAfter- Action Report (AAR)and thelmprovement Plan (IP). By identifying gaps in capabilities during these
national-level exercises, the government can adjust its grant finding, training priorities, and policy developments to address the most
critical vulnerabilities. For aCEDPprofessional, the NEP represents the "final exam' for preparedness. It provides the empirical data
needed to prove that the nation's "Integrated Response" actually works, moving beyond theoretical plans to demonstrated
operational reality across all 32 Core Capabilities.

ZAE #130
What can help ensure an effective response effort to any natural disaster?

¢ A. Analyzing previous disasters to commumicate lessons learned
¢ B. Strengthening communication through joint planning sessions
¢ (. Establishing partnerships at the local, regional, and state levels

HE. C
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While all the options provided contribute to emergency management, the most foundational element for an effective response
isestablishing partnerships at the local, regional, and state levels. This reflects the "Whole Community” approach advocated
byFEMAand theNational Preparedness Goal. In a large-scale natural disaster, no single agency or jurisdiction has the resources to
manage the response independently. Partnerships facilitate the "pre-incident” relationships that turn into "on-incident” efficiency.
Partnerships are the "connective tissue" of theTiered Response. At the local level, this means the fire department having a working
relationship with the local public works department and private sector utility providers. Regionally, it involvesMutual Aid
Agreements(like those used by fire and police). At the state level, it nvolves the integration of the National Guard and state-level
Emergency Support Functions (ESFs).

According to theCEDPcurriculum, "you don't want to be exchanging business cards for the first time at the scene of'a disaster."
Options A and B are theactivitiesthat happen because of partnerships, but the partnership itself is the prerequisite. For example, joint
planning (Option B) only occurs if a partnership has been established. These multi-level partnerships ensure that resource requests
flow smoothly, that specialized assets are known and accessible, and that there is a shared understanding of jurisdictional
boundaries. This "Social Capital" is often cited as the primary reason why some comnmunities recover faster than others; the trust built
through established partnerships allows for rapid decision-making and a unified effort that minimizes the

"friction” inherent in complex disaster operations.

AE #131
What should be the lowest operational priority following an organizational cyber-attack?

¢ A Defining scope and impact of the cyber related event or incident
e B. Reporting the apparent attack to appropriate local law enforcement
e (. Isolating affected systems and restoring services as soon as possible

He: B
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In the immediate aftermath of a cyber-attack, the operational focus is governed by the "Containment, Eradication, and Recovery"
cycle defined by theNIST Special Publication 800-61 (Computer Security Incident Handling Guide). Within this
framework,Reporting to local law enforcement(Option C) is considered the lowest operational priority relative to the immediate
technical response. While reporting is an essential legal and compliance step, it does not stop the spread of malware or restore
critical business functions.

The highest priority is alwaysDefining the scope and impact(Option A) because you cannot fix what you have not identified. This
involves forensic analysis to determine which systens are compromised and whether the attack is ongoing. Following closely
isIsolating affected systems(Option B), which is a "Life Safety" equivalent in the digital world. By disconnecting infected servers or
segments of the network, the incident response team prevents the "lateral movement" of the attacker, thereby protecting remaining
assets and preparing for the restoration of services.

According to thelBFCSM CEDPbody of knowledge, emergency managers must distinguish between

"Technical Response" and "Investigative Support." Law enforcement's primary goal is the preservation of evidence for prosecution,
which can sometimes conflict with the organization's need for rapid service restoration. Therefore, a well-designed Incident
Response Plan (IRP) ensures that the technical team stabilizes the "patient” (the network) first. Only once the threat is neutralized and
the impact is understood should the organization transition its resources toward external reporting and legal proceedings. For most
local cyber incidents, federal agencies (like the FBI or CISA) are often more relevant than local law enforcement, further lowering
the priority of a "local” report during the high-stress execution phase of the response.
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