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Topic Details
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Fortinet monitoring tools designed for cloud workload visibility and management.
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Topic 3
Automation Tools: This domain focuses on using infrastructure-as-code tools like Terraform, Ansible,
Azure Bicep, and AWS CloudFormation to automate cloud infrastructure and Fortinet solution
deployments.

Topic 4
Security Solutions Deployment: This domain covers deploying Fortinet solutions to protect IaaS and CaaS
environments, and integrating them with cloud native security tools.

Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q73-
Q78):
NEW QUESTION # 73 
Refer to the exhibit.

You deployed an HA active-active load balance sandwich with two FortiGate VMs in Microsoft Azure.
After the deployment, you prefer to use FGSP to synchronize sessions, and allow asymmetric return traffic. In the environment,
FortiGate port 1 and port 2 are facing external and internal load balancers respectively.
What IP address must you use in the peerip configuration?

A. The opposite FortiGate port 2 IP address.
B. The opposite FortiGate port 1 IP address.
C. The internal load balancer port 1 IP address.
D. The public load balancer port 2 IP address.

Answer: B

NEW QUESTION # 74 
Exhibit.

You are tasked with deploying FortiGate using Terraform. When you run the terraform version command during the Terraform
installation, you get an error message.



What could you do to resolve the command not found error?

A. You must reinstall Terraform.
B. You must move the binary file to the bin directory.
C. You must change the directory location to the root directory.
D. You must assign correct permissions to the ec2-user.

Answer: B

Explanation:
https://github.com/fortinet/fortigate-terraform-deploy
According to the Terraform documentation for installing Terraform on Linux, you need to download a zip archive that contains a
single binary file called terraform. You need to unzip the archive and move the binary file to a directory that is included in your
system's PATH environment variable, such as /usr/local/bin. This way, you can run the terraform command from any directory
without specifying the full path.
If you do not move the binary file to the bin directory, you will get a command not found error when you try to run the terraform
version command, as shown in the screenshot. To fix this error, you need to move the binary file to the bin directory or specify the
full path of the binary file when running the command.

NEW QUESTION # 75 
You are troubleshooting a FortiGate active-passive SDN connector solution in Microsoft Azure.
Which two mandatory SDN connector settings are required for a successful deployment?
(Choose two.)

A. Client secret
B. Active FortiGate serial number
C. Directory ID
D. FortiGate license file

Answer: A,C

Explanation:
For an Azure SDN connector to work with FortiGate in an active-passive setup, you must configure:
* Client secret (used for authentication with Azure AD).
* Directory ID (the Azure tenant identifier).

NEW QUESTION # 76 
Refer to the exhibit. The exhibit shows an active-passive high availability FortiGate pair with external and internal Azure load
balancers.
There is no SDN connector used in this solution.
Which configuration must the administrator implement on each FortiGate?



A. Two BGP routes to Azure probe IP address.
B. Two static routes to Azure probe IP address.
C. One static route to Azure Lambda IP address.
D. Single BGP route to Azure probe IP address.

Answer: B

NEW QUESTION # 77 
Refer to the exhibit.

A managed security service provider (MSSP) administration team is trying to deploy a new HA cluster in Azure to filter traffic to and
from a client that is also using Azure. However, every deployment attempt fails, and only some of the resources are deployed
successfully. While troubleshooting this issue, the team runs the command shown in the exhibit.
What are the implications of the output of the command?

A. The team will not be able to deploy an A-P FortiGate HA cluster with Azure load balancer.
B. The team will not be able to deploy an active-passive (A-P) FortiGate high availability (HA) cluster with SDN connector.
C. The team will not be able to deploy an A-P FortiGate HA cluster with Azure gateway load balancer.
D. The team will not be able to deploy an active-active (A-P) FortiGate HA cluster with Azure load balancer.

Answer: D

NEW QUESTION # 78
......
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