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Palo Alto Networks XDR-Engineer Exam Syllabus Topics:

Topic Details

¢ Planning and Installation: This section of the exam measures skills of the security engineer and covers the
deployment process, objectives, and required resources such as hardware, software, data sources, and
mtegrations for Cortex XDR. It also includes understanding and explaining the deployment and functionality
Topic 1 of components like the XDR agent, Broker VM, XDR Collector, and Cloud Identity Engine. Additionally,
it assesses the ability to configure user roles, permissions, and access controls, as well as knowledge of
data retention and compute unit considerations.

¢ Cortex XDR Agent Configuration: This section of the exam measures skills of the XDR engineer and

covers configuring endpoint prevention profiles and policies, setting up endpoint extension profiles, and
Topic 2 managing endpoint groups. The focus is on ensuring endpoints are properly protected and policies are
consistently applied across the organization.

¢ Detection and Reporting: This section of the exam measures skills of the detection engineer and covers
creating detection rules to meet security requirements, including correlation, custom prevention rules, and
the use of behavioral indicators of compromise (BIOCs) and indicators of compromise (IOCs). It also
assesses configuring exceptions and exclusions, as well as building custom dashboards and reporting
templates for effective threat detection and reporting,
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¢ Ingestion and Automation: This section of the exam measures skills of the security engineer and covers

onboarding various data sources including NGFW, network, cloud, and identity systemns. It also includes
Topic 4 managing simple automation rules, configuring Broker VM applets and clusters, setting up XDR Collectors,
and creating parsing rules for data normalization and automation within the Cortex XDR environment.

e Maintenance and Troubleshooting: This section of the exam measures skills of the XDR engineer and
covers managing software component updates for Cortex XDR, such as content, agents, Collectors, and
Broker VM. 1t also includes troubleshooting data management issues like data ingestion and parsing, as
well as resolving issues with Cortex XDR components to ensure ongoing system reliability and
performance.

Topic 5

Palo Alto Networks XDR Engineer Sample Questions (Q45-Q50):

NEW QUESTION # 45

A correlation rule is created to detect potential insider threats by correlating user login events from one dataset with file access
events from another dataset. The rule must retain all user login events, even if there are no matching file access events, to ensure no
login activity is missed.

text

Copy

dataset =x

| join (dataset =y)

Which type of join is required to maintain all records from dataset x, even if there are no matching events from dataset y?

A. Inner
B. Right
C. Left

D. Outer

Answer: C

Explanation:

In Cortex XDR, correlation rules useXQL (XDR Query Language)to combine data from multiple datasets to detect patterns, such
as mnsider threats. Thejoinoperation in XQL is used to correlate events from two datasets based on a common field (e.g,, user ID).
The type of join determines how records are matched and retained when there are no corresponding events in one of the datasets.
The question specifies that the correlation rule must retainall user login eventsfrom dataset x (the primary dataset containing login
events), even if there are no matching file access events in dataset y (the secondary dataset). This requirement aligns with aleft
Jom(also called Left Outer Join), which includes all records from the left dataset (dataset x) and any matching records from the right
dataset (dataset y). Ifthere is no match in dataset y, the result includes null values for dataset y's fields, ensuring no login events are
excluded.

* Correct Answer Analysis (B):ALeft Joinensures that all records from dataset x (user login events) are retained, regardless of
whether there are matching file access events in dataset y. This meets the requirement to ensure no login activity is missed.

* Why not the other options?

* A. Inner: An Inner Join only includes records where there is a match in both datasets (x and y).

This would exclude login events from dataset x that have no corresponding file access events in dataset y, which violates the
requirenment.

* C. Right: A Right Join includes all records from dataset y (file access events) and only matching records fiom dataset x. This would
prioritize file access events, potentially excluding login events with no matches, which is not desired.

* D. Outer: A Full Outer Join includes all records from both datasets, with nulls in places where there is no match. While this retains
all login events, it also includes unmatched file access events from dataset y, which is unnecessary for the stated requirement of
focusing on login events.

Exact Extract or Reference:

TheCortex XDR Documentation Portalin theXQL Reference Guideexplains join operations: "A Left Join returns all records from the
left dataset and matching records from the right dataset. If there is no match, null values are returned for the right dataset's fields"
(paraphrased from the XQL Join section). TheEDU-262:

Cortex XDR Investigation and Responsecourse covers correlation rules and XQL, noting that "Left Joins are used in correlation
rules to ensure all events from the primary dataset are retained, even without matches in the secondary dataset" (paraphrased from
course materials). ThePalo Alto Networks Certified XDR Engineer datasheetlists ""detection engineering as a key exam topic,
including creating correlation rules with XQL.

References:



Palo Alto Networks Cortex XDR Documentation Portal: XQL Reference Guide (httpsz/docs-cortex.
paloaltonetworks.cony)

EDU-262: Cortex XDR Investigation and Response Course Objectives

Palo Alto Networks Certified XDR Engneer Datasheet:https://www.paloaltonetworks.convservices/education
/certificatior#xdr-engineer

NEW QUESTION # 46
How are dynamic endpoint groups created and managed in Cortex XDR?

¢ A. Fach endpoint can belong to multiple groups simultaneously, allowing different security policies to be applied to the same
device at the same time

¢ B. Endpoint groups require intervention to update the group with new endpoints when a new device is added to the network

¢ C. After an endpoint group is created, its assigned security policy cannot be changed without deleting and recreating the
group

¢ D. Endpoint groups are defined based on fields such as OS type, OS version, and network segment

Answer: D

Explanation:

In Cortex XDR,dynamic endpoint groupsare used to organize endpoints for applying security policies, managing configurations, and
streamlining operations. These groups are defined based on dynamic criteria, such asOS type,OS version,network
segment,hostname, or other endpoint attributes. When a new endpoint is added to the network, it is automatically assigned to the
appropriate group(s) based on these criteria, without manual intervention. This dynamic assignment ensures that security policies are
consistently applied to endpoints matching the group's conditions.

* Correct Answer Analysis (D):The optionDaccurately describes how dynamic endpoint groups are created and managed.
Administrators define groups using filters based on endpoint attributes like operating system (e.g,, Windows, macOS, Linux), OS
version (e.g., Windows 10 21H2), or network segment (e.g., subnet or domain). These filters are evaluated dynamically, so
endpoints are automatically added or removed from groups as their attributes change or new devices are onboarded.

* Why not the other options?

* A. Endpoint groups require intervention to update the group with new endpoints when a new device is added to the network: This
is incorrect because dynamic endpoint groups are designed to automatically include new endpoints that match the group's criteria,
without manual intervention.

* B. Each endpoint can belong to multiple groups simultancously, allowing different security policies to be applied to the same device
at the same time: This is incorrect because, in Cortex XDR, an endpoint is assigned to a single endpoint group for policy application
to avoid conflicts.

While endpoints can match multiple group criteria, the system uses a priority or hierarchy to assign the endpoint to onegroup for
policy enforcement.

* C. After an endpoint group is created, its assigned security policy cannot be changed without deleting and recreating the group:
This is incorrect because Cortex XDR allows administrators to modify the security policy assigned to an endpoint group without
deleting and recreating the group.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains endpoint group management: "Dynamic endpoint groups are created by defining
filters based on endpoint attributes such as OS type, version, or network segment.

Endpoints are automatically assigned to groups based on these criteria" (paraphrased from the Endpoint Management section).
TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers endpoint group configuration, stating that "groups are
dynamically updated as endpoints join or leave the network based on defined attributes" (paraphrased from course materials).
ThePalo Alto Networks Certificd XDR Engineer datasheetincludes "endpoint management and policy configuration” as a key exam
topic, which encompasses dynamic endpoint groups.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.com/ EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education

[certification#xdr-engineer

NEW QUESTION # 47
An analyst considers an alert with the category of lateral movement to be allowed and not needing to be checked in the future.
Based on the image below, which action can an engineer take to address the requirement?
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e A Create a disable injection and prevention rule for the parent process indicated in the alert

¢ B. Create a behavioral indicator of compromise (BIOC) suppression rule for the parent process and the specific BIOC:
Lateral movement

¢ C. Create an exception rule for the parent process and the exact command indicated in the alert

¢ D. Create an alert exclusion rule by using the alert source and alert name

Answer: D

Explanation:

In Cortex XDR, alateral movementalert (mapped to MITRE ATT&CK T1021, e.g., Remote Services) indicates potential
unauthorized network activity, often involving processes like cmd.exe. If the analyst determines this behavior is allowed (e.g., a
legitimate use of cmd /c dir for administrative purposes) and should not be flagged in the future, the engineer needs to suppress future
alerts for this specific behavior. The most effective way to achieve this is by creating analert exclusion rule, which suppresses alerts
based on specific criteria such as the alert source (e.g., Cortex XDR analytics) and alert name (e.g,., "Lateral Movement Detected").
* Correct Answer Analysis (B):Create an alert exclusion rule by using the alert source and alert namesis the recommended action.
This approach directly addresses the requirement by suppressing future alerts of the same type (lateral movement) from the specified
source, ensuring that this legitimate activity (e.g., cmd /c dir by cmd.exe) does not generate alerts. Alert exclusions can be fine-tuned
to apply to specific endpoints, users, or other attributes, making this a targeted solution.

* Why not the other options?

* A. Create a behavioral indicator of compromise (BIOC) suppression rule for the parent process and the specific BIOC: Lateral
movement: While BIOC suppression rules can suppress specific BIOCs, the alert in question appears to be generated by Cortex
XDR analytics (not a custom BIOC), as indicated by the MITRE ATT&CK mapping and alert category. BIOC suppression is more
relevant for custom BIOC rules, not analytics-driven alerts.

* C. Create a disable mjection and prevention rule for the parent process indicated in the alert: There is no "disable mnjection and
prevention rule” in CortexXDR, and this option does not align with the goal of suppressing alerts. Injection prevention is related to
exploit protection, not lateral movement alerts.

* D. Create an exception rule for the parent process and the exact command indicated in the alert: While creating an exception for
the parent process (cmd.exe) and command (cmd /c dir) might prevent some detections, it is not the most direct method for
suppressing analytics-driven lateral moverment alerts. Exceptions are typically used for exploit or malware profiles, not for analytics-
based alerts.

Exact Extract or Reference:



TheCortex XDR Documentation Portalexplains alert suppression: "To prevent future checks for allowed alerts, create an alert
exclusion rule using the alert source and alert name to suppress specific alert types" (paraphrased from the Alert Management
section). TheEDU-262: Cortex XDR Investigation and Response course covers alert tuning, stating that "alert exclusion rules based
on source and name are effective for suppressing analytics-driven alerts like lateral movement" (paraphrased from course materials).
ThePalo Alto Networks Certified XDR Engineer datasheetincludes "detection engineering” as a key exam topic, encompassing alert
suppression techniques.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engneer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certificatior#xdr-engineer

Note on Image: The image was not provided, but I assumed a typical lateral movement alert involving a parent process (cmd.exe)
and a command (cmd /c dir). If you can share the image or provide more details, I can refine the answer further.

NEW QUESTION # 48

Which action is being taken with the query below?

dataset = xdr_data

| fields agent hostname, _time, _product

| conp latest as latest time by agent hostname, product

| join type=inner (dataset = endpoints

| fields endpoint_ name, endpoint_status, endpoint_type) as lookup lookup.endpoint name = agent hostname
| filter endpoint_status = ENUM.CONNECTED

| fields agent hostname, endpoint_status, latest time, product

A. Monitoring the latest activity of endpoints

B. Checking for endpoints with outdated agent versions

C. Monitoring the latest activity of connected firewall endpoints
D. Identifying endpoints that have disconnected from the network

Answer: A

Explanation:

The providedXQL (XDR Query Language)query in Cortex XDR retrieves and processes data to provide insights into endpoint
activity. Let's break down the query to understand its purpose:

* dataset = xdr_data | fields agent hostname, time, product: Selects thexdr datadataset (general event data) and retrieves fields
for the agent hostname, timestamp, and product (e.g., agent type or component).

* conp latest as latest_time by agent hostname, product: Computes the latest timestamp (_time) for each combination of

agent hostname and _product, naming the result latest time. This identifies the most recent activity for each endpoint and product.
* join type=inner (dataset = endpoints | fields endpoint_name, endpoint_status, endpoint_type) as lookup lookup.endpoint name =
agent_hostname: Performs an inner join with theendpointsdataset, matching endpoint_name (from the endpoints dataset) with
agent_hostname (fromxdr_data), and retrieves fields like endpoint _status and endpoint_type.

* filter endpoint_status = ENUM.CONNECTED: Filters the results to include only endpoints with a status of CONNECTED.

* fields agent_hostname, endpoint_status, latest time, _product: Outputs the final fields: hostname, status, latest activity time, and
product.

* Correct Answer Analysis (A):The query ismonitoring the latest activity of endpoints. It calculates the most recent activity
(latest_time) for each connected endpoint (agent hostname) by joining event data (xdr_data) with endpoint metadata (endpoints)
and filtering for connected endpoints. This provides a view of the latest activity for active endpoints, useful for monitoring their status
and recent events.

* Why not the other options?

* B. Identifying endpoints that have disconnected from the network: The queryfilters for endpoint_status = ENUM.CONNECTED,
so it only includes connected endpoints, not disconnected ones.

* C. Monitoring the latest activity of connected firewall endpoints: The query does not filter for firewall endpoints (e.g., using
endpoint_type or _product to specify firewalls). It applies to all connected endpoimts, not just firewalls.

* D. Checking for endpoints with outdated agent versions: The query does not retrieve or compare agent version information (e.g,,
agent_version field); it focuses on the latest activity time.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains XQL queries: "Queries using comp latest and joins with the endpoints dataset can
monitor the latest activity of connected endpoints by calculating the most recent event timestamps" (paraphrased from the XQL
Reference Guide). TheEDU-262: Cortex XDR Investigation and Responsecourse covers XQL for monitoring, stating that
"combining xdr_data and endpoints datasets with a latest computation monitors recent endpoint activity" (paraphrased from course



materials). ThePalo Alto Networks Certified XDR Engneer datasheetincludes "dashboards and reporting” as a key exam topic,
encompassing XQL queries for monitoring,

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-262: Cortex XDR
Investigation and Response Course Objectives Palo Alto Networks Certified XDR Engneer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certificatior#xdr-engineer

NEW QUESTION # 49
Which XQL query can be saved as a behavioral indicator of compromise (BIOC) rule, then converted to a custom prevention rule?

e A dataset=xdr data
| filter event _type = FILE and (event sub_type = FILE CREATE NEW or event sub type = FILE WRITE or
event sub_type = FILE REMOVE or event_sub_type = FILE RENAME) and agent _hostname = "hostname"
| filter lowercase(action _file path) in ("Vetc/*", "/ust/local/share/*", "/ust/share/*") and action_file_extension in ("conf", "txt")
| fields action_file name, action file path, action file type, agent ip addresses, agent hostname, action file path
e B. dataset = xdr_data
| filter event_type = ENUM.DEVICE and action process_image name = "**"
and action_process_image command_line = "-e cmnd*"
and action_process_image command_line !="*cmd.exe -a /c*"
e C. dataset=xdr data
| filter event type = ENUM.PROCESS and event type = ENUM.DEVICE and
action process_image name = "**"
and action process image command line = "-e cd*"'
and action_process_image command_line !="*¥cmd.exe -a /c*"
e D. dataset =xdr _data
| filter event_type = ENUM.PROCESS and action_process_image name = "**"and action process_image command _line
='"-e cmd*" and action _process_image command_line !="*cmd.exe -a /c*"

Answer: D

Explanation:

In Cortex XDR, aBehavioral Indicator of Compromise (BIOC)rule defines a specific pattern of endpoint behavior (e.g., process
execution, file operations, or network activity) that can trigger an alert. BIOCs are often created usingXQL (XDR Query
Language)queries, which are then saved as BIOC rules to monitor for the specified behavior. To convert a BIOC mto acustom
prevention rule, the BIOC must be associated with a Restriction profile, which allows the defined behavior to be blocked rather than
just detected. For a query to be suitable as a BIOC and convertible to a prevention rule, it must meet the following criteria:

* Tt must monitor a behavior that Cortex XDR can detect on an endpoint, such as process execution, file operations, or device
events.

* The behavior must be actionable for prevention (e.g., blocking a process or file operation), typically involving events like process
launches (ENUM.PROCESS) or file modifications (ENUM.FILE).

* The query should not include overly complex logic (e.g., multiple event types with conflicting conditions) that cannot be translated
mto a BIOC rule.

Let's analyze each query to determine which one meets these criteria:

* Option A: dataset = xdr_data | filter event_type = ENUM.DEVICE ... This query filters for event type = ENUM.DEVICE, which
relates to device-related events (e.g., USB device connections).

While device events can be monitored, the additional conditions (action_process_image name = "**"and

action_process_image command _line) are process-related attributes, which are typically associated with ENUM.PROCESS
events, not ENUM.DEVICE. This mismatch makes the query invalid for a BIOC, as it combines incompatible event types and
attributes. Additionally, device events are not typically used for custom prevention rules, as prevention rules focus on blocking
processes or fileoperations, not device activities.

* Option B: dataset =xdr_data | filter event_type = ENUM.PROCESS and event_type = ENUM.

DEVICE ...This query attempts to filter for events that are both ENUM.PROCESS and ENUM.

DEVICE (event_type = ENUM.PROCESS and event_type = ENUM.DEVICE), which is logically incorrect because an event
cannot have two different event types simultaneously. In XQL, the event_type field must match a single type (e.g.,
ENUM.PROCESS or ENUM.DEVICE), and combining them with an and operator results in no matches. This makes the query
mvalid for creating a BIOC rule, as it will not return any results and cannot be used for detection or prevention.

* Option C: dataset = xdr_data | filter event_type = FILE ... This query monitors file-related events (event_type = FILE) with
specific sub-types (FILE CREATE NEW, FILE WRITE, FILE REMOVE, FILE RENAME) on a specific hostname, targeting
file paths (/etc/*, /ust/local/share/*, /usr/share/*) and extensions (conf, txt). While this query can be saved as a BIOC to detect file



operations, it is not ideal for conversion to a custom prevention rule. Cortex XDR prevention rules typically focus on blocking
process executions (via Restriction profiles), not file operations. While file-based BIOCs can generate alerts, converting them to
prevention rules is less common, as Cortex XDR's prevention mechanisis are primarily process-oriented (e.g,, terminating a
process), not file-oriented (e.g., blocking a file write). Additionally, the query includes complex logic (e.g., multiple sub-types,
lowercase() function, fields clause), which may not filly translate to a prevention rule.

* Option D: dataset = xdr_data | filter event_type = ENUM.PROCESS ...This query monitors process execution events
(event_type = ENUM.PROCESS) where the process image name matches a pattern (action process_image name = "**"), the
command line includes -e cmd*, and excludes commands matching *cmd.exe -a /c*. This query is well-suited for a BIOC rule, as it
defines a specific process behavior (e.g., a process executing with certain command-line arguments) that Cortex XDR can detect on
an endpoint. Additionally, this type of BIOC can be converted to a custom prevention rule by associating it with aRestriction profile,
which can block the process execution if the conditions are met. For example, the BIOC can be configured to detect processes with
action process_image name =

"™**" and action_process_image command_line = "-e cmd*", and a Restriction profile can terminate such processes to prevent the
behavior.

Correct Answer Analysis (D):

Option D is the correct choice because it defines a process-based behavior (ENUM.PROCESS) that can be saved as a BIOC rule
to detect the specified activity (processes with certain command-line arguments). It can then be converted to a custom prevention
rule by adding it to a Restriction profile, which will block the process execution when the conditions are met. The query's conditions
are straightforward and compatible with Cortex XDR's BIOC and prevention framework, making it the best fit for the requirement.
Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains BIOC and prevention rules: "XQL queries monitoring process events
(ENUM.PROCESS) can be saved as BIOC rules to detect specific behaviors, and these BIOCs can be added to a Restriction
profile to create custom prevention rules that block the behavior" (paraphrased from the BIOC and Restriction Profile sections).
TheEDU-260: Cortex XDR Prevention and Deployment course covers BIOC creation, stating that "process-based XQL queries
are ideal for BIOCs and can be converted to prevention rules via Restriction profiles to block executions” (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "detection engineering” as a key exam topic,
encompassing BIOC rule creation and conversion to prevention rules.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education

/certification#xdr-engineer

NEW QUESTION # 50

Our company pays high attentions to the innovation of our XDR-Engineer study materials. We constantly increase the investment on
the innovation and build an incentive system for the members of the research expert team. Our experts group specializes in the
research and innovation of our XDR-Engineer Study Materials and supplements the latest innovation and research results into the
XDR-Engineer study materials timely.
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