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NEW QUESTION # 219 
What is the purpose of the Default Sensor Policy?

A. Used to reset all sensor settings to Default.
B. Acts as a "catch all" policy if no other Sensor Policies are applied.
C. A mechanism to deploy the oldest supported version of the Falcon Sensor.
D. Tests the sensor configuration settings before deployment.

Answer: B

Explanation:
The purpose of the Default Sensor Policy is that it acts as a "catch all" policy if no other Sensor Policies are applied. A Sensor Policy
is a policy that defines the detection and prevention settings for the Falcon sensor on a host. You can create and assign custom
Sensor Policies to different hosts or groups in your environment. However, if a host is not assigned to a specific Sensor Policy, it will
inherit the settings from the Default Sensor Policy. The Default Sensor Policy is a
"catch-all" policy that is enabled by default and has the "Malware Protection" feature turned on.
You can modify the settings of the Default Sensor Policy, but you cannot delete or disable it.

NEW QUESTION # 220 
How do you assign a Prevention policy to one or more hosts?

A. Ensure the hosts are in a group and assign that group to a custom Prevention policy
B. Create a new policy and assign it directly to those hosts on the Prevention policy page
C. Modify the users roles on the User Management page
D. Create a new policy and assign it directly to those hosts on the Host Management page

Answer: A

Explanation:
The administrator can assign a Prevention policy to one or more hosts by ensuring the hosts are in a group and assigning that group
to a custom Prevention policy. This allows users to apply different prevention settings and options to different groups of hosts based
on their needs and preferences. The other options are either incorrect or not applicable to assigning a Prevention policy.

NEW QUESTION # 221 
Which of the following prevention policy settings monitors contents of scripts and shells for execution of malicious content on
compatible operating systems?

A. Engine (Full Visibility)
B. Suspicious Scripts and Commands
C. Script-based Execution Monitoring
D. FileSystem Visibility

Answer: C

Explanation:
The prevention policy setting that monitors contents of scripts and shells for execution of malicious content on compatible operating
systems is Script-based Execution Monitoring. Script- based Execution Monitoring is a feature that enables the Falcon sensor to
monitor and prevent malicious script execution on Windows systems. The feature uses machine learning and behavioral analysis to
detect suspicious scripts or commands executed by various script interpreters, such as PowerShell, WScript, CScript, or Bash. You
can enable or disable Script- based Execution Monitoring in the Prevention Policy for Windows hosts.

NEW QUESTION # 222 
What are the two automated triggers that cause a Fusion SOAR workflow to run?

A. Condition and action triggers
B. Incident and detections triggers
C. Event and scheduled triggers
D. Event and action triggers



Answer: C

NEW QUESTION # 223 
The Falcon sensor uses certificate pinning to defend against man-in-the-middle attacks. What must you ensure is disabled for the
sensor to communicate with the CrowdStrike Cloud?

A. TCP inspection
B. Proxy information
C. NMAP scanning
D. Deep packet inspection

Answer: D
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