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HR #63
Which reconnaissance techniques may expose directory structure vulnerabilities? (Choose two)
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A. Directory traversal attacks

B. User behavior analysis

C. Secure cookie policies

D. Directory listing enabled on the server

Eﬁ: A\ D

HA #064
A web application allows SQL injection attacks on its admin panel. What should you recommend to mitigate this issue?

A. Increase session timeout durations

B. Hardcode admin passwords

C. Restrict admin access to trusted IPs only

D. Use HTTP instead of HTTPS for the admin panel

Ef#: C

HM #65
Which techniques help mitigate XSS vulnerabilities? (Choose two)

A. Output encoding

B. Input validation

C. Avoiding use of HTML
D. Enabling FTP

Ef#: A. B

B # 66
Which of'the following tools is specifically designed for testing SQL injection vulnerabilities?

A. Nikto

B. Hydra

C. SQLmap

D. John the Ripper

EfE: C

A #67
What advantages does AJAX provide in web applications? (Choose two)

A. Asynchronous updates to web pages
B. Server-side execution of JavaScript
C. Enhanced database indexing

D. Reduced page reloads

Ef@#: A\ D
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