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Fortinet NSE 7 - LAN Edge 7.0 NSE7 LED-7.0 Priifungsfragen mit Losungen
(Q20-Q25):

20. Frage
To troubleshoot configuration push issues on a managed FortiSwitch, which FortiGate process should an administrator enable debug
for?

A. fortilinkd
B. flefed

C.cu acd
D. httpsd

Antwort: B

21. Frage
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‘Which EAP method requires the use of a digital certificate on both the server end and the client end?

A. PEAP

B. EAP-GTC
C. EAP-TTLS
D. EAP-TLS

Antwort: D

Begrindung:
EAP-TLS is the most secure EAP method. It requires a digital certificate on both the server end and the client end. The server and
client authenticate each other using their certificates.

22. Frage
Exhibit.

config wireless-controller wtp-profile

edit "Main Networks - FAP-320C"
set comment "Profile with standard networks"™
config platform

set type 320C

end
set wan-port-mode wan-only
set led-state enable
set dtls-policy clear-text
set max-clients 0
set handoff-rssi 30
set handoff-sta-thresh 30
set handoff-roaming enable
set ap-country GB

set ip-fragmentSpEeventing tcp- -adi
set tun-mtu-ppPlink”0 E_%Jﬁr‘rlnE
set tun-mgtusdewnlink 0
set splkit#fuhneling-acl-path local
setasplit-tunneling-acl-local-ap-subnet enable
confyg split-tunneling-acl
edit 1
set dest-ip 192.166.5.0 255.255.255.0
next
end
set allowaccess https ssh
set login-passwd-change yes
set lldp disable




config radio-1
set mode ap
set band 802.11n,g-only
set protection-mode disable
unset powersave-optimize
set amsdu enable
set coexistence enable
set short-guard-interval disable
set channel-bonding Z0MHz
set auto-power-level disable
set power-level 100
set dtim 1

set beacon-intervals000
set rts-thresholdy2846

set channel+lutdlizst#€n esnable

set spectrum=analysis disable

set widgfprafile "default-wids-apscan-enabled"
set gaEErp enable

sab max-clients 0

Sat mMax-distance 0

1g wireless-controller vap
e "Hppezake

set ssid "Corporate”™
set passphrase ENC XXX
set schedule "always"™
set gquarantine disable

Refer to the exhibits

In the wireless configuration shown in the exhibits, an AP is deployed in a remote site and has a wireless network (VAP) called
Corporate deployed to it The network is a tunneled network however clients connecting to a wireless network require access to a
local printer Clients are trying to print to a printer on the remote site but are unable to do so Which configuration change is required
to allow clients connected to the Corporate SSID to print locally?

e A. Configure the printer as a wireless client on the Corporate wireless network

¢ B. Disable the Block Intra-SSID Traffic (intra-vap-privacy) setting on the SSID (VAP) profile
e C. Configure split-tunneling in the vap configuration

¢ D. Configure split-tunneling in the wtp-profile configuration

Antwort: C

According to the Fortinet documentationl, "Split tunneling allows you to specify which traffic is tunneled to the FortiGate and which
traffic is sent directly to the Internet. This can improve performance and reduce bandwidth usage." Therefore, by configuring split-
tunneling in the vap configuration, you can allow the clients connected to the Corporate SSID to access both the corporate network
and the local printer. Option B is incorrect because split-tunneling is configured at the vap level, not the wtp-profile level. Option C is
mncorrect becauseblocking intra-SSID traffic prevents wireless clients on the same SSID from communicating with each other, which
is not related to accessing a local printer. Option D is unnecessary and impractical because the printer does not need to be a wireless
client on the Corporate wireless network to be accessible by the clients.

23. Frage
Refer to the exhibit.



Edit User Group - Administrator: Command Prompt

Name SSLVPN

Remote Server Group Name |
& Tralning-Lab

I; ‘ I_:-.I . |_ ‘ a_IJL A I% —

[ [ 1 [N

Examine the FortiGate user group configuration and the Windows AD LDAP group membership information shown in the exhibit
FortiGate is configured to authenticate SSL VPN users against Windows AD using LDAP The administrator configured the SSL
VPN user group for SSL VPN users However the administrator noticed that both the student and j smith users can connect to SSL
VPN Which change can the administrator make on FortiGate to restrict the SSL VPN service to the student user only?

¢ A. Inthe SSL VPN user group configuration change Type to Fortinet Single Sign-On (FSSO)

¢ B.Inthe SSL VPN user group configuration set Group Name to :;=Domain users.CN-Users/DC=trainingAD, DC-training,
DC=lab.

e C. Inthe SSL VPN user group configuration, change Name to cn=sslvpn, CN=users, DC=trainingAD, Detraining, DC-1lab.

e D. Inthe SSL VPN user group configuration set Group Namto CN-SSLVPN, CN="users, DC-trainingAD, DC-training,
DC-lab

Antwort: D

Begrindung;

Explanation

According to the FortiGate Administration Guide, "The Group Nane is the name of the LDAP group that you want to use for
authentication. The name must match exactly the name of the LDAP group on the LDAP server." Therefore, option A is true
because it will set the Group Name to match the LDAP group that contains only the student user. Option B is false because changing
the Name will not affect the authentication process, as it is only a local identifier for the user group on FortiGate. Option C is false
because setting the Group Name to Domain Users will include all users in the domain, not just the student user. Option D is false
because changing the Type to FSSO will require a different configuration method and will not solve the problem.

24. Frage

A wireless network n a school provides guest access using a captive portal to allow unregistered users to self-register and access
the network The administrator is requested to update the existing configuration to provide captive portal authentication through a
secure connection (HTTPS) Which two changes must the administrator make to enforce HTTPS authentication”? (Choose two >

A. Enable HTTP redirect in the user authentication settings

B. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator
C. Disable HTTP administrative access on the guest SSID to enforce HTTPS connection
D. Create a new SSID with the HTTPS captive portal URL

Antwort: A,B

Begrindung;

Explanation

According to the FortiGate Administration Guide, '"To enable HTTPS authentication, you must enable HTTP redirect in the user
authentication settings. This redirects HTTP requests to HTTPS. You must also update the captive portal URL to use HTTPS on
both FortiGate and FortiAuthenticator." Therefore, options B and D are true because they describe the changes that the
administrator must make to enforce HTTPS authentication for the captive portal. Option A is false because creating a new SSID
with the HTTPS captive portal URL is not required, as the existing SSID can be updated with the new URL. Option C is false
because disabling HTTP administrative access on the guest SSID will not enforce HTTPS connection, but rather block HTTP
connection.
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