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Saviynt Certified Advanced IGA Professional (Level 200) Sample Questions
(Q56-Q61):

NEW QUESTION # 56
The EIC Admmistrator observed that all accounts were disabled in Saviynt due to incorrect configuration in the target application.
‘What controls can be implemented in Saviynt to avoid such scenarios?

A. Tt is not possible to set a limit

B. Use the accountThresholdValue attribute in the STATUS_ THRESHOLD CONFIG connection parameter
C. Set the limit in the external config file

D. Use the accEntThreshold Value attribute in the STATUS THRESHOLD CONFIG connection parameter

Answer: B

Explanation:

In Saviynt EIC, mass unintended changes-such as all accounts being disabled due to incorrect target application configuration-can be
prevented usingthreshold-based controls. These controls are defined using theSTATUS THRESHOLD CONFIGconnection
parameter, which acts as a safeguard during reconciliation and provisioning processes.

The correct attribute in this scenario isaccount ThresholdValue (Option D). This parameter allows administrators to define a threshold
limit for account status changes (such as disablement). If the number or percentage of accounts being disabled exceeds the defined
threshold, Saviynt can stop or flag the operation, preventing large-scale unintended impact.

OptionA (accEntThresholdValue)is used for entitlement-level thresholds, not account status changes.

OptionBis incorrect because Saviynt does provide this safeguard mechanism OptionCis also incorrect since such controls are not
managed externally but are part of Saviynt's connector configuration.

By usingaccount ThresholdValuewithin STATUS THRESHOLD CONFIG, organizations can implement strong governance and
prevent bulk account disablement due to misconfigurations or data issues during account import or reconciliation.

NEW QUESTION # 57
The Helpdesk has set a new password for the user who called in for password reset assistance. Choose the correct configuration to
share the password with the calling user

A. Configure an email template in the Reset Password notification under password policy
B. Configure an email template in Change Password Notification configurations

C. System automatically shares the password

D. Setup User Update Rule and configure an email template

Answer: A

Explanation:

In Saviynt EIC, password management includes configurable notification mechanisims to securely communicate password changes or
resets to users. When aHelpdesk performs a password reset, the appropriate configuration to notify the user is through theReset
Password notification under Password Policy.

Option C is correct because Saviynt provides a dedicatedReset Password notification templatewithin password policy
configurations. This ensures that whenever a password is reset (either by user self-service or by Helpdesk), the system triggers the
configured email template to notify the user. This template can include secure messaging and instructions related to the new
password or next steps.

Option A is incorrect because the system does not automatically share passwords without proper configuration. Option B applies
tochange password scenarios nitiated by users, not Helpdesk resets. Option D is not recommended, as User Update Rules are not
designed specifically for password notification workflows.

Thus, configuring theReset Password notification under password policyis the correct and secure approach.
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NEW QUESTION # 58
What are the different authentication modes supported for SMTP configurations? (Multi Select)

A. None ofthe above
B. OAuth

C.NTLM

D. Basic

Answer: B,C,D

Explanation:

In Saviynt EIC,SMTP configurationis used to enable email notifications for workflows such as access requests, certifications, alerts,
and system communications. To securely connect with mail servers, Saviynt supports multiple authentication mechanisms. The valid
authentication modes areNTLM, OAuth, and Basic, making OptionsA, B, and Dcorrect.

Basic Authentication (Option D)is the traditional method where a username and password are used to authenticate with the SMTP
server. While widely supported, it is less secure compared to modern methods and is being phased out in many environments.
NTLM (Option A)is commonly used in Microsoft-based environments (e.g., Exchange servers) and provides integrated
authentication using Windows credentials, offering better security than basic authentication.

OAuth (Option B)is a modern and more secure authentication mechanism that uses token-based authorization instead of storing
credentials. It is commonly used with cloud-based email services such as Microsoft 365 or Google Workspace.

OptionCis incorrect because Saviynt explicitly supports multiple authentication modes.

Thus, NTLM, OAuth, and Basic are the supported SMTP authentication modes in Saviynt.

NEW QUESTION # 59
Which of the following EIC modules support configuration of active workflow? (Choose 3 options)

A. Endpoint

B. Security System

C. Global Configuration
D. Entitlement Type

Answer: A,B,D

Explanation:

In Saviynt EIC, workflows are a core component used to control approval processes for access requests, provisioning, and other
identity lifecycle events. These workflows can be configured at multiple levels depending on the scope and granularity required.
Security System (A)supports workflow configuration to define approval processes at the application level.

This allows organizations to enforce consistent approval logic for all endpoints associated with that system.

Endpoint (B)also supports workflow configuration, enabling more granular control where different endpoints within the same security
systemmay require distinct approval processes. This is particularly useful in complex environments with varied access control
requirements.

Entitlement Type (D)supports workflows to manage approvals specific to entitlement categories (such as roles, groups, or
permissions), ensuring appropriate governance at a finer level

Global Configuration (C), while important for system-wide settings, is not typically used to directly assign active workflows to access
requests. Instead, workflows are selected and applied within modules like Security System, Endpoint, and Entitlement Type.
Thus, the correct modules supporting active workflow configuration areSecurity System, Endpoint, and Entitlement Type.

NEW QUESTION # 60
The EIC administrator has a requirement for integrating EIC with ServiceNow as a ticketing system, where end users should be able
to check the status of associated tickets in ServiceNow from EIC. What option can the admmistrator utilize to fulfill this requirement?

A. TICKETSTATUSISON

B. CREATETICKETISON

C. It is not possible to check the status of ticket in ServiceNow
D. SYNCTICKETSTATUSJSON

Answer: A

Explanation:



In Saviynt EIC integration with ServiceNow as a ticketing system (ITSM), various JSON configurations are used to define how
tickets are created, updated, and tracked. To enable users tocheck the status of tickets from EIC, the correct configuration
STICKETSTATUSJSON.

TICKETSTATUSJSON:is specifically used to define how Saviynt retrieves the current status of a ticket from ServiceNow. It maps
the API response fields from ServiceNow (such as state, status, or resolution) to Saviynt fields, allowing the systemto display real-
time ticket status within the EIC interface.

Option A (SYNCTICKETSTATUSJSON) is typically used for synchronization jobs that update ticket statuses in bulk, not for
direct user-level status retrieval. Option B (CREATETICKETISON) is used only for ticket creation, defining how requests are sent
to ServiceNow. Option D is incorrect because Saviynt does support ticket status tracking through proper integration configuration.
Thus, TICKETSTATUSJSON:is the correct option to enable visibility of ticket status within Saviynt EIC.

NEW QUESTION # 61
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