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CompTIA SecAI+ Certification Exam Sample Questions (Q73-Q78):
NEW QUESTION # 73 
User experience is declining since the launch of a large language model (LLM) in internal networks. Which of the following should be
the highest priority for the prompt engineers?

A. Business objectives
B. Sales life cycle
C. Customer success management
D. Quality control

Answer: D

Explanation:
When user experience is declining after an LLM launch, the top priority for prompt engineers is quality control. Ensuring prompts
produce accurate, relevant, and safe outputs directly improves usability and restores user trust.
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An organization recently developed an AI-powered product and discovers that it is vulnerable to attacks in which malicious actors
can alter the input, causing the system to recommend inappropriate information. Which of the following techniques is the most
effective way to secure the system against manipulation attacks?

A. Cross-validation
B. Feature regularization
C. Guardrails
D. Feature scaling

Answer: C

Explanation:
Guardrails restrict and control how an AI model processes and responds to inputs, making them the most effective defense against
manipulation attacks such as prompt injection or malicious input alteration.

NEW QUESTION # 75 
A machine learning (ML) engineer is working with a security engineer to identify the best practices for securing a system with various
AI models.
Which of the following actions should the engineers suggest?

A. Implementing comprehensive security architecture
B. Using a secure software development life cycle (SDLC)
C. Following a secure model development life cycle (MDLC)
D. Conducting guardrail testing and security validation

Answer: C

Explanation:
A secure MDLC is tailored to AI and ML systems, ensuring security is integrated throughout the model's design, training, validation,
deployment, and monitoring phases. This directly addresses best practices for securing systems with AI models.

NEW QUESTION # 76 
Customer feedback for an AI chatbot has a high-rate of non-answers, which is causing higher central processing unit (CPU)
utilization. Which of the following should be implemented?

A. Guardrails
B. Response confidence level
C. Prompt logging
D. Cost monitoring

Answer: B

Explanation:
Implementing a response confidence level ensures the chatbot only provides answers when the model is sufficiently confident. This
reduces irrelevant or empty responses, improving user experience and lowering unnecessary CPU utilization.

NEW QUESTION # 77 
A security administrator must provide access controls for AI systems to list tables. Which of the following should the administrator
implement?

A. Data access
B. Network access control list (NACL)
C. Agentic AI access
D. Model access

Answer: A

Explanation:



Since the requirement is to control which users or systems can list tables, the proper control lies at the data access level.
Implementing data access controls ensures only authorized entities can view or query the underlying tables used by the AI system.

NEW QUESTION # 78
......
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