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NEW QUESTION # 103
Which two CI/CD plugins are supported by Prisma Cloud as part of its DevOps Security? (Choose two.).

A. Visual Studio Code
B. BitBucket

C. IntelliJ

D. CircleCI

Answer: B,D

Explanation:

For CI/CD plugins supported by Prisma Cloud as part of its DevOps Security, BitBucket (Option A) and CircleCI (Option C) are
the correct choices. BitBucket is widely used for source code management and collaboration, while CircleCI is a popular CI/CD
platform. Prisma Cloud integrates with these tools to scan code reposttories and CI/CD pipelines for security issues, ensuring that
vulnerabilities are identified and addressed early in the development process. Visual Studio Code (Option B) and IntelliJ (Option D)
are IDEs rather than CI/CD tools, and while they are supported by Prisma Cloud for scanning and security purposes, they are not
considered CI/CD plugins.

NEW QUESTION # 104
Which statement is true regarding CloudFormation tenplates?

¢ A. Scan support does not currently exist for nested references, macros, or intrinsic functions.

¢ B. A single template or a zip archive of template files canmot be scanned with a single API request.
e C. Scan support is provided for JSON, HTML and YAML formats.

¢ D. Request-Header-Field 'cloudformation-version' is required to request a scan.

Answer: A

Explanation:

CloudFormation templates, used to describe and provision all the infrastructure resources in cloud environments, support various
elements including resources, mappings, parameters, and outputs. However, scan support for CloudFormation templates does not
currently exist for nested references, macros, or intrinsic functions (option A). These advanced CloudFormation features can
introduce complexity in scanning and interpreting the templates accurately for security and compliance checks.

Reference: https:/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud- devops- security/use-the-
prisma-cloud-iac-scan-rest-api.html

NEW QUESTION # 105
Which three incident types will be reflected in the Incident Explorer section of Runtime Defense? (Choose three.)

A. Crypto miners

B. SQL Injection

C. Port Scanning

D. Brute Force

E. Cross-Site Scripting

Answer: A,C,D

Explanation:

This section describes the incident types surfaced in Incident Explorer.
Altered bnary

Backdoor admin accounts
Backdoor SSH access

Brute force

Crypto miners

Execution flow hijack attempt
Kubernetes attack

Lateral movement

Malware

Port scanning



Reverse shell

Suspicious binary
httpsz/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin-compute/runtime_defense
/mcident_types

NEW QUESTION # 106
In WAAS Access control file upload controls, which three file types are supported out of the box? (Choose three.)

A. Documents
B. Images

C. Text

D. Audio

E. Journal

Answer: A,B,C

Explanation:

In WAAS Access control for file uploads, Prisma Cloud supports various file types out-of-the-box to ensure secure and controlled
file upload finctionality. The supported file types include Text, Images, and Documents. These categories cover a wide range of
commonly used file formats, allowing organizations to manage and restrict file uploads based on the content type. This feature helps
in preventing malicious file uploads and ensures that only approved file types are uploaded to applications and services.

NEW QUESTION # 107
Prisma Cloud supports sending audit event records to which three targets? (Choose three.)

A. Syslog

B. Netflow

C. Stdout

D. SNMP Traps
E. Prometheus

Answer: A,C,E

NEW QUESTION # 108
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