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Nutanix Certified Master - Multicloud Infrastructure (NCM-MCI) Sample
Questions (Q32-Q37):

NEW QUESTION # 32

Task 14

An administrator has been asked to configure a storage for a distributed application which uses large data sets across multiple
worker VM.

The worker VMs must run on every node. Data resilience is provided at the application level and low cost per GB is a Key
Requirerment.

Configure the storage on the cluster to meet these requirements. Any new object created should include the phrase Distributed App
n the name.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To configure the storage on the cluster for the distributed application, you can follow these steps:

Log in to Prism Element of cluster A using the credentials provided.

Go to Storage > Storage Pools and click on Create Storage Pool.

Enter a name for the new storage pool, such as Distributed App Storage Pool, and select the disks to include in the pool. You can
choose any combination of SSDs and HDDs, but for low cost per GB, you may prefer to use more HDDs than SSDs.

Click Save to create the storage pool.

Go to Storage > Containers and click on Create Container.

Enter a name for the new container, such as Distributed App Container, and select the storage pool that you just created,
Distributed App_Storage Pool, as the source.

Under Advanced Settings, enable Erasure Coding and Compression to reduce the storage footprint of the data.

You can also disable Replication Factor since data resilience is provided at the application level. These settings will help you achieve
low cost per GB for the container.

Click Save to create the container.

Go to Storage > Datastores and click on Create Datastore.

Enter a name for the new datastore, such as Distributed App Datastore, and select NFS as the datastore type.

Select the container that you just created, Distributed App Container, as the source.

Click Save to create the datastore.

The datastore will be automatically mounted on all nodes in the cluster. You can verify this by going to Storage > Datastores and
clicking on Distributed App Datastore. You should see all nodes listed under Hosts.

You can now create or migrate your worker VMs to this datastore and run them on any node in the cluster.

The datastore will provide low cost per GB and high performance for your distributed application.

NEW QUESTION # 33

Task 3

An administrator needs to create a report named VMs_Power_State that lists the VM in the cluster and their basic details including
the power state for the last month.

No other entities should be included in the report.

The report should run monthly and should send an email to admin@syberdyne.net when it runs.

Generate an instance of the report named VMs_Power_State as a CSV and save the zip file as
Desktop\Files\VMs_Power _state.zip Note: Make sure the report and zip file are named correctly. The SMTP server will not be
configured.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To create a report named VMs_Power_State that lists the VM in the cluster and their basic details including the power state for the
last month, you can follow these steps:



Log in to Prism Central and click on Entities on the left menu.
Select Virtual Machines from the drop-down menu and click on Create Report.
Enter VMs_Power_State as the report name and a description if required. Click Next.
Under the Custom Views section, select Data Table. Click Next.
Under the Entity Type option, select VM. Click Next.
Under the Custom Columns option, add the following variables: Name, Cluster Name, vCPUs, Memory, Power State. Click Next.
Under the Time Period option, select Last Month. Click Next.
Under the Report Settings option, select Monthly from the Schedule drop-down menu. Enter admin@syberdyne.net as the Email
Recipient. Select CSV as the Report Output Format. Click Next.
Review the report details and click Finish.
To generate an instance of the report named VMs_Power_State as a CSV and save the zip file as
Desktop\Files\VMs_Power _state.zip, you can follow these steps:
Log in to Prism Central and click on Operations on the left menu.
Select Reports from the drop-down menu and find the VMs_Power_State report from the list. Click on Run Now.
Wait for the report to be generated and click on Download Report. Save the file as Desktop\Files\VMs_Power _state.zip.
1.0Open the Report section on Prism Central (Operations > Reports)
2.Click on the New Report button to start the creation of your customreport
3.Under the Custom Views section, select Data Table
4. Provide a title to your customreport, as well as a description if required.
5.Under the Entity Type option, select VM
6.This report can include all as well as a selection of the VMs
7.Click on the Custom Colunms option and add the below variables:
a.Name - Name ofthe listed Virtual Machine
b.vCPUs - A combination of the vCores and vCPU's assigned to the Virtual Machine c.Memory - Amount of memory assigned to
the Virtual Machine d.Disk Capacity - The total amount of assigned virtual disk capacity e.Disk Usage - The total used virtual disk
capacity f.Snapshot Usage - The total amount of capacity used by snapshots (Excluding Protection Domain snapshots)
8.Under the Aggregation option for Memory and Disk Usage accept the default Average option
Columns

Custom

E@l Ui« Aggregation
Name ;

vCPUs :

Memory

Disk Capacity ;

Disk Usage

Snapshot Usage -

9.Click on the Add button to add this custom selection to your report
10.Next click on the Save and Run Now button on the bottom right of the screen
11.Provide the relevant details on this screen for your custom report:



12.You can leave the Time Period For Report variable at the default of Last 24 Hours

13.Specify a report output of preference (PDF or CSV) and if required Additional Recipients for this report to be mailed to. The
report can also simply be downloaded after this creation and mnitial run if required

14.Below is an example of this report ina CSV format:

NEW QUESTION # 34

Task 16

An administrator is working to create a VM using Nutanix V3 API calls with the following specifications.
* VM specifications:

s=_ -t
-3
* metadsta’ 11 s requlced property”

=*spes. is s requinsd-property”

WMN?;?,:“ gluld net be processed.’
= rpason 1 —iRVALIY: REQUEST®
* vCPUs: 2
* Memory: BGb
* Disk Size: 50Gb
* Cluster: Cluster A
* Network: default- net
The API call is falling, indicating an issue with the payload:
The body is saved in Desktop/ Files/API_Create VM, text
Correct any issues in the text file that would prevent from creating the VM. Also ensure the VM will be created as speeded and
make sure it is saved for re-use using that filename.
Deploy the vm through the API
Note: Do not power on the VM.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

httpsy/portal. nutanix.con/page/documents/kbs/details ?targetld=k AO0Oe000000LLEZCAO
https/jsonformatter.curiousconcept.conv#

acli net.list (uuid network defult net)

ncli cluster info (uuid cluster)

Put Call: https7//Prism Central IP address : 9440/api/nutanix/v3vims
Edit these lines to fix the API call, do not add new lines or copy lines.
You can test using the Prism Element API explorer or PostMan
Body:

{

{

"spec":

"name": '"Test_Deploy",

"resources": {

"power_state":"OFF",

"num_vepus_per_socket™:,

"num_sockets": 1,

"memory_size mib": 8192,

"disk List": [

{

"disk size mib": 51200,

"device properties": {

"device type""DISK"

}

5>

{

"device properties": {



"device_type""CDROM"
!

!

I
"nic_list"|

{

"nic_type": "NORMAL NIC",
"is_connected": true,
"ip_endpoint_List™: |

{

”].I)_t}’pe": HDHCP"

!

],

"subnet_reference": {

"kind": "subnet",

"name": "'default net",

"uuid": "00000000-0000-0000-0000-000000000000"
}

}

I,

2

"cluster reference™: {

"kind"™ "cluster",

"name": "NTNXDemo",

"uuid": "00000000-0000-0000-0000-000000000000"
}

5>

"api version™ "3.1.0",

"metadata”: {

"kirld": "Vn’l"

}

}
https//www.nutanix.dev/2019/08/26/post-a-package-building- your-first-nutanix-rest-api-post-request/ Reference

NEW QUESTION # 35

The DB team is requesting an SQL database instance and has requested it be configured for best performance.

This VM has been migrated froma 3 tier solution into Nutanix.

The database VM hosts 4 databases, each set to a 20 GB limit. Logs are expected to not grow beyond 20 GB and should be
limited to within 25% to avoid runaway processes. Do not configure more storage than is needed.

The VM that has been migrated is identified as sq13532. Once the VM has been properly reconfigured, the DBA team will
reconfigure the OS and database.

The VM should be configured as per KB-3532.

While this VM is being tested, make sure it is the first VM to power up in the event the node it is on goes down.

To maximize performance, ensure as much of the VM as possible will be kept on SSD drives.

Note: The VM does not need to be powered on. The VM should remain on the default container and should not be configured with
a volume group. No network is required at this time.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to reconfigure the sq13532 virtual machine.
This task is performed from the Prism Element interface for the cluster the VM is on (e.g,, Cluster 1).
1. Locate and Update the VM

* From the Prism Element main dashboard, navigate to the VM view.

* Find the VM named sqI3532 in the VM table.

* Select the checkbox next to sqI3532 and click the Update button.

2. Configure HA Priority and Flash Mode

In the "Update VM" dialog, configure the HA and SSD performance settings:



* HA Priority:

* Find the VM High Availability section.

* Select the High Priority radio button. This ensures it is one of the first VM to power on during an HA event.

* Flash Mode (SSD Performance):

* Scroll down to the Flash Mode section.

* Check the box to Enable Flash Mode. This pins the VM's vDisks to the SSD tier, satisfying the requirement to keep as much of
the VM as possible on SSDs, especially since it's on the default (hybrid) container.

3. Reconfigure Disks (per KB-3532)

While still in the "Update VM" dialog, scroll to the Disks section to add the new data and log disks. The key to "best performance”
(KB-3532) is to place Data and Logs on separate vSCSI controllers.

* (The VM already has an OS disk, which we will assume is on scsi.0.)

* Add Data Disk:

* Click the + Add New Disk button.

* Storage Container: default (as required).

* Size: 80 GB (for the 4 x 20 GB databases).

* Bus Type: SCSI.

* Device Index: 1. (This creates a new vSCSI controller, scsi. 1, for the data disk).

* Click Add.

* Add Log Disk:

* Click the + Add New Disk button.

* Storage Container: default (as required).

* Size: 20 GB.

* Bus Type: SCSI.

* Device Index: 2. (This creates a third vSCSI controller, scsi.2, for the log disk).

* Click Add.

4. Save Configuration

* After adding the disks and setting HA/Flash Mode, click the main Save button at the bottom of the

"Update VM" dialog.

The VM is now configured with high availability, its storage is pinned to SSD, and its disk layout follows performance best practices
by separating the OS, Data, and Log I/O paths onto three different controllers.

NEW QUESTION # 36

Your security team is working on automation to manage Security Policies.

They have exported some of the existing rules to the file "Security Policy.txt" located on the desktop. This file needs to be modified
for the test environment.

* All rules except the quarantine rule should be logged.

* Only the Quarantine rule should be enforced, the other rules will only be logged.

* The quarantine rule should affect the SecOps environment.

* The SMB rule should only affect VMs with the "smbhost" and "smbclient" tags.

* The "DN test" policy should allow ipv6 and should not restrict any protocols between the included tiers.
There are three rules in the file, do not delete, add or copy lines. Only replace xxxx with the correct value as appropriate. It is
possible that not all "xxxxx" will be replaced.

Save the file with the same name.

Possible values to replace the "xooxx™:

8080

ALL

APPLY

false

MONITOR

Non-Prod

SecOps

smbhost

smbclient

TCP

True

Answer:

Explanation:



See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to modify the security policy file as required.

Navigate to the desktop and open the file Security Policy.txt (which corresponds to the provided Security Policy.bak content) using
a text editor like Notepad.

Modify the file content by replacing the xxxxx and xxxx placeholders according to the security requirements.
Modifications by Rule

Here are the specific changes to make within the file:

1. Quarantine Rule

Requirement 1 (No Logging): The quarantine rule should not be logged.

Change "is_policy hitlog_enabled": "xxxxx" to "is_policy hitlog_enabled": "false" Requirement 2 (Enforce): This rule must be
enforced.

Change "action™ "xoxxxx" (under quarantine_rule) to "action': "APPLY"

Requirement 3 (Environment): The rule must affect the "SecOps" environment.

Change "Environment™: ["xxxxx""] to "Environment"™ ["SecOps"|

2. SMB-block Rule

Requirement 1 (Logging): This rule must be logged.

Change "is_policy hitlog_enabled": "xxxxx" to "is_policy hitlog_enabled": "True" Requirement 2 (Monitor): This rule must not be
enforced, only logged.

Change "action™ "xxxx" (under isolation _rule) to "action': "MONITOR"

Requirement 4 (Tags): The rule must affect the "smbhost" and "smbclient" tags.

Change "SMBv1": ["xoxx] to "SMBv1"™: ["smbhost"]

Change "SMRv1": ["xooxxx] to "SMRv1™ ["smbclient'|

3. DN test (dn-policyl) Rule

Requirement 2 (Monitor): This rule must not be enforced, only logged.

Change "action™ "xxxx" (under app_rule) to "action™: "MONITOR"

Requirement 5 (Allow IPv6): This policy must allow [Pv6 traffic.

Change "allow _ipv6_traffic": "xxxx" to "allow_ipv6_traffic": "True"

Final Step

After making all the replacements, Save the file, overwriting the original Security Policy.txt on the desktop.
Example of completed rules (replace xxxxx accordingly):

Rule Name: Quarantine Rule

Logged: false

Action: APPLY

Environment: SecOps

Protocols: TCP

Ports: 8080

Rule Name: SMB Rule

Logged: True

Action: MONITOR

Tags: smbhost, smbclient

Protocols: TCP

Ports: 8080

Rule Name: DN Test Policy

Logged: True

Action: MONITOR

Environment: Non-Prod

Protocols: ALL

Ports: 8080
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